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Abstract:

Cloud computing has ushered in a new era of innovation with incredible scalability and accessibility.
Consumers who subscribe to a cloud-based service have unlimited access to applications and
technology. In addition to reducing prices, this concept has increased the reliability and availability of
supplies. Programs that are based on the cloud are available on demand from anywhere in the world at
low cost, this unlimited access has many opportunities and challenges. Although cloud computing
faces security concerns, it has thrived due to its incredibly instant services. Among the important
challenges is the increase in the occurrence of Denial of Service (DoS) and Distributed Denial of
Service (DDoS) attacks, which has increased the demand for effective defense mechanisms. Detection
of such anomalies in the computer network is usually done through network-based intrusion detection
and prevention systems (NIDPS). Although NIDPSs allow for the detection of all known attacks, they
are not immune to persistent changes in anomalies over time. Machine learning algorithm provides
algorithms that, due to continuous evolution, can effectively reduce cyber threats by detecting new
anomalies. Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks are one of the
most important security threats in computer networks. These attacks can significantly disrupt access to
services and lead to loss of revenue and reputation. Detection and prevention of These attacks are of
particular importance. The proposed random forest and decision tree algorithms are among the
efficient techniques in the field of machine learning that can be used to detect and prevent denial of
service attacks, the results confirm the effectiveness of the proposed method.
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