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2. Instrusion Detection Systems
2 . strong authentication
3 . user privilege
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Abstract

The rapid increase in network traffic volume and the growing
complexity of cyberattacks have underscored the critical need for
highly accurate and fast intrusion detection systems. This study
aims to develop a hybrid machine learning model to enhance
intrusion detection accuracy, reduce false alarm rates, and improve
the efficiency of intrusion detection systems. The proposed
approach integrates the K-means clustering algorithm with the
robust XGBoost classifier, where K-means is employed to
structure and simplify the data, and XGBoost handles the final
classification to precisely identify attack patterns. The NSL-KDD
dataset was preprocessed through normalization, outlier removal,
encoding of nominal features, and dimensionality reduction using
Principal Component Analysis. The primary innovation lies in the
strategic use of K-means for data preparation prior to classification,
coupled with meticulous hyperparameter tuning to optimize
performance. Implementation in the KNIME platform
demonstrated that the proposed method achieves an accuracy and
detection rate of 99.86%, outperforming benchmark methods such
as AE-LSTM, RNN-IDS, and K-means-RF. Despite its reliance on
static data as a limitation, the modular design of the model enables
its generalization to real-world environments and diverse datasets.

Keywords: Intrusion detection system, Machine Learning, K-means Clustering« XGBoost Classifier,

Cybersecurity.




