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The ever-increasing development of telecommunications has made secure transmission one of the most important issues
today. Using steganography keeps information away from unauthorized people, and the information is hidden inside the
original file without harming the marks. Since there is a high hiding capacity in the image, the use of image
steganography is much more common than other steganography methods. In this article, the wavelet transform
steganography technique is used, and the comparison results of the images before and after applying steganography, as
well as the histogram output, show that this method benefits from high resistance, as well as the SNR of this method
compared to other methods. The reviewed results show the superiority of this steganography method.
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1. INTRODUCTION

steganography is the art and science of covert
communication, the purpose of which is to hide the
communication by placing the message in a mask (a
medium that has the ability to hide information in it such
as image, sound, or any possible data) in such a way that
the least detectable change is made. Create in it and the
existence of the hidden message in the media cannot be
revealed even in a possible way [1].

In obfuscation, the aim is to hide any sign of the
existence of the message [2]. Hiding information
originates from the natural weakness of human vision
and hearing systems in recognizing vision and hearing
coverage. For example, next to a strong signal, there can
be a weak signal that cannot be seen or heard, which
depends on the spectrum of the signal and its time
parameters in two strong and weak signals, which makes
the strong signal able to cover the weak signal. Among
other cases, we can mention insensitivity to the signal
phase and also to the noises that exist in the time or
frequency domain and humans are not able to recognize
it [3].

The principle of concealment is the use of
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Information carrier spaces that do not harm the identity
of the carrier. With a little precision, it can be seen that
hiding in the image has the most possibilities for hiding
because there is a lot of bandwidth for image
transmission, giving us more space for hiding [4].

The basic algorithm of steganography according to
Figure 1 is that in the system, the message data is
inserted into the carrier signal with the help of the hiding
key.

The signal work output contains secret information.
After transmission and recording, recording, other
communication processes, the signal containing
information, the hidden message are recovered using the
hiding key. Information concealment solutions go back
to the nature of the message carrier and are highly
dependent on the type of use the designer uses for
concealment [5].
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Fig. 1. Hiding information and returning information [5]

2. CHARACTERISTICS OF A

STEGANOGRAPHY SYSTEM

A steganography system to have an acceptable and
reliable performance should have the following
characteristics:

2.1. Transparency of hiding information

One of the important issues in information
concealment is the degree of influence of the
information on the carrier signal. If the transparency of
the carrier signal is lost, the signal will be easily
suspected. The transparency of the system states that the
host subject before and after embedding the message
should not have a noticeable difference because the main
goal in hiding information is to not feel the existence of
the message. In fact, the security of an information
hiding system lies in this issue of transparency, and the
greater the degree of similarity of the subject of the
message in both normal and message-containing
situations, the higher the security of the system is, and if
this degree of similarity is low and recognizable, then
there is doubt The observer will be motivated to search
for the secret message, which is contrary to the purpose
of hiding the information. Also, choosing the
appropriate message host topic is also very important in
creating doubt. For example, the exchange of a huge

106

Vol. 12, No. 2, June 2023

amount of nature images between two organizations
clearly indicates the existence of a secret message
exchange in the form of these images.

The criterion for measuring the similarity between
two normal images and the image with steganography to
determine transparency is the signal-to-noise ratio,
which is calculated from equation 1 [6].

Limn X*(m, n) )

SNR =101
9 3 n(y(m, 1) — x(m, m)?

In this regard, x(m,n) represents the pixel values of
the original image and y(m,n) represents the pixel values
of the steganography image. Often, if the SNR is greater
than or equal to 40, the difference between the original
and reconstructed image is undetectable by the human
eye.

2.2. Stability of information hiding

Stability means the ability of a signal containing
information to maintain hidden information against
intentional and unintentional attacks that occur on the
signal. It is possible that in this situation, the signal
containing information has complete transparency and
the information hiding operation has been done with
high quality, and this will make the analyzer less
sensitive and the signal will pass safely through the
communication channel. Also, it is possible that more
attacks on the signal will occur with the decrease of
transparency [7].

2.3. Information hiding rate

In an information hiding system, the more messages
that can be hidden in a carrier or host, the more suitable
this system is.

In fact, the amount of information that each method
can hide in the carrier signal is one of the important
issues in information hiding. The amount of data that can
be stored in a host depends exactly on the host signal,
and it is the nature of the host signal that determines to
what extent the message can be hidden in it without
seriously affecting its transparency [8].

2.4. Retrievability of information

Retrievability of information means that the
authorized person can extract the hidden message from
inside the host with the key and recovery algorithm. If
the information is not reversible, the problem of hiding
information leads to the loss of information [9].

2.5. The probability of detection error is low

An information hiding system should have a low
probability of detection error so that when the message
is retrieved, it can be corrected with error correction
codes, because otherwise the information was not
transmitted correctly. The higher the information hiding
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rate, the greater the transparency and strength of the
signal. Maintaining transparency means reducing the
difference between the main signal and the signal
containing information and reducing the hidden
information.

Due to the importance of maintaining the important
parameters of the signal to establish transparency, the
less important parts of the signal are assigned to the
hidden data and the stability of the message is reduced.
To increase the stability of message storage, information
should be hidden in more resistant places and at a lower
rate, which means reducing the transparency and rate of
information hiding [10].

3. WAVELET TRANSFORM

The Wavelet transform was introduced in the early
1980s. Since then, different types of Wavelet transform
have been developed and many other applications have
been found [4].

The continuous-time wavelet transform, also called
the integral wavelet transform (IWT), is most widely
used in data analysis, representing an invariant time-
frequency representation. The most famous version of
these transforms is the discrete wavelet transform
(DWT). This transform has excellent signal compression
properties for many classes of real-world signals along
with very efficient computational aspects.

In the Wavelet transformation, the image is divided
into frequency bands almost equal to the logarithmic
scale, and therefore the changes made in the field of
Wavelet transformation are less recognizable to the
human eye. This transform is also better than DCT for
higher-order compressions.

H =500
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Fourier Transform consists of decomposing the
signal into sine waves with different frequencies.
Similarly, the wavelet transform is based on
decomposing the signal into transposed and scaled
versions of a parent wavelet function. Transposed and
scaled versions of a parent Wavelet function are of the
form Equation 2.

1 t—2“n
W on (1) = w|l——| @®nheZ (2
/2(1) 2
In that case, the Wavelet coefficients are obtained by
multiplying the initial signal x(t) in the form of equation

W(@,n)=(X®) , ¥,.®) @)

What makes this transformation so efficient is its
ability to perform local analysis and provide local
features with fewer units of information than the samples
themselves.

Wavelet transform creates variable frequency
accuracies by creating variable lengths in the analysis, in
such a way that when accurate information is desired at
low frequencies, it uses long time intervals and
conversely, it uses short intervals during accurate
frequency analysis at high frequencies.

Calculating the Wavelet coefficients at any transition
and scale is very difficult. A quick way to obtain the
Wavelet coefficients is to use filter banks as shown in
Figure 2. In that case, the Wavelet analysis includes
filtering and reducing the sampling rate and
reconstructing the original signal, including increasing
the sampling rate and filtering.

| _
o IDWT

Wavelet Coefficients
Fig. 2. Wavelet-based analysis and synthesis system [4]

In the Wavelet transformation, the analysis low-pass
and high-pass filters (L and H) along with their
complementary reconstruction filters (L' and H') form a
system called square mirror filters (QMF). The
corresponding QMF filters of the transform tree depend
on the original Wavelet function.

3.1. Reasons for Replacing Discrete Wavelet
Transform with Discrete Cosine Transform

After its introduction, this transformation found its
place in the field of encryption and image compression
and replaced the discrete cosine transformation.

107



Majlesi Journal of Telecommunication Devices

The reason for this replacement was the existence of
weak points in the discrete cosine transformation, which
are mentioned below:

3.2 Weaknesses of DCT

In this transformation, only the spatial (temporal)
correlation of pixels inside a two-dimensional block is
considered, and the correlation between neighboring
blocks is ignored.

It is impossible to completely disconnect the blocks
at their border points using DCT.

Unwanted artificial blocking affects image
reconstruction or video frames. (high compression ratio
or very low bit rate)

The DCT transform is fixed so it cannot adapt to the
data source.

It does not perform effectively on binary images (fax
or fingerprint images) drawn by large intervals with
constant amplitude.

Vomwkt: Trama e o7 wva o Cod ¢ Sovee
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(low spatial frequencies) are represented by short
periods of light transitions.

3.3 Advantages of DWT over DCT

* No need to divide the input data into non-
overlapping two-dimensional blocks.

* Using a hierarchical and multi-precision structure.

* Placing information in all bands and all places

4. STEGANOGRAPHY USING WAVELET

TRANSFORM

The steganography algorithm using wavelet
transformation in the image is as shown in Figure 3 and
as follows:

» Wavelet transform is taken from the carrier image.

* The secret message is converted into an ascii code.

* The bit string is hidden next to the rows of one of
the four wavelet transform components.

The steps of this method are given in Figure 3.
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Fig. 3. Hiding information in the image using the wavelet transform method.

4.1 Analyzing the results of steganography
using discrete wavelet transform

Figure 4 shows the original and steganography image
of the man, which is implemented by the wavelet
transform method.

Fig. 4. (a): Original image (b): Image with steganography. '
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Discrete  wavelet transformation has many
advantages that have made this transformation a superior
and up-to-date method of steganography.

The bandwidth of each of these channels is
approximately one octave, and the signals of each of
these channels are processed separately in the brain. In
wavelet transformation, the image is divided into
frequency bands almost equal to the logarithmic scale,
and therefore the changes made in the field of wavelet
transformation are less recognizable to the human eye.
DWT transformation is a separable transformation, a
two-dimensional DWT can be implemented by applying
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two consecutive one-dimensional DWT, which is
applied first on the rows and then on the columns of the
image. A well-known filter bank implementation can be
used to calculate the 2D DWT, which results in a
pyramidal structure. One of the reasons for using
wavelet transform in steganography is that the new
research of the human retina divides the images into
several frequency channels.

Figure 5 shows the histograms of the original image
and the steganographic image. By carefully comparing
these histograms, the following results are obtained
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Fig. 5. Histogram (a: original image) and (b: steganography image) in wavelet transform method

The histogram of the steganographic image has very
little difference from the histogram of the original
image. Therefore, steganography with this method has a
very high resistance to histogram analysis.

Figure 6 shows the comparison of the SNR in the images

of Lena and the male photographer in the modes with
steganography and without steganography. Table 1 compares
the SNR of the proposed method and compares it with other
methods.

SNR COMPARISON

53

m Camera Man

53.05

® Camera Man Stegano

52.49

51

SNR

49

47

45

Lena Lena Stegano

IMAGE
Fig. 6. SNR Comparison.
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Table 1. Comparison of the SNR of the proposed method with other methods

Steganography method SNR
Improved wavelet-based image watermarking through SPIHT.[11] 43.8dB
Guided Dynamic Particle Swarm Optimization for Optimizing Digital Image Watermarking in
s 50 dB
Industry Applications.[12]
An adaptive hybrid fuzzy-wavelet approach for image steganography using bit reduction and
- . 36.2 dB
pixel adjustment.[13]
A Secure Spatial Domain Image Steganography u sing Genetic Algorithm and Linear
: 36.26 dB
Congenital Generator.[14]
proposed method (Lena) 53.40 dB
proposed method (Man) 52.49 dB

5. CONCLUSION

The

science of steganography is developing rapidly and

new methods are emerging every day. The main purpose
of these methods is to create a secure connection for

info

rmation transfer. In this article, steganography was

performed on the images of Lena, Camera Man
according to the proposed algorithm of Figure 3 and
using MATLAB software, and Figure 4 shows the
images before and after steganography. The results of

this

project show that the proposed method, using the

output histogram in Figure 5 and the SNR criterion in
Figure 6, compared to other methods reviewed in Table
1, it shows that this method has high security and it can
be highly resistant to attacks.
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