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ABSTRACT:

— In this paper, we present the design and implementation of a smart home system that utilizes ZigBee
and Bluetooth technologies, both operating at a frequency of 2.4 GHz. The smart home system consists
of end devices, a coordinator (router), and an Android-based application. The end devices are installed
on various appliances, including lighting and cooling systems. The coordinator is equipped with a
Bluetooth module that facilitates communication with smartphones, serving as the interface between
users and the end devices. This interface communicates with the end devices via ZigBee and interacts
with the user's smartphones through Bluetooth. For this smart home system, the ZigBee and Bluetooth
protocols are implemented using the CC2530 chip and HCO5 module, respectively. The system employs
a star network topology. When a user wants to control a device, they initiate the process using the user
interface on their smartphone. After activating Bluetooth on their smartphone, a radio signal is sent to the
HCO5 Bluetooth module. This module converts the wireless Bluetooth signal into a wired TTL signal for
the CC2530 chip. The ZigBee wireless signal is then broadcast throughout the 80-square-meter home.
All end devices receive the signal, and the target end device responds to the coordinator by sending back
an acknowledgment and changing the status of lighting or cooling system as requested. Essentially, each
authorized smartphone functions like a remote control. Additionally, to enhance security, the MAC
address of authorized smartphones is utilized in the system.
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1. INTRODUCTION

Advancements in ad-hoc wireless networks, single-chip embedded systems, and the increased access to the Internet
in households have enabled the remote monitoring of external data sources and home appliances through the use of
small, autonomous wireless devices [1]. Currently, organizations utilize IEEE802.15.4 and ZigBee to successfully
implement solutions across various domains, such as controlling consumer electronic devices, managing energy,
enhancing efficiency in both residential and commercial buildings, and overseeing industrial plant operations. The Smart
home energy network has gained widespread attentions due to its flexible integration into everyday life. This innovative
green home system integrates home appliances, smart sensors, and wireless communication technologies. Over time,
the green home energy network evolves into a complex system capable of managing a variety of tasks [2].
Low-cost sensors and ubiquitous wireless networking is facilitating innovative methods for homeowners to engage
with their smart home systems. A variety of complementary techniques are being developed, including the utilization
of voice commands, tactile interactions through touch or weight, and the incorporation of body gestures [3,4]. The
smart home can be monitored either on mobile platforms or on web-based platforms [5]. A few novel researches on
smart home are reported as follows [6-13].
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In [6], a system is proposed to implement control boards for 10T applications utilizing microcontrollers from the
Espressif series, capable of operating within any 10T network for home automation. In [7], a lighting monitoring and
control system based on loT is presented, which utilizes a ZigBee wireless network tailored for smart homes. This
system features capacitive touch switches, smartphones, and a comprehensive integrated management platform.
Through the app, users can observe the status of household devices, enhancing the limitations of conventional remote-
control designs and contributing to energy conservation.

The emergence of 10T and cloud computing technologies has facilitated the development of smart homes.
Nevertheless, the comprehensive system utilized by 10T, along with remote cloud access, presents challenges in terms
of cost and time efficiency when it comes to managing and overseeing numerous smart devices. In [8], a framework
for 1oT-based smart home control and monitoring is proposed to address these issues. Specifically, it employs a
naming mechanism that allows for the management of multiple devices through a single command delivery process.
Additionally, it utilizes edge cloud technology to implement both the host tracking and naming mechanisms, enabling
local monitoring of various appliances through a unified data delivery approach. The advantages of smart homes have
made them a necessary part of modern human life. Nevertheless, it is vital to prioritize the security of these smart
environments to safeguard personal data, avert unauthorized access, enhance physical safety, and mitigate the risks of
cyber-attacks. A fundamental measure in securing smart homes involves the establishment of robust authentication
protocols. Reference [9] discusses a standard architecture for smart homes utilizing 10T and introduces several recent
authentication protocols applicable to this context.

The recognition of individuals entering a room or building is advantageous for delivering tailored smart home
services. Traditional identification methods that rely on image analysis necessitate extra actions from individuals for
successful identification, and they may also raise privacy issues due to the potential inclusion of unintended
individuals in the captured images. In [10], a new scheme is proposed to identify an individual from door opening and
closing motions.

A critical concern in the realm of wireless networking is energy consumption. As technology continues to evolve,
manufacturers struggle with the challenge of battery longevity—specifically, how long a battery will last before
requiring a recharge. Enhancing battery technology is both complex and costly, making low power consumption a
pressing challenge for every system. In light of Wi-Fi's reputation for being power-intensive, researchers have shifted
their focus toward ZigBee networks, which offer an affordable, energy-efficient, and highly reliable alternative.
ZigBee technology is perfectly suited for public spaces like schools and libraries, making it a versatile choice [14-16].
Based on the IEEE 802.15.4 standard, ZigBee is explicitly designed for small-scale projects that require low-rate
wireless connectivity. It operates within the ISM bands of 913 MHz, 868 MHz, and 2.4 GHz, typically covering a
range of 10-100 meters. ZigBee supports three network topologies—star, tree, and mesh—and can accommodate up to
65,000 nodes, making it a robust choice for various applications [17]. However, the extensive adoption of ZigBee
networks has been hindered by coexistence issues with Wi-Fi. While earlier attempts at time-domain contention
resolution led to underutilization of frequency resources, recent innovations like COFFEE (Coexist Wi-Fi for ZigBee
networks) are paving the way for effective coexistence, optimizing usage for both technologies [18]. Moreover,
ZigBee excels at bridging home automation with other areas, such as those governed by the IEEE 11073 standard,
which encompasses Telehealth and Telecare [19]. This unique capability significantly enhances the functionality of in-
home gateways, positioning ZigBee as a revolutionary solution for interconnected living.
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Fig. 1. Proposed smart home architecture.
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Conventional smart homes often rely on remote-control hardware to manage various devices, which leads to increased
costs due to the need for additional equipment. This paper proposes an android-based user interface application that
utilizes smartphones as the remote-control hardware. This approach not only reduces costs but also enhances user
convenience. Figure 1 illustrates the overall concept. Smartphones can connect to the coordinator to control household
appliances. As shown in the figure, end devices should be considered for different appliances, including lighting,
cooling, and heating systems.

However, a challenge arises because most modern smartphones do not support the ZigBee protocol. To address this
issue, we incorporate the users' smartphone Bluetooth along with the HC05 Bluetooth module, which acts as part of the
coordinator (router) within the home network.

In this setup, each resident can communicate with the HCO5 Bluetooth module using their personal mobile devices.
They can send commands to turn specific devices on or off. Upon receiving a command, the HCO5 Bluetooth module
forwards it via a cable to the coordinator's ZigBee component, which then broadcasts the command throughout the
home. All connected end devices receive this broadcast, but only the targeted device acknowledges the command and
responds by turning on or off as instructed.

The end devices utilize the low-power ZigBee protocol and are installed on appliances, lighting systems, cooling
systems, and other household equipment for effective control.

The rest of this paper is organized as follows: section Il reviews the ZigBee protocol and the ZigBee network topologies
briefly. Section Il describes the system implementation including the user interface software, home coordinator
hardware and the end device hardware. The firmware is described in section V. Test results are given in section V and
finally the paper is concluded in section VI.

Il. ZIGBEE PROTOCOL AND NETWORK TOPOLOGY

ZigBee protocol consists of four layers as follows [26]: application layer, network layer, MAC layer, PHY layer. The
MAC and PHY layers are defined by IEEE802.15.4, while network and application layers are defined by ZigBee
Alliance [27].
The PHY layer is responsible for physical channel data transmission and management. Figure 2 shows the frame
structure of the PHY and MAC layers. PHY layer frame consists of the synchronization header, the PHY header and the
PHY service data unit. The synchronization header (SHR) consists of the preamble sequence followed by the start-of-
frame delimiter (SFD).
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Fig. 2. Frame structure in IEEE 802.15.4 standard [28].
In the IEEE 802.15.4 specification [21], the preamble sequence is defined to be 4 bytes of 0x00. The SFD is one byte
with value 0xA7. The PHY header consists only of the frame-length field. The frame-length field defines the number
of bytes in the MAC protocol data unit (MPDU). The value of the frame-length field does not include the frame-length
field itself. It, however, includes the frame-check sequence (FCS), even if this is inserted automatically by the
hardware. The PHY service data unit (PSDU) contains MPDU. The function of the MAC layer is to generate or
interpret the MPDU, and the radio has built-in support for processing of some of the MPDU subfields [20]. The
network layer is responsible for establishment of topology and maintenance of network connections, as well as route
discovery and route forwarding for equipment. Application layer is composed by the application support sub-layer
(APS), ZigBee device configuration and user application layer. APS mainly provides ZigBee endpoint interface.
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ZigBee device configuration layer provides standard ZigBee configuration services. The user application is developed
based on user’s needs [18].

ZigBee uses the IEEE 802.15.4 2003 specification for its physical and MAC layers. IEEE 802.15.4 offers star, tree,
cluster tree, and mesh topologies; however, ZigBee supports only star, tree, and mesh topologies [22]. Each topology
is explained in details below.

@ Coordinator
@ End Device

Fig. 3. Star topology [30].
Star topology: The star topology, as depicted in Figure 3, consists of a coordinator and several end devices (or nodes).
In this setup, end devices cannot communicate directly with one another. Instead, they must first send their messages
to the coordinator. As a result, all network traffic passes through the coordinator, which can create a potential
bottleneck. If the coordinator becomes inoperable at any point, the performance of the entire network will be affected.
Despite this drawback, the advantage of star topology lies in its simplicity and ease of use.

@ End Device
@ Coordinator
@ Router

Fig. 4. Tree topology [30].

Tree topology: In this network topology, there is a central node known as the root tree, which serves as a coordinator.
The network also includes several routers and end devices, as illustrated in Figure 4. Routers extend the network's
coverage, while the end devices connected to either the coordinator or the routers are referred to as children. Only routers
and the coordinator can have children; therefore, they are the only devices that can act as parents. End devices cannot
have children, meaning they cannot be parents themselves. Each end device can only communicate with its parent, which
may be a router or the coordinator. In this setup, the coordinator is positioned at the highest level. For any message to
reach its destination, it must first pass through the parents of the destination node. Consequently, there is only one route
for each message, which makes the communication less reliable [31].

22



Majlesi Journal of Telecommunication Devices Vol. 14, No. 1, March 2025

@ End Device
Q- ® ©

® Router

Fig. 5. Mesh topology [30].

Mesh topology: This topology offers greater flexibility by providing multiple routes for each message transmitted
within the network. The primary advantage is that if one path becomes unavailable or encounters an issue that prevents
the message from passing through, there are alternative paths available to ensure successful delivery. This redundancy
enhances the reliability of the system, as it minimizes the impact of potential disruptions.

However, it is important to note that while this topology improves message routing and reliability, it may also lead to
increased costs. The existence of multiple routes can require more resources, such as additional cabling or advanced
routing equipment, which can contribute to higher operational expenses. Therefore, while the flexibility offered by this
topology is beneficial, network designers must carefully consider the trade-offs between reliability and cost-
effectiveness. Balancing these factors is crucial for optimizing network performance while managing expenditures.
The star topology is commonly used in smart homes, PC peripherals, and similar applications. The tree topology is
effective for medium-sized networks in terms of coverage. On the other hand, the mesh topology is suitable for industrial
control, logistics systems, and so forth [32]. Research indicates that the star network provides the best performance in
terms of end-to-end delay, jitter, and throughput [33]. In this paper, we choose to use star topology because, in a home
environment, the distances are short and there are only a few end devices, making the complexity of tree or mesh
networks unnecessary.

2. SYSTEM IMPLEMENTATION

The implementation of the smart home system consists of three main subsystems. The first is the user interface
software, which is an application developed using the Android programming language. This application must be
installed on the smartphone of each user. It utilizes Bluetooth to connect to the HCO5 Bluetooth module, which is part
of the coordinator system.
The coordinator also includes a ZigBee module, and these two components are connected via TTL serial communication.
It is important to position the coordinator properly to ensure it covers the entire house and can communicate with all end
devices. The coordinator communicates with the end devices, which make up the third subsystem, using ZigBee. For
each device that the user wishes to control, one end device is required.
In this project, we designed, implemented, and tested cost-effective hardware for both the coordinator and the end
devices. We utilized the CC2530F256, which integrates an 8051-microcontroller unit (MCU) and a 2.4GHz ZigBee-
compliant RF transceiver into a single system-on-chip (SoC). This integration eliminates the need for additional
hardware, thereby reducing costs, circuit complexity, and high-frequency noise.
User interface software: By using this application, users can control various aspects of their home, such as lighting and
the cooling system, directly from their smartphones. Additionally, they can monitor the status of different devices in
their house, including the conditions of the lighting system. Figures 6 and 7 display the user interface of the software
provided. When users access each section for the first time, they can view the current status of each device and make
changes if desired. Figure 7 illustrates the window related to the cooling system.
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Fig. 6. The main window of the provided user interface software.
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Fig. 7. The window relevant to the cooling system.

Coordinator: The main job of the coordinator is to receive the user’s command from Bluetooth module and send it in
the range

of 80m for the end devices. Moreover, the coordinator should do the reverse; receives the response from end device and
send it to Bluetooth module. The hardware of the coordinator (Figure 9) includes a microprocessor and a 2.4GHz
IEEE802.15.4 compliant RF transceiver integrated in a low-power single chip CC2530F256, a monopole 2.4GHz
antenna, a voltage regulator, an oscillator and HCO5 module.
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Fig. 8. Implemented coordinator hardware.

HC-05 module is a Bluetooth SPP (Serial Port Protocol) module. It can connect to the serial port of a
microcontroller, which allows the microcontroller to communicate with other devices over a Bluetooth connection. It
uses CSR Bluecore 04-External single chip Bluetooth system with CMOS technology and with AFH (Adaptive
Frequency Hopping Feature) [34]. AFH helps to minimize the effects of interference with other devices. In Frequency
Hopping technique when a link is formed, the devices are synchronized to change channels together many times a
second. The pattern of channels used is called the hop sequence and is unique for each link. Since the devices spend
only small amounts of time on a particular channel and because the hop sequence is different for each link the possibility
of interference is minimized. HCO5 can run in both master and slave modes. In this project it is used in slave mode, and
its duty is to transfer data between the coordinator and cell phone. HCO5 is connected through the UART to the
CC2530F256 (coordinator). In other words, each user by enabling the Bluetooth of his/her own smart phone can connect
to HCO05, and consequently can indirectly transfer his/her own command to coordinator to control end devices. The
printed circuit board (PCB) of the HCO5 module is shown in Fig.8, where a microstrip antenna is utilized.

Figure 9. HCO5 Bluetooth module.

End device: An active end device (Figure 10) is implemented for the proposed smart home. Hardware of the end device
corresponds to that of coordinator. The only difference is that it has relay to provide enough current to control the
devices. End device works at 2.4GHz and can sense different channels. It saves a lot of space in the hardware because
of using SOC instead of separate MCU and RF transceiver. Each end device is attached to a device to control it. End
device is waiting until it receives an input command. In this time, the end device switches to the sleep-mode by using
the CC2530F256 ultra-low power sleep timer. This is an energy-efficient solution to decrease the end device power
consumption while waiting for an incoming signal. At the sleep-mode, the digital voltage regulator is disabled. Neither
the 32-MHz XOSC nor the 16-MHz RCOSC is running. SRAM and internal registers save their contents and 32.768
kHz XOSC and sleep timer are active. The system goes to the active mode on reset, an external interrupt, or when the
Sleep Timer expires. The measurements show that the designed active end device only consumes 2.64uW in the sleep-
mode, meanwhile 68mWpower consumption is achieved in the active mode [20, 25].

LM3940IS-SMD Regulator ~ CC2530F256

.......

SMA-Antenna
-Connector

3v DC Relay Relay Switch Circuit

Fig. 10. Implemented end device hardware.
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3. FIRMWARES

The complete flowchart of the firmware programmed into the coordinator is shown in Figure 11. The coordinator
continuously waits for user commands, during which the RF transceiver remains in an idle state to minimize energy
consumption. Each end device is assigned a unique identification number, allowing the user to search for them using
these 1Ds.
When the user presses a button on their smartphone, the coordinator receives this command and responds by sending a
message containing the unique ID of the targeted device. At this point, every end device receives the message and
compares its own ID to the one included in the message. If the IDs match, the end device will control the corresponding

instrument, such as a lamp.

Wait for data from Bluetooth
module

Receive data from
Bluetooth module.

According to received data
send appropriate command to
end device.

v

Wait for response from end
device.

Receive response
from end device.

Send data to
Bluetooth module.

Figure 11. Flow chart of the firmware programmed in the coordinator.
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The flowchart of the firmware programmed in end devices is shown in Figure 12.

I Go to sleep mode |

Is SFD dteected?

= NO
o
>

Go to active mode

Receive command
from the coordinator.

If ID from
coordinator and
end device’s ID
are the same

YES

+

Control the device or report
its condition.

1

Send approgriate
command to
coordinator.

Fig. 12. Flow chart of the firmware programmed in the end device.

The pseudo code of the android application is as follows. This code is repeated for each section such as lighting, cooling
and heating system.

If Bluetooth connection is established.

{

Buttons will be activated. (there is one button for each end device.)

Timer will be activated.

Command for checking current status will be sent and according to the received response, background image of buttons
will be set.

}

Else {

Buttons will be deactivated.

If user click each of the buttons

{
Command for changing status will be sent. (Also, MAC Address will be sent for security reason.)
According to the received response, background image of button will be set.

If timer overflow occurs

{

27



Majlesi Journal of Telecommunication Devices Vol. 14, No. 1, March 2025

Command for checking current status will be sent and according to the received response, background image of buttons
will be set.

}

If error occurs in Bluetooth connection the user is notified to reestablish the connection.

Network security: Security must be a priority in the communication links between the coordinator and end devices,
as well as between the smartphone and the coordinator. Each coordinator and end device is assigned a unique address.
When communication is initiated, the transmitter sends a message that includes both its own address and the receiver's
address. The receiver checks these addresses, and if both are correct, a secure communication channel is established.
Therefore, the link is only vulnerable if both addresses are compromised.

To enhance the security of the connection between the smartphone and the coordinator, as well as to authenticate the
user, the MAC address (Media Access Control address) is utilized. A MAC address is a hardware identification number
that uniquely identifies each device on a network. Each smartphone has its own MAC address, which can be used for
network communications.

When a smartphone attempts to connect to the network, it sends its MAC address to the coordinator. The coordinator
then checks this address to determine if the smartphone is authorized to join the network; if it is not, access is denied.

4. TEST RESULTS

A key factor in determining the coverage area is the Received Signal Strength Indicator (RSSI), which measures the
strength of the received input signal. The RSSI must exceed the receiver sensitivity threshold, which for the CC2530
chip is -97 dBm [23]. The RSSI is influenced by the distance between the coordinator and end devices, as well as the
output signal strength of the transmitter. It’s important to understand that higher output strength leads to increased overall
power consumption. As a result, there is a trade-off between power consumption and RSSI. To minimize power use, the
output signal strength will be adjusted based on the required coverage distance. Figure 13 illustrates the relationship
between RSSI and distance for two different output signal strengths.
The proposed system was tested in an 80-square-meter house, where it operated correctly. In homes larger than 80 square
meters, blind spots may arise, potentially disrupting the system'’s operation. In these cases, using a router can help extend
the coverage area.
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Fig. 13. Received signal strength (RSSI) versus distance.

Another crucial parameter is the Packet Error Rate (PER), which is expressed as a percentage. The PER increases
significantly with distance. Consequently, the need to retransmit packets rises, which can lead to congestion if there are
too many end devices. The experiment was carried out with two different output power levels, as shown in Figure 14.
As expected, higher power levels result in a lower PER, though the difference is not substantial.

Moreover, the reduction in energy consumption is considerable. Since lighting accounts for 25-50% of electricity usage
[35], implementing the proposed system in the lighting sector alone can lead to significant energy savings.
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Fig. 14. Packet error rate versus distance.

5. CONCLUSION

In this project, we designed the necessary hardware and software for a smart home. The hardware is built using the
CC2530 chip, which is a low-power, multifunctional chip that combines both a microcontroller unit (MCU) and radio
frequency (RF) components. This integration results in compact dimensions for both the coordinator and the end devices.
Power consumption is a crucial consideration, and we address this by utilizing the CC2530 chip and adjusting the RF
output power for the coordinator and end devices based on the area that needs coverage. The combination of ZigBee
and Bluetooth technologies allows users to benefit from the low power consumption of ZigBee while leveraging the
widespread availability of Bluetooth in their smartphones.
As aresult, residents can control their homes using their smartphones, eliminating the need for a separate remote control.
This approach not only reduces costs but also enhances comfort for the inhabitants. The system has been tested
successfully in an 80-square-meter house, verifying its effective operation.
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