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Introduction

National security is one of the fundamental pillars of any political system
and is constantly exposed to various threats shaped by the behavior of
international actors (Eftakhari and Dobirian, 2023). Security is a broad
and fluid concept encompassing multiple individual and social
dimensions  (Bakhshi, 2015). Governments require effective
policymaking in the field of security to preserve and strengthen
themselves, reflecting their values, priorities, and overarching strategies
(Waible, 2020).

Traditional security approaches, which emphasized threat-orientation
and the distinction between internal and external threats, have gradually
given way to more community-based, opportunity-oriented, and
complex perspectives that consider the interaction of power, ethics, and
technology (Razavinejad, 2018). Despite its critical importance, there
has been limited research on the competencies of policymakers in this
field, and recent challenges have not received adequate scholarly
attention.

Security policymakers play a crucial role in providing and maintaining
security infrastructures, which are prerequisites for achieving major
goals such as freedom, development, and justice. Security policymaking
is a dynamic and complex process involving numerous decisions across
political, economic, social, and cultural domains (Razavinejad, 2018).
Specialized research in this area is essential to improve policymaking
and prevent instability.
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Given the importance of policymakers’ competencies for ensuring a
secure national future, this study investigates the components of security
policymakers’ competencies in today’s turbulent conditions—an area
that has received limited attention in previous research.

Theoretical Foundations

Policymakers and the Policy Process

Policy or policymaking is determined by an organization’s senior
management and aims to formulate strategic directives to prevent
internal conflicts and guide members’ actions and thinking (Dargiades et
al., 2018).

A common approach in political science is the policy cycle model, which
includes six stages: problem definition, policy formulation, option
selection, design, implementation, and evaluation (Yang & Quinn,
2002).

The public policymaking process consists of a set of interactive activities
that identify problems, prioritize governmental actions, and determine
practical measures (Danish Fard, 2015). This process involves both
formal and informal actors and faces obstacles that may lead to policy
failure (Qarbaghi et al., 2021).

Security and Competency

Security is a critical issue that requires comprehensive policymaking to
manage crises at various stages (Razavinejad, 2018). With the
emergence of modern threats such as drones, the need for skilled and
competent personnel in the security domain has grown significantly
(Xiao et al., 2023).

Governments consider qualified human resources as their most valuable
asset and are revising their security structures accordingly (Anderson et
al., 2020).

Employee competency refers to the knowledge, skills, and abilities
required to perform tasks effectively (Kruyen & Van Genugten, 2020).
These competencies must align with environmental changes and include
cognitive, emotional, and social capabilities (Gaurav, 2023). In some
countries, meritocracy systems are used in recruitment and the
advancement of managers (Whitman, 2018).

Competency models provide frameworks for identifying the
characteristics and requirements of roles and are useful in selection,
assessment, and development processes (Brown, 2018). Goleman and
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Boyatzis (2018) categorized competencies into two groups: personal and
social

Literature Review

Existing studies reveal that no comprehensive research has yet been
conducted specifically on the subject of this study. However, several
related investigations provide relevant insights into the topic.

Pourkarimi et al. (2024) examined leadership competencies in turbulent
environments and identified five key dimensions: knowledge, ability,
skill, traits, and attitude. Ramazan Shams et al. (2021) presented the
dimensions and components for evaluating public security policies in
law enforcement, focusing on three stages: before, during, and after
implementation. Mosallanejad (2020) proposed a theoretical framework
for the attrition strategy in national security policymaking, covering the
phases of formulation, implementation, and evaluation.

Dadmohammadi et al. (2020) investigated the impact of drug trafficking
on social security, emphasizing the mediating role of public
policymaking. Kaviani et al. (2020) developed a competency model for
cybersecurity personnel, consisting of technical-specialized and general
dimensions. Razavinejad (2018) highlighted the need for reconsideration
of domestic security policymaking with an emphasis on cultural and
social values. Nourian and Sarkheil (2018) analyzed the credibility of
security in the context of Islamic criminal law public policymaking.

Danaeifard et al. (2012) identified the core competencies of national
policymakers, categorized into seven components: analytical, value-
based, political, social, interactive, personal, and technical. Harbo
Frederiksen et al. (2024) explored citizens’ perceptions of drone
applications, stressing that policymakers must address the responsibility
of properly managing emerging technologies

Methodology

This study adopts a qualitative and inductive approach to explore the
components of competency among security policymakers. Data were
collected through semi-structured interviews with experts in the field,
selected using purposive sampling. Interviews continued until data
saturation was reached. Data analysis was conducted using Strauss and
Corbin’s grounded theory method, which involved open, axial, and
selective coding to extract the final competency components.

To enhance the trustworthiness of the study, four criteria—credibility,
dependability, confirmability, and transferability—were observed.
These were ensured through prolonged engagement, detailed
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documentation of the research process, participant feedback, and
maximum variation sampling

Data Analysis

1. Open Coding: In this phase, interview data were broken down
into initial codes (key points), and similar or related codes were
grouped together. A total of 198 codes were extracted from 16
interviews, with irrelevant or repetitive items removed.

2. Axial Coding: The initial codes were conceptually organized
and refined based on semantic similarity. The 198 initial codes
were reduced to 148 refined codes and subsequently categorized
into 71 axial codes representing sub-concepts.

3. Selective Coding: At this stage, axial codes were systematically
linked to one another to identify the core category (central
phenomenon). Following Strauss and Corbin’s paradigm model,
the codes were organized into causal conditions, intervening
conditions, contextual conditions, strategies, and consequences.
Ultimately, 17 selective code groups were identified, leading to
the final dimensions of security policymakers’ competencies.

In the final step, all codes were integrated and structured coherently
using the paradigm framework of grounded theory

Discussion and Conclusion

Security is one of the most fundamental responsibilities of governments,
and identifying the competencies of policymakers in this domain is an
undeniable necessity. This study, aimed at identifying the key
competencies of security policymakers, makes a novel contribution to
the local literature in this field. Findings revealed that components such
as empowerment, expertise, and protection of security infrastructures are
critical to security decision-making—a conclusion consistent with the
results of Blacksmith et al. (2019) and Kaviani et al. (2020).

Under the causal conditions, factors such as interaction, openness to
consultation, and leveraging expert knowledge were identified as
foundations for effective security policymaking. These results align with
the perspectives of Anib (2018) and Liwang et al. (2022). Additionally,
strategies such as enhancing public trust and utilizing inter-
organizational capacities contribute to the success of security policies,
supporting the findings of Ramazan-Shams et al. (2021).

Within the contextual conditions, ethical commitment and neutrality
emerged as fundamental requirements that improve security
performance—findings comparable to those of Danaeifard et al. (2012).
As for intervening conditions, a strong belief in religious values and
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adherence to the national system were shown to influence policymakers'
approaches to security, echoing the work of Nourian and Sarkhil (2018).

Finally, consequences such as elevated prioritization of security issues,
increased organizational loyalty, and shifts in attitudes were identified as
key outcomes of these competencies. These results are consistent with
the findings of Dobri et al. (2013). Altogether, the identified components
may serve as a foundation for designing a comprehensive model to
enhance national security.

Keywords: Competency, Policy-makers, Security domain
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