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Abstract

Most control systems use a dedicated communication network with specific protocols. Intrusion
detection systems developed based on network traffic with standard protocols, or existing datasets
cannot detect significant threats on these control systems. New sophisticated malicious codes usually
attacked these systems by sending known and understandable commands to the control systems and
ultimately sabotaging the physical process. These attacks do not alter network traffic, so they are not
detectable with standard network-based intrusion detection systems. In this paper, we proposed an
innovative combined method for identifying different types of attacks on control systems with a
dedicated network. We have provided a combination of methods for detecting semantic or stealth
attacks and identifying attacks that affect the traffic of the control system network. For the first time in
practice, the effect of common types of attacks on a control system with a specific network has been
investigated, and the rules for detecting these attacks have been obtained. Experimental results in this
study show that the extracted rules identify 100% of the already known attacks. The proposed new
approach, based on identifying the control system commands from the extracted network records, also
thoroughly detects semantic attacks. The process data behavioral method used in this study can detect
about 99% of semantic attacks using classification algorithms based on Data set which is created in
this study.
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Figure (1): Attack detection methods proposed combination
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Table (1): Different modes of a operation/engineering station
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Figure (2): Control system functional structure
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Figure (5): Vnet/IP protocol general format
Table (2): Hardware and software used for implementation
Silwodly S oLl 8,90 51381 p 5 g 1381 s :(Y) Jgur
Computer Characteristics DELL OPTIPLEX 9020 Intel Core i5-4570, CPU 3.2 GHZ, Memory 4 GB
Operating System Windows 7 Ultimate 64 bit
Python Version Anaconda ,Inc3.6.5
Keras Version 224
Tensorflow Version 1.15.0
Scikit-Learn Version 0.22.1
Numpy Version 1.17.4
Spyder Version 4.0.0
Pandas Version 0.25.3
Matplotlib Version 3.11
Pyod Version 0.7.7.1
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Figure (6): Yokogawa control system testbed
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Figure (7): Yokogawa control system data sampling laboratory

Table (3): List of network penetration and testing tools used in this study
axdlao ol 50 ooliswl 0 yg0 Al Cand 9 dadi 5l 3l Cawcd (V) J9um
Test Tools
UDP STRESS TESTER
UDP UNICORN
STAR TRINITY NETWORK TESTER
PORT SCANNER
UDP FLOODER
FBENCH
LOIC
ANGRY IP SCANNER
NS AUDITOR
NETWORK SCANNER

Table (4): Derived rules from normal traffic and attacks
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Table (5): Commands list
Ol ygiawd Comad :(B) Jau

Row Name Description
1 Start CPU Start controller
2 Stop CPU Stop controller
3 PID change PID parameter change (for example setpoint change(
4 Controller configuration Controller online configuration change
5 FB change Function block or logic drawing change
6 Online download Online download
7 Offline download Whole programm configuration and offline download
8 10 node creation Input / output node hardware creation
9 IOM configuration 10 module online configuration change
10 Module add Add module in IO node
11 Module delete Delete module from 10 node

Table (6): Attribute used in signature
slasl 51 s solaiwl 8 50 slo 59 :(F) Jgo=

Row Feature name Description
1 Frame.len Total frame length
2 Eth.src Ethernet source address
3 Eth.dst Ethernet destination address
4 Eth.type Ethernet type
5 IP.src IP source address
6 IP.dst IP destination address
7 IP.version IP version
8 IP.len IP frame length
9 IP.len-hdr IP header length
10 IP.ttl IP time to live
11 IP.proto IP protocol
12 IP.fragment IP fragment
13 IP.offset.frag IP fragment offset
14 IP.count.fragment IP fragment count
15 UDP.srcport UDP source port
16 UDP.dstport UDP destination port
17 UDP.length UDP total length
18 Data.len Vnet length
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Relation between PT5214 and Anti Surge Valve opening
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Figure (8): Relation between anti surge valve opening and output pressure pair chart

Table (7): Result from different algorithm implementation
Aligeo s yo5dl Jlos! 31 Jols gl (V) Jgoo

Algorithm Accuracy Precision Recall F1 Score ?{gl};;l;s ROC AUC
Novelty Detection one class SVM | +/AAOVS¥ ) JAVASEAA | AR asFse | LAY
Anomaly Detection KNN R | Asvves | -aaavy -JAYAAY avsre | oaarorve
Anomaly Detection ABOD a8 | oeanieay | caaary S[ASTAS JROMY | ARfeYY
Classification K Neighbor R332) | A3aVIA \ NELEVYN SA23YA | -/4334YFA
Classifier
Clasification SVC £2944) - ) -[a3ayY -[99AF R93YA | -A%aAsPE
Classification Decision Tree | qqq4). \ £[A34YY -[A39AS NECLYV® NECTYER)
Classifier
Classification Random Forrest | qqqqy. \ £[R34YY A[A33AS NECCYSIN L LVYIV)
Classifier
Classification AdaBoost Classifier | +/99441- +/A34YY¥ \ <1929AF +/294A +/2944YY
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