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Abstract 

Electricity theft and fraud in billing are the primary concerns for Distribution System Operators (DSO). It is estimated that billions of 

dollars are lost each year due to these illegal activities. DSOs around the world, especially in underdeveloped countries, are still utilizing 

conventional time consuming and inefficient methods for Non-Technical Loss (NTL) detection. This research work attempts to solve the 

mentioned problems by developing an efficient energy theft detection model to identify the fraudster customers in a power distribution 

system. The key motivation for the current study is to assist the DSOs for their campaign against energy theft. The proposed method 

initially utilizes the monthly consumption data of energy customers, obtained from Multan Electric Power Company (MEPCO) Pakistan, to 

segregate the honest and the fraudulent customers. The Bagged Chi-square Automatic Interaction Detection (CHAID) Decision Tree (DT) 

algorithm is used to classify the honest and fraudster consumers. Furthermore, based on the mentioned metrics, the performance superiority 

of the Bagged CHAID-based NTL detection method is validated by comparing its efficacy with that of few well-known state-of-the-art 

machine learning algorithms such as Support Vector Machine (SVM), Artificial Neural Network (ANN) Logistic Regression (LR), 

Bayesian Network (BN)  and Discriminant Analysis. The proposed NTL detection method provides an Accuracy of 86.35% and Area 

Under Curve (AUC) of 0.927, respectively, which are significantly higher than that of the same for the mentioned algorithms. 

Keywords:Electricity theft; fraud billing; Non-Technical Loss; Chi-square Automatic Interaction Detection 

1. Introduction  

Modern civilizations are greatly relying on electrical 

energy for normal living. Energy consumption is steadily 

increasing for the emerging markets due to the increase in 

economic development and population (Zhang & 

Cheng, 2009). However, large parts of the produced 

and distributed electricity are not paid and therefore, do 

not add to the profit margin of the Power Distribution 

Companies (PDCs)(Navani  et al., 2012).Operational 

losses occur in all three major power system aspects 

(generation, transmission and distribution) (Saeed, 2020). 

Unlike the generation side, where the losses are 

theoretically specified, the power system’s losses on the 

Transmission and Distribution (T&D) side can not be 

precisely calculated (Zheng & Otuoze, 2019). This is 

because, in addition to the technical ones, the T&D means 

some non-technical energy losses. Technical losses occur 

as a result of the dissipation of power in various elements 

of the power system such as transmission lines, 

transformers, electrical appliances, switches and many 

other components of power systems. These losses can be 

calculated by measuring just two parameters; total grid 

load and total energy billed (Liu & Hu, 2015) Non-

technical losses, on the other side, account for billing 

errors, poor quality of infrastructure, malfunctioning of 

facilities, supply without the metering device and illicit 

business practices such as fraud, corruption and organized 

crime (Jamil & Ahmad, 2018). The non - technical losses 

are very difficult to predict compared to the technical 

losses and therefore, their minimization is one of the 

major concerns for any Power Distribution Company 

(PDC). The issue is so severe that nearly half of the total 

electrical power generated is turned into NTLs in most 

extreme cases, resulting in annual losses of billions of 

dollars (Yip, 2018). On average, the power companies 

suffer a loss of $25 billion per annum, owing to energy 

theft  (Micheli, 2019). The problem, as mentioned above, 

is present in all countries; however, in underdeveloped 

countries, the effects are more harmful than in developed 

ones. For instance, PDCs in Pakistan, the T&D losses for 

2017-2018 were reported as 17.5 per cent, which is doing 

tremendous harm to the country’s weak economy and is 

far higher than other Asian countries, as T&D losses were 

recorded as 8 per cent and 3.6 per cent respectively in 

China and Korea (Saeed, 2019). It is estimated that 33 per 

cent of the country’s electrical system’s T&D losses 

account for NTL losses (Kessides, 2013). Besides, the 

PDCs used the findings obtained from the random 

assessment of consumer billing profiles to perform a study 

of metering systems for the detection of the NTLs. Since 

the power usage pattern is not taken into consideration 

during the identification process, the performance rate of 

these random inspections is exceedingly low. The 

arbitrary existence of the above process makes it 

ineffective and inefficient form of theft detection as only 

random bills are chosen for checking, while many are left 

unobserved. Another major drawback of this method is 

that it is very costly and time-consuming (Guerrero, 

2018). This exists in developing countries, since, the 
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distribution feeders serve a large number of consumers 

and are usually quite large. The smart meters with 

dedicated communication links have recently emerged as 

one of the most viable solutions for efficient detection of 

NTLs. Their deployment and operating costs, however, 

need billions of dollars, rendering it an unfeasible option 

for many developing countries, including Pakistan 

(Depuru, 2011). Despite being one of the country's major 

challenges to the economy, there is no significant research 

on detection of NTL in Pakistan's PDCs, thus becoming 

the core justification of the current research work. 

2. Literature Review 

There are several methods used in literature for NTL 

detection.  These methods can be broadly classified into 

three major categories: Artificial Intelligence (AI) based, 

state-based and game theory-based (Singh , 2018)  Jiang et 

al., 2014). The AI-based methods make use of machine 

learning techniques to assess the consumers’ load profiles 

patterns through classification and clustering techniques in 

order to detect fraudulent consumers. The operation is 

based on the fact that the consumption patterns for the 

fraudulent consumers is irregular as compared to that of 

the genuine consumers and hence can be easily identified. 

In classification methods, the pre-labelled dataset is used 

to train the classifier while the clustering method can work 

with an unlabeled dataset (Zheng  et al., 2019).. The 

second category of NTL detection methods is a state-

based method. The State-based methods require 

measurement of a few additional parameters like voltage, 

current and power in order to accurately detect the 

electricity thefts in the distribution network (Singh, 2017) 

Although these methods can provide a high detection 

accuracy, yet the need for precise network topology and 

additional energy meters makes it an unfeasible option in 

many cases (Singh, 2018)). In-game theory, a game 

between the power utilities and the fraudulent consumers 

is considered based on the game equilibrium, which can 

be directly obtained from the genuine and fraudulent 

users’ energy consumption patterns (Cardenas, 2012)  The 

game theory-based methods rely on strong theoretical 

analysis and assumptions and are very complex in their 

basic operational mechanism; thus; such approaches are 

beyond the scope of this research. On the other hand, the 

State based methods like Advance Metering Intrusion 

Detection System (AMIDS) are generally used to identify 

the abnormality in the consumption pattern by using 

several sensors (McLaughlin, 2013). The major drawback 

associated with this method is that it requires a higher 

sampling rate for proper functioning, which results in 

revealing all types of appliances that are in use of 

customers along with their period of usage. This results in 

destroying the costumer’s confidentiality and hence can’t 

be deployed for NTL detection in a number of scenarios. 

The authors in (Yip, 2018) used a linear regression model 

to identify NTL activity by evaluating the resistance and 

active power in the distribution system. However, the 

process was time-consuming as the resistance of every 

single line needs to be calculated accurately along with 

other parameters to identify fraudster customers. An 

Artificial Neural Networks (ANN) method for NTL 

detection was explored in (Costa et al, 2013) The authors 

utilized the customer’s consumption usage to form a 

database and then utilized the ANN-based scheme to 

classify the customers as honest or fraudsters. However, 

the technique was found to be ineffective due to 

unbalanced datasets and hence achieved less precision 

which ultimately resulted in a huge number of false 

positives. An ANN-based fuzzy logic method for NTL 

detection purpose was studied in reference (Muniz et al. 

2009). The technique used simple rules to identify the 

fraudster consumers; however, the model suffered from 

low accuracy.  In another study (Dos Angelos et al. 2011), 

the author used fuzzy clustering and fuzzy classification 

approaches for classifying the energy usage pattern of 

energy costumers. The main drawback of the proposed 

scheme was that it required a considerable amount of data 

like maximum consumption, average consumption data, 

sum of the remarks from inspection and neighborhood 

consumption average for every single consumer. 

Collecting an enormous volume of data for every 

customer is a very tough job, hence resulted in a huge 

detection delay.  

Recently, smart prepaid energy meters were proposed for 

NTL detection in (Mohammad et al. 2013) These meters 

are very efficient and tempered proof; however, during 

direct hooking or illegal tapings, the installed sensors in 

meter generally used to show zero units; thus results in 

unmeasured supplied electricity. The author in (Jokar, et 

al. 2016) proposed a consumption pattern-based energy 

theft detector (CPDETD) Anomaly detection algorithm 

along with the SVM algorithm, but the main problem with 

the proposed scheme was that the power utility had to 

invest extra money for installing the transformer metering 

device in addition to the smart meters. An SVM based 

model for NTL detection was proposed in reference (Nagi 

et al. 2009). The proposed method utilized the monthly 

energy usage data for 25 months along with a 

creditworthiness rating for classifying fraudsters 

customers. To increase the detection rate in previous work 

(Nagi et al. 2009)., a fuzzy inference system (FIS) was 

utilized along with SVM by authors in (Nagi et al. 2010). 

However, as compared to the previous research work the 

mentioned parameter was hardly increased by 12% (from 

60% to 72%), which is still very low as compared to the 

current research work.   

To fix the deficiencies and weaknesses of preceding 

works, several redundant classifiers are combined for NTL 

identification to form Ensemble Learning Systems 

(ELS's). ELS’s results in enhanced accuracy, better 

performance, robustness, and reduced uncertainties. The 

proposed model utilizes Bagging algorithm on Chi-square 

Automatic Interaction Detection (CHAID) Decision Tree 

(DT) for classifying the honest and fraudster customers. 

The Bagged CHAID-based scheme has achieved the 

maximum accuracy as compared to the conventional 

methods on Multan Electric Power Company (MEPCO) 

real-time dataset. The proposed classification scheme uses 

data from MEPCO (Pakistan) on household electricity 

consumption to identify the honest and fraudster customer. 
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3. Methodology and Detection Framework 

This research work develops an AI-based efficient fraud 

detection model utilizing the data obtained from MEPCO. 

This research utilizes the Bagging algorithm to enhance 

the classification performance of the C5.0 DT model. The 

complete framework of the current study is shown in 

Figure 1. 

 
Fig. 1. Framework for the training and validation of the model. 

3.1. Data collection 

The collection of the data was one of the key tasks of this 

study. The historical energy consumption data required in 

this research study have been obtained from the Multan 

Electric Power Company (MEPCO). MEPCO is amongst 

the most prominent electric power utilities in Pakistan, 

with around 6 million customers. However, the 5.9 million 

customers out of 6 million belong to the domestic and 

commercial tariff. Therefore, this becomes one of the 

main reasons to focus on domestic and commercial 

customers in this study. The consumption data for honest 

consumers were obtained from the Shah Rukan-e-Alam 

feeder. The total number of registered customers in Shah 

Rukan-e- Alam feeders is 4391, with 3977 belonging to 

the domestic tariff, 312 belonging to the commercial tariff 

and remaining belongs to industrial and other categories. 

The Meter and Testing (M&T) laboratory officials are 

responsible for verifying the status of the meter. If the 

energy consumption of any consumer is suspicious, it is 

then the responsibility of the M&T laboratory to issue a 

thorough report after checking the site whether the 

consumer is involved in any illegal activity or not. The 

data for all the registered theft cases for the two years, i.e., 

2016-2017 and 2017-2018, was gathered. The total 

number of registered theft cases in the Multan circle in the 

mentioned time was 1109. The data collected also include 

the meter reading, connected load, meter status, date of 

meter reading, date of inspection, type of theft, sanctioned 

load, and discrepancies etc. 

3.2. Consumption pattern of fraudulent and honest 

consumers 

The energy utilization pattern of the honest customer 

reveals a symmetrical pattern with a strong increase in 

summer as the temperature in the area under consideration 

approaches 50
o
C while the same temperature in winter 

drop to around 20
o
C. It is evident from figure 2 that 

energy consumption of dishonest customer undergoes 

abrupt changes compared to the honest customer, which is 

a clear indication of fraud. 

 
Fig. 2. Energy usage pattern of the fraudster and the honest 

customer. 

3.3. Customer filtering and selection 

The obtained data from MEPCO was initially filtered to 

remove the consumers with incomplete information to 

have appropriate training of the model. The following 

consumers were screened and removed during this 

process. 

1. Customers whose kWh consumption data for the 

complete duration were not available, i.e., the 

connection got disconnected due to non-payment.  

2. All those customers who were registered after the 

month of May-2015.  

3. All those costumers whose metering apparatus 

became faulty during the mentioned period.  

4. All the customers who were charged average units 

due to the unavailability of the meter reading or any 

other valid reason.  

5. All those customers who were charged nil units (0) 

throughout the studied period due to non-usage of 

electricity.  

The finalized list includes 2774 consumers with 647 

fraudsters and 2117 honest consumers, after removing all 

outliers and the filtration process. Although many 

customers were excluded after the filtering process, the 

remaining ones were sufficient for the training and testing 

of the proposed model. 

4. Classification Using Bagged CHAID Decision Tree 

Algorithm 

The CHAID belongs to the classification tree category 

(Tso & Yau, 2007). The CHAID DT has the capability of 

producing accurate rules and has better performance in 

terms of memory. On the other hand, Ensemble learning 

methods train many machine learning algorithms to reach 

a final judgement (Saeed et all.2020). Ensemble Learning 

Systems (ELS) are inspired by human behavior, which 

believes that seeking and applying the opinion of several 

experts can easily tackle any problem. Based on those 

diverse opinions, the decision is reached. ELSs provides 

better performance as compared to using a single 
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classifier. There are different ensemble algorithms with 

the most common being bagging and boosting. 

 
Fig. 3. Training procedure of Bagging algorithm 

The bagging algorithm 's working mechanism begins by 

generating a random variation of the original data set into 

n number of data sets, as shown in Figure 1. It parallels 

the different classifier testing on those original dataset 

subsets. Finally, a model is developed based on the 

plurality of the individual models' votes. Then, a 

prediction is made based on the final model judgment. 

Bootstrapped subsamples are drawn within a given 

dataset. Each bootstrapped sample shall have a individual 

CHAID Decision Tree (DT). The CHAID DT outcomes 

are aggregated to produce the best and most accurate 

indicator.  

5. Studied Classification Methods 

The performance of the proposed classification approach 

was compared with a few state-of-the-art machine 

learning to validate the superiority of the proposed 

algorithm. 

5.1. Support vector machines (SVM) 

A Support Vector Machine ( SVM) is a supervised 

machine learning algorithm that is used to solve 

classification and regression problems ( Nagi et al. 2009) . 

Saeed et al. 2020) SVM usually constructs single or 

multiple hyperplanes for classifying non-separable groups 

in a higher-dimensional space. The use of a kernel trick is 

to distinguish non-separable groups by moving them from 

a lower-dimensional space into a higher-dimensional 

space. SVM has been used in the NTL detection problem 

many times ( Nagi et al. 2009),( Nagi et al. 2009) , 

Messinis et al.  2008) 

5.2. Artificial neural network 

ANN is a computational model which is usually used in 

cases where the information provided is not sufficient to 

perform the classification task. ANN's has three linked 

layers  (Ramos et all., 2011), (Saeed et al. 2020) The 

primary layer consists of input neurons, which send the 

data successively to the second layer and thus to the third 

layer. ANN has been used in the NTL detection problem 

many times, and some of the finest work can be found in 

references (Costa et al. 2013), (Muniz et al. 2016), (Ford 

et al. 2015). 

5.3. Logistic regression 

Logistic Regression (LR) has also been used for solving 

classification problems (Bonte & Vercauteren, 2018). 

Generally, LR classifiers utilize the linear combination of 

features value, or the response variables can be used as the 

argument for the sigmoid function. The LR also makes use 

of all data points like linear regression, but the points far 

from the threshold have far less impact due to logit 

transformation. The respective outcome of the sigmoid 

function lies between the value of 0 and 1. The class of the 

output is decided by comparing it with the middle value. If 

the output value is higher than one, then the object 

belongs to the class 0.5, similarly, if the output value is 

less than 0.5, then the objects to class 0. 

5.4. Bayesian network 

A Bayesian Network (BN) is a widely used graphical 

model that computes the probabilistic relation between 

different variables ( Hosseini & Barker, 2016), (Saeed, 

2020). BN is used in scenarios where we have prior 

knowledge of probabilities and looking to forecast new 

probabilities in certain conditions. BN is used for 

performing both backward and forward analysis. The 

predictive analysis comes in the category of the forward 

propagation and diagnostic analysis is referred to as 

backward propagation. One of the primary advantages that 

can be found in Bayesian networks is that its diagrams can 

be easily understood by humans; thus, it could yield 

accurate results. 

5.5. Discriminant analysis 

The goal of Discriminant Analysis (DA) is to build 

discriminating functions, which are just the linear 

combination of independent variables with the ability to 

differentiate perfectly between the dependent variable 

groups (Stamenković et al. 2020). It allows the researchers 

to analyze whether there are significant differences 

between groups concerning the predictor variables. The 

DA can evaluate the validity of any classification. DA is 

characterized by the types of categories which the 

dependent variable possesses. If the explanatory variable 

has two types, then the form utilized is DA of two classes. 

There have been many types of DA which have been used 

for NTL detection problem (Antonelo & State, 2019), 

(Ghori et al. 2020) 

6. Results and Discussions 

The confusion matrix is commonly used to evaluate the 

classification performance of machine learning algorithms 

providing True for all correctly classified data and 

"Wrong" for all incorrectly classified datasets (Saeed et al. 

2020) The word True Positive (TP) used in the confusion 

matrix refers to all fraudster costumers properly classified 

as fraudsters, while the term True Negative (TN) refers to 

all honest customers rightly classified as honest ones. 

Likewise, False Positive (FP) refers to all those costumers 

who are honest but mistakenly classified as fraudsters and 
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False Negative (FN) represent fraudster customers who 

are wrongly classified as honest. The accuracy of a 

classifier can be measured by utilizing equation 1: 

            
     

           
 (1) 

 
Fig. 4. Classification performance of all models. 

It is clear from figure 4 that Bagging of CHAID algorithm 

considerably improves its classification performance. The 

accuracy of the bagged CHAID algorithm is 86.35 

compared to simple CHAID, which is around 84.14. The 

Neural Network model achieves an accuracy of 82.73, 

which is significantly higher than LR, SVM, BN and DA 

methods. Figure 5 shows the simple CHAID DT for 

classifying honest and fraudster customers. 

The Receiver Operating Characteristic (ROC) curve is 

another significant performance evaluator for a 

classifier(Andrew, 1997). The ROC curve evaluates the 

classifier's true performance by plotting the FPR against 

TPR and does not depend on the class distribution 

variation. The value for ROC covered area ranges from 0 

to 1. A classifier with an AUC value greater than 0.5 

performs better than the random forecast. The AUC value 

of 0.5, on the other hand, indicates that the model can not 

distinguish between the classes at all. The higher the AUC 

ranking, the greater will be the classifier 's performance. 

Figure 5 shows the CHAID DT until branch 3 for the 

classification of honest and fraudster customers. Node one 

is further sub-divided into three more nodes for further 

classification. The process continues until all the 

customers are classified. The nodes which do not play a 

significant role in the classification process are removed 

or pruned in the end to avoid the overfitting of the CHAID 

model to the training data. 

Fig. 5. CHAID DT for classification of honest and fraudster 

customers. 

The ROC curve for all the models is given in figure 6 and 

figure 7, respectively. The  Bagged CHAID algorithm 

achieves a maximum AUC of 0.927, which validates the 

superiority of the proposed model. The CHAID algorithm 

performs second-best by achieving an AUC of 0.867. 

 
Fig. 6. ROC Curve for the negative class (Healthy consumption) 

customers. 

 
Fig. 7. ROC curve for the positive class (theft) fraudster 

customers 

7. Conclusion 

This work offered a new approach for the identification of 

NTL in PDCs using one of the most efficient classification 

algorithms called the Bagged CHAID DT algorithm. The 

suggested NTL detection framework has been used on 
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consumer historical consumption data obtained from 

MEPCO, which is one of Pakistan's largest power 

distribution firms. The performance of the proposed 

Bagged CHAID classifier was compared with few state-

of-the-art machine learning algorithms to verify its 

effectiveness. The results of this study indicate that the 

Bagged CHAID algorithm performs much better than the 

above artificial intelligence techniques and achieves an 

accuracy of 86.35 per cent and an AUC of 0.927; which 

validates its superiority in performance. Furthermore, the 

AUC value of 0.927 indicates the Bagged CHAID 

algorithm 's tremendous classification capabilities. The 

results of this research work will help MEPCO and other 

power distribution firms to avoid trouble due to inefficient 

and expensive random inspections, which on the one side 

do not help to reduce NTL and on the other hand cause a 

huge loss of revenue on both NTL accounts and costly 

inspections to the PDC's. 
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