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Blockchain-based smart tracking and tracing platform for drug supply chain (Liu et al, 2021)
[28]
Applying Blockchain in the Modern Supply Chain Management: Its Implication on Open
Innovation (Teodorescu, Korchagina, 2021) [8]
Enhanced Pharmaceutical Supply Chain Management Using Ethereum Blockchain (Abhijith
etal., 2021) [11]
Decentralized way of keeping drug records using Blockchain Technology (Hyperledger
Fabric) (Islam et al, 2021[12]
A Comprehensive Drug Management System by Segregating Spurious and Substandard dobgn o313
Drugs Using Blockchain Technology (Raxit et al, 2021) [29]
A Blockchain-Based Approach for Drug Traceability in Healthcare Supply Chain (Musamih
etal, 2021) [30]
Blockchain and Al in Pharmaceutical Supply Chain (Sherwyn et al, 2021) [31]
Blockchain Track and Trace System (BTTS) for Pharmaceutical Supply Chain (Canbolat
et al, 2021) [32]
Blockchain based secured information sharing protocol in supply chain management system
with key distribution mechanism (Dwivedi et al., 2-20) [33]
A Blockchain-Based Approach for Drug Traceability in Healthcare Supply Chain (Musamih EMoles (gjlwosls
etal, 2021) [30] e

A Permissioned Blockchain-based System for Collaborative Drug Discovery (Olsson &
Toorani, 2021a) [34]

Counterfeited Product Identification in a Supply Chain using Blockchain Technology
(Singh et al, 2021) [13]

Blockchain Technology-Based Good Distribution Practice Model of Pharmacy
Industry in Indonesia. (Fernando et al, 2021a) [35]

Pharmaceutical Cold Chain Management Based on Blockchain and Deep

Learning (Zhang et al, 2021) [36]

Blockchain-enabled pharmaceutical cold chain (HosseiniBamakan et al, 2017) [22]
A robust drug recall supply chain management system using hyperledger blockchain
ecosystem, (Agrawal et al, 2022) [37]

Adoption of Blockchain Technology to the Sri Lankan Pharmaceutical Supply Chain
(Wasana PP, Rajapakse, 2021) [38]

Assessment of Blockchain Technology Application in the Improvement of
Pharmaceutical Industry (Alshahrani et al, 2021) [39]

The Last Mile: DSCSA Solution Through Blockchain Technology: Drug Tracking,
Tracing, and Verification at the Last Mile of the Pharmaceutical Supply Chain with
BRUINchain (Chien et al, 2.20) [40]

Application of on-dose identification and blockchain to prevent drug counterfeiting
(Vruddhula, 2-18) [41]

Blockchain and supply chain relations: A transaction cost theory perspective
(Schmidt & Wagner, 2.19) [42]

Practical Anti-Counterfeit Medicine Management System Based on Blockchain
Technology (Pham et al, 2-19) [43]

Blockchain technology in pharmaceutical industry to prevent counterfeit drugs (Haq
& Esuka, 2.18) [44]

Blockchain based secured information sharing protocol in supply chain management
system with key distribution mechanism (Dwivedi et al, 2.20) [33]
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The Business Process of Good Manufacturing Practice Based on Blockchain Technology in
the Pharmaceutical Industry (Meyliana et al, 2021b) [19]

Blockchain for drug traceability: Architectures and open challenges (Uddin et al, 2021) [10]
Enhanced Pharmaceutical Supply Chain Management Using Ethereum Blockchain (Abhijith
etal, 2021) [11]

Counterfeited Product Identification in a Supply Chain using Blockchain Technology (Singh
etal, 2021) [13]

Blockchain & 10T based Drugs Traceability for Pharma Industry (Nawale & Konapur, 2021)
[16]

Blockchain Medledger: Hyperledger fabric enabled drug traceability system for counterfeit
drugs in pharmaceutical industry (Uddin, 2021) [17]

Propose Model Blockchain Technology Based Good Manufacturing Practice Model of
Pharmacy Industry in Indonesia (Surjandy et al, 2021) [18]

Blockchain-based smart tracking and tracing platform for drug supply chain (Liu et al,
2021a) [28]

A Blockchain-Based Approach for Drug Traceability in Healthcare Supply Chain (Musamih
etal, 2021) [30]

Blockchain Technology-Based Good Distribution Practice Model of Pharmacy Industry in
Indonesia (Fernando et al, 2021a) [35]

Adoption of Blockchain Technology to the Sri Lankan Pharmaceutical Supply Chain
(Wasana, Rajapakse, 2021) [38]

Securing Pharmaceutical Supply Chain using Blockchain Technology (Lingayat et al, 2021)
[45]

Counterfeit Medicine Identification Using Hyperledger Based Private Blockchain (Reno et al,
2021) [46]

Using Blockchain to Fight Against Counterfeit Medicine. Thesis (Mollik, 2021) [47]

Supply Chain Disruption Risk Management with Blockchain: A Dynamic Literature Review
(Etemadi et al., 2021) [48]

Blockchain and Al in Pharmaceutical Supply Chain (D’souza et al, 2021) [49]
loT-Integrated Blockchain in the Drug Supply Chain (Rayan & Zubair, 2021) [50]
Smart Pharma: Blockchain Enabled Internet of Things for Smart Pharmaceutical Traceability
System (Kavitha Margret et al., 2021) [51]

Segmented Encryption: A Quality and Safety Supervisory Model for Herbal Medicine Based
on Blockchain Technology (Liu et al, 2021b) [52]

Blockchain Technology for Tracing Drug with a Multichain Platform: Simulation Method
(Fernando et al, 2021b) [53]

Enhanced Drug Anti-Counterfeiting and Verification System for the Pharmaceutical Drug
Supply Chain using Blockchain (Ehioghae et al, 2021) [54]

Blockchain Application Design and Algorithms for Traceability in Pharmaceutical Supply
Chain (Bali et al, 2021) [55]

Blockchain technology for digitalization of the pharmaceutical sector of the Russian
Federation (Qodirov, 2021) [56]

Evaluation and Classification Risks of Implementing Blockchain in the Drug Supply Chain
with a New Hybrid Sorting Method (Sabbagh et al, 2021) [57]

A Proposed Architecture for Pharmaceutical Supply Chain Based Semantic Blockchain (Ouf,
2021) [58]

Investigation and assessment of blockchain technology adoption in the pharmaceutical supply
chain (Badhotiya et al, 2021) [59]

Governance on the drug supply chain via gcoin blockchain (Tseng et al, 2018) [60]

A novel medical blockchain model for drug supply chain integrity management in a smart
hospital (Jamil et al, 2019) [61]

Traceability of counterfeit medicine supply chain through Blockchain (Kumar & Tripathi,
2019) [62]

Blockchain and Machine Learning-Based Drug Supply Chain Management and
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Recommendation System for Smart Pharmaceutical Industry (Abbas et al, 2020) [63]

Drug Governance: loT-based Blockchain Implementation in the Pharmaceutical Supply
Chain (Ahmadi et al, 2020) [64]

A Practical Blockchain System for Drug Traceability and Regulation (Huang et al,2018) [65]
Using Blockchain for Traceability in the Drug Supply Chain (Molina et al, 2019) [66]

A Blockchain Based Model to Eliminate Drug Counterfeiting (Sahoo et al, 2020) [67]
Blockchain, IP and the pharma industry—how distributed ledger technologies can help secure
the pharma supply chain (Clark & Burstall, 2018) [68]

Implementation of Pharmaceutical Drug Traceability Using Blockchain Technology
(Muniandy et al, 2019) [69]

Application of on-dose identification and blockchain to prevent drug counterfeiting
(Vruddhula, 2018) [41]

Blockchain technology in the pharmaceutical supply chain: Researching a business model
based on Hyperledger Fabric (Bryatovl & Borodinov, 2019) [70]

A Blockchain Based Framework Secured by ECDSA to Curb Drug Counterfeiting (Sahoo et
al, 2019) [71]

Internet of things based blockchain for temperature monitoring and counterfeit
pharmaceutical prevention (Singh et al, 2020) [72]

Simulation-based Blockchain Design to Secure Biopharmaceutical Supply Chain (Xie et al,
2019) [73]

Practical Anti-Counterfeit Medicine Management System Based on Blockchain Technology
(Pham et al., 2019) [43]

Cfdd (counterfeit drug detection) using blockchain in the pharmaceutical industry (Kumari &
Saini, 2019) [74]

Blockchain technology in pharmaceutical industry to prevent counterfeit drugs (Haq &
Esuka, 2018) [44]

Success Factor of Implementation Blockchain Technology in Pharmaceutical Industry: A
Literature Review (Fernando et al, 2019) [75]

Enhancing Traceability in Pharmaceutical Supply Chain using Internet of Things (IoT) and
Blockchain (Botcha et al, 2019) [76]

The role of blockchain in the pharmaceutical industry supply chain as a tool for reducing the
flow of counterfeit drugs (Trujllo et al, 2018) [77]

PharmaCrypt: Blockchain for Critical Pharmaceutical Industry to Counterfeit Drugs (Saxena
et al, 2020) [78]

A Secure Blockchain-based Prescription Drug Supply in Health-care Systems (Ying et al,
2019) [79]

The prospects for the use of digital technology “blockchain” in the pharmaceutical marke
(Plotnikov & Kuznetsova, 2018) [80]

Legal implementation of blockchain technology in pharmacy (Pashkov & Soloviov, 2019)
[81]

Anticounterfeiting in Pharmaceutical Supply Chain by establishing Proof of Ownership (Raj
et al, 2019) [82]

Blockchain based secured information sharing protocol in supply chain management system
with key distribution mechanism (Dwivedi et al, 2020) [33]

Cryptopharmaceuticals: Increasing the Safety of Medication by a Blockchain of
Pharmaceutical Products (Ngrfeldt et al, 2019) [83]

Pharmaceutical Supply Chain Management System with Integration of 10T and
Blockchain Technology (Shi et al, 2019) [84]

Benefit and challenge of blockchain technology in pharmaceutical supply chain management
(Meyliana et al, 2019) [85]
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Propose Model Blockchain Technology Based Good Manufacturing Practice Model of
Pharmacy Industry in Indonesia (Surjandy et al., 2021) [18]

Blockchain-based smart tracking and tracing platform for drug supply chain (Liu et al,
2021a) [28]

Blockchain and Al in Pharmaceutical Supply Chain (Sherwyn et al, 2021) [31]

A Comprehensive Drug Management System by Segregating Spurious and Substandard
Drugs Using Blockchain Technology (Raxit et al, 2021) [29]

Drug traceability and transparency in medical supply chain using blockchain for easing the
process and creating trust between stakeholders and consumers (Panda & Satapathy, 2021)
[86]

Main Blockchain implementations in the supply chain, applicability analysis using the
pharmaceutical industry case study (Gogos, 2021) [87]

Evaluation of Decentralized Verifiable Credentials to Authenticate Authorized Trading
Partners and Verify Drug Provenance (Ashkar et al, 2021) [88]

Research on Drug Supervision System Based on Fisco Bcos Blockchain (Di & Zang, 2021) [89]
Blockchain-Enabled Drug Supply Chain (Olsson & Toorani, 2021b) [90]

Requirements Identification for a Blockchain-Based Traceability Model for Animal-Based
Medicines (Aranda et al, 2021) [91]

Hyperledger Based Private Blockchain Technology in Pharmaceutical Manufacturing
Industry for Preventing Substandard Drug Production (Reno & Chowdhury, 2021) [92]
Blockchain and Machine Learning-Based Drug Supply Chain Management and
Recommendation System for Smart Pharmaceutical Industry (Abbas et al, 2020) [63]
Zhang Ch, Security requirement prototyping with hyperledger composer for drug supply
chain: a blockchain application (Sinclair et al, 2019) [93]

A Practical Blockchain System for Drug Traceability and Regulation (Huang et al, 2018)
[94]

A Blockchain Based Model to Eliminate Drug Counterfeiting (Sahoo et al, 2020) [67]
The Last Mile: DSCSA Solution Through Blockchain Technology: Drug Tracking, Tracing,
and Verification at the Last Mile of the Pharmaceutical Supply Chain with BRUINchain
(Chien et al., 2020) [40]

Blockchain, IP and the pharma industry—how distributed ledger technologies can help secure
the pharma supply chain (Clark & Burstall, 2018) [68]

Implementation of Pharmaceutical Drug Traceability Using Blockchain Technology
(Muniandy et al, 2019) [69]

Application of on-dose identification and blockchain to prevent drug counterfeiting
(Vruddhula, 2018) [41]

Blockchain technology in the pharmaceutical supply chain: Researching a business model
based on Hyperledger Fabric (Bryatovl & Borodinov, 2019) [70]

A Blockchain Based Framework Secured by ECDSA to Curb Drug Counterfeiting (Sahoo et
al, 2019) [71]

Internet of things based blockchain for temperature monitoring and counterfeit
pharmaceutical prevention (Singh et al, 2020) [72]

Simulation-based Blockchain Design to Secure Biopharmaceutical Supply Chain (Xie et al,
2019) [73]

Practical Anti-Counterfeit Medicine Management System Based on Blockchain Technology
(Pham et al, 2019) [43]

Cfdd (counterfeit drug detection) using blockchain in the pharmaceutical industry (Kumari &
Saini, 2019) [74]

Pharmaceutical Supply Chain Management System with Integration of loT and
Blockchain Technology (Shi et al, 2019) [84]

Blockchain technology in pharmaceutical industry to prevent counterfeit drugs (Haq &
Esuka, 2018) [44]

Benefit and challenge of blockchain technology in pharmaceutical supply chain management
(Meyliana et al, 2019) [85]
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Success Factor of Implementation Blockchain Technology in Pharmaceutical Industry: A
Literature Review (Fernando et al, 2019) [75]

Enhancing Traceability in Pharmaceutical Supply Chain using Internet of Things (IoT) and
Blockchain (Fernando et al, 2019) [76]

A Secure Blockchain-based Prescription Drug Supply in Health-care Systems (Ying et al,
2019) [79]

The prospects for the use of digital technology “blockchain” in the pharmaceutical marke
(Plotnikov & Kuznetsova, 2018) [80]

Application of Blockchain and 10T towards Pharmaceutical Industry (Premkumar &
Srimathi, 2020) [95]

Anticounterfeiting in Pharmaceutical Supply Chain by establishing Proof of Ownership (Raj
etal., 2019) [82]

Blockchain based secured information sharing protocol in supply chain management system
with key distribution mechanism (Dwivedi et al., 2020) [33]

Cryptopharmaceuticals: Increasing the Safety of Medication by a Blockchain of
Pharmaceutical Products (Ngrfeldt et al., 2019) [83]

Enhanced Pharmaceutical Supply Chain Management Using Ethereum Blockchain (Abhijith
etal.,, 2021) [11]

Application and prospect of blockchain and smart contract technology in pharmaceutical
supply chain (Zhang et al., 2021) [96]

Securing Pharmaceutical Supply Chain using Blockchain Technology (Lingayat et al., 2021) [45]
Implementation of Pharmaceutical Drug Traceability Using Blockchain Technology
(Muniandy et al., 2019) [69]

Blockchain and supply chain relations: A transaction cost theory perspective (Schmidt &
Wagner, 2019) [42]

A Blockchain Based Framework Secured by ECDSA to Curb Drug Counterfeiting (Sahoo et
al., 2019) [71]

A Secure Blockchain-based Prescription Drug Supply in Health-care Systems (Ying et al.,
2019) [79]
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Identify Effective Indicators in the Use of Blockchain Technology in the
Drug Supply Chain (Using the Meta Synthesis Method for the Years 2010-
2022)

Mohammad Ismaeil S 1, Fattahzadeh H >

‘ Abstract

Introduction: Counterfeit drugs kill many people in the world every year. With the
introduction of blockchain technology in the drug supply chain, the basic problem of
this system, which is the existence of counterfeit drugs, will be solved. The purpose of
this study is to investigate and identify the effective indicators in the use of blockchain
technology in the drug supply chain.

Methods: In this paper, the meta synthesis method has been used to investigate and
identify the effective indicators in the use of blockchain in the drug supply chain. meta
synthesis is a qualitative research method. The data collection tool is library studies and
research background research. In this regard, first 7770 original articles were found, of
which, after reviewing the relevant titles, 102 articles remained and the rest were
deleted. In the next step, by reviewing the abstracts of articles, 6 articles were deleted
and 96 articles remained. Finally, 89 articles were selected by reviewing the content of
the remaining articles. Validity and reliability were checked and finally, the data were
entered in Excel software and the average percentage of blockchain indexes in the drug
supply chain was calculated by the elites.

Results: Using selected articles and experts' opinions, the following six main effective
indicators were obtained. Smart contract, simplification of international transactions,
identification, supply chain coordination, tracking and prevention of fraud in the
pharmaceutical industry, permanent and secure storage of information, and balancing
the pricing process and reducing costs.

Conclusion: At present, this technology is the best option for use in the drug supply
chain due to the benefits of drug traceability, transparency, permanent and secure
storage of information, elimination of intermediaries, cost reduction and unchangeable
information.

Keywords: Supply Chain, Pharmaceutical Industry, Traceability, Blockchain, Meta
synthesis.
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