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Abstract

The concept of soft war has transcended the confines of wartime, extending into
peacetime due to the unique characteristics of new media tools—namely, their
speed, global reach, affordability, and widespread availability. This form of warfare
operates subtly and imperceptibly, yet its impact is more profound and far-reaching
than in the past. Recognizing these dynamics, it becomes crucial for nations to
harness and leverage emerging technologies, particularly in defense against
espionage facilitated by robotic insects. This study initiates by exploring the
historical dimension of espionage through animals, revealing that conventional
animals, given their relatively large size and persistent presence in the environment,
prove unsuitable for espionage missions due to the risk of detection. Consequently,
the focus shifts to the latest method—espionage through insect robots. The
rationale behind employing these robotic insects lies in their exceptional flying
capabilities and effective camouflage. The research findings affirm the viability of
using robotic insects as tools, emphasizing that nations aspiring to maintain
strength and survival in the international arena must embrace new technologies and
war tools to safeguard their existence. This article underscores the significance and
value of these tools, advocating for the adoption of new war technologies to counter
potential threats. Ultimately, it emphasizes the necessity of understanding the
threats posed by robotic insects in the context of soft war, highlighting the
importance of defense strategies against them.
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