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Abstract 

By extending wireless networks and because of their different nature, some attacks appear in these networks which 
did not exist in wired networks. Security is a serious challenge for actual implementation in wireless networks. Due to 
lack of the fixed infrastructure and also because of security holes in routing protocols in mobile ad hoc networks, these 
networks are not protected against attacks. For example in black hole attack, an attacker catches packets and throw them 
away, instead of forwarding them to their destinations. By using wireless intrusion detection systems, wireless networks 
can be protected. In this study, we introduce a new intrusion detection system to encounter black hole attack. This system 
is based on a combination of anomaly based intrusion detection (ABID) and specification based intrusion detection 
(SBID), we also use a new intrusion response. The analysis of simulation results (with NS-2) show that our method is 
success by using three measures: throughput, packet loss rate and packet delivery rate in comparing with ABID and 
SBID. 
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1. Introduction 

There is no central node for network management 
In mobile ad hoc networks (MANETs). Nodes can 
move freely. These networks Flexibility decrease the 
level of security. Establishing Security becomes a 
major issue in MANETs. Many researchers have 
researched in this field. We can divided their 
approaches in to two main categories: a) approaches 
which are based on the encryption, due to the 
decentralized structure of these networks, there is no 
possibility of using this method. b) Intrusion detection 
approaches which can identify suspicious behaviors 
and possible attacks. The target of Intrusion detection 

system (IDS) is to detect suspicious behavior or 
known attacks [1].  

Increasing using ad hoc networks and the 
importance of securing these networks are the reasons 
to research so much in this field. In [2], authors 
changed ad hoc on demand distance-vector (AODV) 
routing protocol. They use ABID to ensure of the 
network against black hole attack and expel the 
malicious node. This method Increases packet 
delivery rate and have no overhead. In [3], they use 
Intrusion detection system and consistent response. 
Group heads collect and store data from cluster 
members and send them to manager node. Manager 
node use anti-black hole intrusion detection. Then in 
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the next step, manager node detects the attack and 
implement intrusion response. In [4], they proposed 
anti-black hole algorithm. In this algorithm if a 
middle node is not destination and does not send route 
requests packet for a specific path yet, but forwards 
route reply packets, in this situation, intrusion detector 
node should increase the amount of the node 
suspicious one unit. When the amount of node 
suspicious exceeded from threshold, a block message 
will sent by Intrusion detector node to block hole 
node. In [5], they have changed dynamic source 
routing protocol. In this method source node sends 
number of packets which wants to transmit to the 
destination from a different path. By receiving 
packets destination will start counting packets. If the 
number of packets which were not received was 
greater than packet loss threshold, destination will 
begin to identify the attacker node. The proposed 
approach has lower packet loss rate than dynamic 
source routing. In [6] they proposed a system which 
surveillance unit review traffic and send suspicious 
data to logging unit. By using this Information, attack 
detection unit, detect attack and inform to counter-
attack unit. This unit decreases attack effect. In [7], 
they proposed a method which use digital signature to 
deal with using channel unfairly. To deal with the 
anomalies in forwarding packets, this method is done 
in several steps: source node suspects to a middle 
node which transmits the most number of steams. 
Because this node is dropping packets with extremely 
rate. If bad behavior counter of a node exceed from 
threshold, this node is known as a malicious node. In 
[8], they use cooperative and distributed method to 
prevent black hole attack. This method has four steps: 
Step one: each node listens to his neighbors to finds if 
his neighbors is malicious or not. Step two: to 
analysis if the suspicious node is a black hole attacker 
or not. Step three: intrusion detector node warns his 
one neighbors to participate detections process and 
decide if suspicious node an attacker or not. Step four: 
send alarms to entire network. This method has 
overhead. In [9], they proposed which do not selected 

path by receiving the first route reply packet arrivals. 
In this method source waits until all route reply 
packets receive. It is because most of the time the first 
route reply packet is from black hole node. In [10], 
system is divided into two parts: local intrusion 
detection which creates a list of trusted neighbors and 
global produces intrusion detection which is used to 
identify common attacks. In local intrusion detection 
system a list of trusted neighbors is created which is 
used in global intrusion detection system to identify 
common attacks. In [11], if a node forwards packets 
less than forwarding packets threshold, intrusion 
detector node knows that node as a black hole node. 
In [12], they proposed a new secure routing protocol 
based on reputation. Node reputation is based on his 
behavior. By using incentive mechanism, the chance 
of node activity will increase in the network. In [13], 
they proposed a method which some of the nodes are 
selected randomly as checkpoint nodes. The duty of 
these nodes is to produce acknowledgement for each 
received packet. If suspicious behavior is detected, a 
warning packet will delivered to the source node. In 
[14] they proposed a method. In that method each 
node monitor his neighbors, so nodes waste a lot of 
energy. Nodes compare packet loss rate and packet 
loss threshold and then judge their neighbor behavior. 
In [15], they proposed an adaptive intrusion detection 
system. If suspicious score exceeds from threshold, 
intrusion detector node sends block message to the 
network and Isolates the attacker node. In this paper, 
they do not discuss about the threshold value. 

To encounter black hole attack, no one composed 
two methods: ABID and SBID yet. In this article, we 
combine these two methods. In the most of proposed 
ABID methods, due to high error rate of this method, 
the attacker allowed to return to the network [16] and 
it is assumed that the node is wrongly knew as an 
attacker. Therefore, the node should be allowed to 
return to the network. In any articles, researchers do 
not mention that they may detect the malicious node 
correctly and they were not wrong. So returning this 
malicious node to the network may be very 
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dangerous. Therefore, we mention this issue in our 
proposed solution. The following article in the second 
part we discuss about the main content of the 
research. In the third part we present conclusion and 
recommendations for future work. 

2. Main Content  

In this section we discuss about some basic 
concepts, issue, proposed solution and analyzing 
results. 

2.1. Define Basic Concepts 

Mobile ad hoc network is a set of wireless nodes 
which constitute multi-hop radio network without the 
need for infrastructure or the central management 
[17]. Variable nature or decentralized configuration of 
these networks, leads them to be vulnerable [18]. We 
use AODV routing protocol which is in reaction 
routing category. In AODV routing protocol source 
node broadcasts route request message. Other nodes 
reply to source node according to their routing table. 
Source node checks replies and select a middle node 
which has the highest sequence number and lowest 
hop [19]. Black holes attack uses this secure hole of 
AODV routing protocol and send the greatest 
sequence number to source node. So source node 
sends his packet through this black hole node. After 
the black hole node acquired the path between source 
and destination, this node will drop all the packets. 
There are two kinds of black hole attacks: a) Single 
black hole attack which one black hole node attacks 
the network. b) Cooperative black hole attack which 
some black hole nodes attack the network and work 
together to destroy the network performance. To 
prevent the kinds of attacks simultaneously, we 
should use intrusion detection systems [14]. An 
intrusion detection system monitors users and 
network behaviors dynamically to recognize network 
intrusions [5]. Intrusion detection systems divide into 
three categories: a) anomaly based intrusion detection, 
which Identifies activities that are different from 
normal activities. ABID has two steps: Training and 

testing. Training is a process to model normal or 
expected behavior of network or users. Also this 
model acts as a user profile or network behavior. 
Building an effective profile consist of collecting 
information about normal activities and behavior of a 
network [3]. This method is good for small networks 
and has high wrong alarms rate. This method uses 
some techniques to model users’ behavior in the 
network such as: statistics, chi-square test, decision 
tree and Markov chain. b) knowledge-based intrusion 
detection which has known attacks in its knowledge 
base and if these suspicious behavior were seen in the 
network. Intrusion detector node will warn. If an 
intrusion detector node seen that the network 
performance is decreased and could not find any 
attacks with these specifications, it adds this behavior 
as a new attack to its knowledge base. This method 
uses some techniques such as: expert systems, 
forward or backward chaining. c) Specification based 
intrusion detection which defines specifications a set 
of rules to monitor routing protocol behavior and 
detect network attacks [20]. 

2.2. Issue 

Mobile ad hoc networks are without infrastructure 
and use reaction routing protocols more, because 
these routing protocols have less overhead. Reactive 
routing protocols are prone to black hole attacks. The 
Implementation of black hole attacks is simple [21]. 
The intensity of black hole attacks is so high and 
these types of attacks disrupt network 
performance [3]. So we use intrusion detection 
systems to prevent network performance degradation 
by black hole node(s). 

2.3. Proposed Solution 

We implement our proposed solution on all network 
nodes. To detect intrusion we combine two Intrusion 
detection systems: ABID and SBID. For ABID we use 
standard profile in NS simulation which uses statistical 
methods.  In this method if the route reply messages of a 
node in 10 times more than its route request messages, 
this is a suspicious behavior and this node is an attacker. 
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This module is called “attack” in NS simulator. For 
SBID, our limitations are on the routing protocol of each 
node and the sequence number. If routing protocol 
behavior of a node was different from AODV routing 
protocol behavior (NS simulator does this comparison) 
or if the sequence number was higher than the threshold, 
this node behavior will be known a suspicious behavior 
and suspicious counter will increase one unit. The 
Threshold to limit the sequence number is 65536. This 
number is equivalent to 216. This number is based on try 
and error method. By using this threshold number we 
obtained the highest throughput and the lowest packets 
loss rate. We assumed the threshold number to be 65536 
because the black hole node uses 32-bit sequence 
number which all of the bits is filled with 1. So if a node 
used 16-bit sequence number (which all of the bits is 
filled with 1), that node behavior will be considered as 
an attack. After detecting attacker, we offer a new 
intrusion response approach to encounter with this node. 
By viewing abnormal behavior in the network Nodes 
abnormal sequence number or abnormal routing 
protocol (from AODV routing protocol) on a node, its 
suspicious counter will increase one unit. If the 
suspicious counter of any node exceeded from number 
two, that node will be known as an attacker and should 
expel that node from the network. With try and error 
technique we assumed the threshold to be number two. 
Because ABID methods has high error rate and in most 
of the times detect normal as an attacker, so if a node is 
known as an attacker that node should expel from the 
network for a random time. After random time that 
suspicious node will be allowed to return to the network. 
After returning to the network, this node will be put in 
FIFO queue. We assign a flag with value one to this. If a 
node has been expelled and then has been forgiven and 
is in FIFO queue, this node has a flag with value one in 
its header.  From now, other nodes send only 
information packets to nodes which are in FIFO queue 
and do not send them control packets (such as AODV 
control packets, route request packets, route reply 
packets and route error  packets). It is for this reason that 
if the node was an attacker and the detection were not 

wrong, the attacker could not degrade AODV routing 
protocol performance. If 20% of the network nodes were 
in FIFO queue (They are forgiven nodes) we should exit 
them from queue with first in first out order and treat 
them like normal nodes and send them information and 
control massages.  We should also omit their flag. 
Because of wrong detection rate of ABID, it is possible 
to detect a lot of nodes as an attacker node wrongly and 
then forgive them and put them in FIFO queue. After 
some time most of the network nodes will be in FIFO 
queue and other nodes won’t send them control 
massages, so there won’t be any routing process in the 
network and it would be a reason to degrade network 
performance. The 20% threshold is also based on try and 
error method. If a node were known as an attacker for 
the second time, this node will expelled from the 
network forever. This is because that if a node has 
suspicious behavior in limit circumstances that we create 
for a forgiven node, that node is an attacker with very 
high probability and our proposed IDS were not wrong 
in detecting and expelling this attacker node. A black 
hole node can attack the network in our limit 
circumstance again, because this node puts its sequence 
number the greatest 32-bit integer number and does not 
need other nodes to send him control packets. Pseudo 
code of this algorithm is proposed in Figure 1. 

 
Fig. 1. Pseudo code of the proposed IDS algorithm. 
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3. Analyze and Evaluating the Results of Proposed 
on 

We use NS-2 simulator. We simulate to simulate in 
different situations: An under black hole attack 
network which is not equipped with IDS, An under 
black hole attack network which is equipped with our 
proposed IDS, ABID, SBID large and small networks 
and with one and two black hole nodes. The details of 
our network simulations are proposed in Table 1. 

Table 1 

Parameters of simulation environments 

Parameter Value 

Simulation 
area 

In small networks 750m x 750m 
In large networks 1500m x 300m 

Simulation time 500 s 

Number of 
normal 
nodes 

In small 
networks 

Single black hole attack 19 nodes 
Cooperative black hole 
attack 

18 nodes 

In large 
networks 

Single black hole attack 59 nodes 
Cooperative black hole 
attack 

58 nodes 

Number of 
black hole 
nodes 

Single black hole attack 1 node 

Cooperative black hole attack 2 nodes 

Traffic type UDP - CBR 

Packet size 512 KB 

Packet rate 10 kbps 

Maximum node speed  20 m/s 

Our simulation criteria in this paper are throughput, 
packet loss rate and packet delivery rate. First we 
define of each of these criteria: a) Throughput: The 
number of bits which will be sent per a unit time by 
source node to destination node in the network. b) 
Packet loss rate: The number of lost packets to the 
total Sent packets, c) Packet delivery rate: The 
number of packets which have been successfully 
transmitted to the sent packets [22].  

We investigated the throughput of a small network 
which is under single black hole attack in different 
conditions in Figure 2. We investigated packets loss 
rate and packet delivery rate in these situations in 
Figure 3. We show in Figure 2 that the throughput in 
a network which is under single black hole attack has 
the lowest throughput, because no action is done to 
encounter black hole attack. The network throughput 
which is equipped with our IDS has the highest 
throughput in compare with the network which is 

equipped with ABID or SBID. Because our proposed 
IDS is the combination of ABID and SBID, our IDS 
can detect black hole node and encounter black hole 
attack earlier. Therefore, we decrease damage of 
black hole attack and increase throughput. Also, 
because of our intrusion response, we reduce wrong 
intrusion detection rate.  

 

Fig. 2. Network throughput diagram in a small network which is under 
single black hole attack in different situations. 

 

Fig. 3. Packet loss rate and packet delivery rate in a small network which 
is under single black hole attack in different situations. 

We show the average of packet loss rate and the 
average of packet delivery rate in figure 3. The 
average of loss rate is the highest in a network which 
is under black hole attack because no action has been 
done to encounter black hole attack. The network 
which is equipped with our IDS and is under black 
hole attack has the lowest packet loss rate in compare 
with ABID and SBID. It is because our IDS is a 
combination of ABID and SBID, so our IDS can 
detect attack earlier and encounter with black hole 
node, there for we would have lower packet loss rate. 

In figure 4, we present the throughput of a large 
network which is under single black hole attack in 
different situations. In Figure 5, we show the packet 
loss rate and packet delivery rate in a large network 
which is under single black hole attack in different 
situations. The results of these charts are similar to 
figures 2 and 3, but because the network is large and 
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because of higher transmission the throughput is 
higher than small networks. 

 

Fig. 4. The throughput of a larger network which is under single black 
hole attack in different situations. 

 

Fig. 5. The average of packet loss rate and the average of packet delivery 
rate in a large network which is under single black hole attack in different 
situations. 

In figure 6 we can see the throughput of a small 
network which is under cooperative black hole attack 
in different situations and in figure 7, we can see the 
packet loss rate and the packet delivery rate in a small 
network which is under cooperative black hole attack 
in different situations. The results of these charts are 
similar to figures 2 and 3, but because of cooperative 
black hole attack we see the lower throughput and 
lower packet delivery rate. In Figure 8, we can see the 
throughput of a large network which is under 
cooperative black hole attack in different situations 
and in figure 9, we see the packets loss rate and the 
packet delivery rate of a large network which is under 
cooperative black hole attack in different situations. 
The results of these charts are similar to figures 4 and 
5, but because of cooperative black hole attack we see 
the lower throughput and lower packet delivery rate. 

 

Fig. 6. The throughput of a small network which is under cooperative 
black hole attack in different situations. 

 

Fig. 7. The average of packet loss rate and the average of packet delivery 
rate in a small network which is under cooperative black hole attack in 
different situations. 

 

Fig. 8. The throughput of a large network which is under cooperative 
black hole attack in different situations. 

 

Fig. 9. The average of packet loss rate and the average of packet delivery 
rate in a large network which is under cooperative black hole attack in 
different situations. 



 Journal of Computer & Robotics 6 (2), 2013 7-14 

 

 

13

3. Conclusion 

In this paper we investigate a network in different 
situations: A normal network, an under attack with no 
IDS, with our IDS, with ABID and with SBID in 
large and small networks and with single and 
cooperative black hole attack. We found that the 
network throughput which is under black hole attack 
and is equipped with our IDS is higher than this 
network which is equipped with ABID or SBID. Also 
we found that the packet loss rate in our IDS is lower 
than ABID or SBID. These results are true in both 
large and small networks which are under single or 
cooperative black hole attacks. It is because our IDS 
is a combination of ABID and SBID, and also our 
IDS uses a new intrusion response. But, our IDS has 
high overhead.  

To troubleshoot our proposed solution, we 
recommend that this IDS algorithm to deploy just I 
some nodes to reduce overhead. We recommend to 
deploy ABID and SBID in our IDS with other 
techniques. We also recommend to combine SBID 
and KBID. 
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