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Abstract

With the ever-increasing number of Internet of Things devices, their security
is becoming a very worrying issue. Weak security measures enable attackers
to attack IoT devices. One of these attacks is the distributed denial of
service(DDOS) attack. Therefore, the existence of intrusion detection
systems in the Internet of Things is of special importance. In this research,
the majority voting group approach, which is a subset of machine learning,
has been used to detect and predict attacks. The motivation for using this
method is to achieve better detection accuracy and a very low false positive
rate by combining several machine learning classification algorithms in
heterogeneous Internet of Things networks. In this research, the new and
improved CICDD0S2019 dataset has been used to evaluate the proposed
method. The simulation results show that by applying the majority voting
Ensemble method on five attacks from this data set, this method
respectively has achieved accuracy of detection 99.9669%, 99.9670%, 100%,
99.9686% and 99.9674% in identifying DNS, NETBIOS, LDAP, UDP and SNMP
attacks which better and more stable performance in detecting and
predicting attacks have achieved than the basic models.
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Denial of Service Attack, Machine Learning, Majority Voting

Highlights

e Conducting experiments on five attacks from the new and improved CICDD0S2019 dataset.
e Using the Majority Voting Ensemble Model with the Combination of 5 Basic Algorithms.

e Combining Different Sampling Methods in the Training Set to Balance the Dataset.

e Achieving better and higher accuracy compared to basic algorithms and previous research.
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Figure 1. Flowchart of DDOS Classification in CICDD0OS2019 Dataset [10]
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Figure 2. Classification of a Hypothetical Training Sample Using Majority Voting Approach
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Figure 4: The Architecture of the Proposed Method for DDOS Attacks Detection
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Table 3. Number of Samples in CICDDOS2019 Dataset [10]
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Table 6. List of Selected Features of CICDDOS2019 Dataset
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Table 7. Performance of Ten Machine Learning Algorithms on Five Attacks of the CICDD0OS2019 Dataset
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Figure 5. Performance Comparison Chart of Machine Learning Algorithms on CICDDOS2019 Dataset Attacks
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Figure Continues 5. Performance Comparison Chart of Machine Learning Algorithms on CICDD0OS2019 Dataset Attacks



oaly SOl (golbaeste—gals ais pom o)l Al o gy e Oes> Bl A

Sz iy 280 00 L b (Bl 0,680l gy DNS ales 00ls dcgome 10 B JSB0 5V Jouor 4 a2 LT al> e
4 55 NEtBIOS ools dsgamo 13 09 (s (50 )F ) 9 aBlpeess (bt Joo (hlaie (90 )5 ) ool &350 (Bl
i U a0 e Ol & Sl i s o st 5,5 0L S s 53
b3 g5 5 00l ety o aile dBrne (55l dpmeal S5 a5 4 LDAP 63ls dcgerms 35 Gaizman
x5l i a4 el slagi oSl 5 UDP ools asgazms 1 iy 6,5l 5o S8, (slp (bl slapty 55l
S0 edle 523 SNMP o0ls acgame ;5 35 (Solad Kz 5 poeal <33 (ol o eile (ilaie (9 5 ) (oo
23 39 55561 3 S8 8 (sl (Sl o oS s el il g ool e Bolal JKiz cBes 6253 bty

28,5 13 ialesT 8,90 OMles ST (59, ¢ el slapi 551 5l ool b <o 25T (6,5 T, (9,5 Jow «cale

Co 51 535 Ty o295 Joo (U35 -F-0
oy s 5 plol La0dls (310 ey 00l degarma (59, Sk sy 31 B 5 2o 55T (55 1, 0,80, Jlee! sl
LDAP (DNS alox osls acgomme ;0 <o 55T 5,05 61, 0,54, silwosly lp stulosl g oh90! slaosls 4 baosls s
oS 5 I 0-0 iso 4 axgi b cpizmen s OBl AV - UDP 4 NetBIOS alas 00lo acgazxe ,0 5 4+:V+ SNMP 4
Lo 3”53 Joleie (s SMOTE (2 550 b s 1 iy 6,5 65505 5 2 el b o Sl iy 5 > | S (6
S5 b ST STy (29,5 oo s pSisly 50 S8 ln Lot g8l QB ) Gy Cales 5o S esli
& 69> LS| 55l (ome)S Joe 0 Shes @l 285 5 Galel 9590 SN SIS (5, ¢ Bl sl )5S

Sl sadools Hlis A Jgus ;0 CICDDOS2019 ools acgozre 3l alox

CICDDOS2019 osls dcgazee dlo> gy (53, <o yiS1 ‘_g):.fdi) 3,509, 0 ,Slas A Joa
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