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Abstract

The Internet of Things (IoT) plays a pivotal role in bridging the
physical and digital worlds through billions of interconnected
devices. However, its security challenges, particularly in data
confidentiality and integrity, demand efficient solutions. This
study proposes an optimized lightweight cryptographic method
for IoT, leveraging a two-stage adaptive design under the
Reflected Normal Loss Function (RNL). The proposed method
integrates an enhanced Blowfish algorithm with parallelization
of the F function, achieving a 35-40% reduction in execution
time, and combines it with Elliptic Curve Cryptography (ECC)
for secure key management. To ensure data integrity, the
lightweight BLAKE2s hash function replaces the insecure MD5
algorithm. Simulations using the iFogSim tool demonstrated
that the proposed approach reduces energy consumption by 18—
22% and execution time by 20-25% compared to traditional
algorithms such as RSA and AES-128 in ECB mode, without
imposing significant computational overhead on IoT devices.
Additionally, replacing RSA with the lightweight PRESENT
algorithm enhances resistance against side-channel attacks.
Aligned with the hardware limitations of loT nodes (e.g.,
limited processing power and battery life), this framework
adheres to the hybrid ECIES standard (RFC 6090) for secure
key exchange and employs linear regression models to reduce
the probability of successful brute-force attacks to below 0.1%.

Keywords: Internet of Things (IoT), Reflected Normal Loss Function, Linear Regression, Security,
Lightweight Cryptography, Elliptic Curve Cryptography (ECC).

Highlights

e  Proposed an optimized lightweight cryptographic method for IoT
e  Enhanced Blowfish algorithm with parallelization of F function, achieving 35-40% reduction in execution

time

e Integrated Elliptic Curve Cryptography (ECC) for secure key management and BLAKE2s for data integrity
e  Achieved 18-22% reduction in energy consumption and 20-25% in execution time compared to traditional

algorithms
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1. Introduction

The expansion of the IoT has created a critical need for efficient security protocols that can protect data
confidentiality and integrity while respecting the limited hardware resources (processing, memory, battery life) of
IoT nodes. Classic cryptography, such as RSA and DES, is often resource-intensive and thus unsuitable for these
environments. Recently, advanced statistical techniques like two-stage adaptive sampling combined with loss
functions, specifically the Reflected Normal Loss (RNL) function, have been introduced to statistically optimize
the crucial parameters of cryptographic schemes (e.g., key size and number of encryption rounds) to minimize
operational overhead. This research aims to leverage this statistical foundation by integrating advanced
lightweight cryptographic algorithms, specifically to create a hybrid framework that is highly efficient, secure,
and statistically optimized for the unique constraints of IoT.

2. Innovation and Contributions
The core innovations of this research focus on optimizing performance and security simultaneously in a resource-
constrained environment:

e Optimized Lightweight Cryptographic Solution: We propose a novel, optimized lightweight
cryptographic method explicitly designed for loT infrastructure.

e  Blowfish Algorithm Enhancement: The F function within the Blowfish algorithm is modified to enable
the parallel execution of addition and XOR operations. This structural change significantly reduces time
complexity, resulting in a 35—40% reduction in the algorithm's execution time.

e  Hybrid Security Integration: The security scheme employs a combination of techniques: the enhanced
Blowfish for high-speed data encryption, ECC/ECIES for secure private key exchange, and the
lightweight BLAKE2s hash function for robust 256-bit data integrity, offering increased resistance
against collision attacks.

e  Performance Optimization and Validation: The resulting framework achieves an 18-22% reduction in
energy consumption and a 20—25% reduction in execution time when benchmarked against traditional
algorithms.

3. Materials and Methods

The proposed framework is a hybrid architecture consisting of data encryption, key security, data integrity, and
statistical optimization components.

Optimized Blowfish Encryption

Blowfish is utilized for its speed and low memory footprint (less than 5 KB). The key modification is in the Feistel
network’s F function. The standard serial F function is a major source of time complexity. Our enhancement
modifies the function to allow two addition/XOR operations to be executed in parallel (effectively reducing the
time required for two serial additions to that of one). This is achieved by restructuring the S-Box lookups and
arithmetic operations within the F function to fully leverage multi-threading capabilities.

Key Management and Integrity

The symmetric key used by the enhanced Blowfish is secured using Elliptic Curve Cryptography (ECC),
specifically by implementing the hybrid ECIES standard (RFC 6090). This eliminates the security risk associated
with transmitting the private symmetric key over the network. For data integrity, the lightweight BLAKE2s hash
function is employed, which provides a 256-bit output and consumes 15% less energy than MD5, offering superior
protection against collision attacks.

Statistical Optimization

The system utilizes RNL within a two-stage adaptive scheme to estimate the optimal key parameters (e.g., key
length and number of rounds) that minimize the loss function associated with resource consumption. Furthermore,
Linear Regression models and Bayesian inference are integrated to reduce the probability of successful brute-
force attacks to less than 0.1%, thus dynamically adapting the security strength based on network conditions
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4. Results and Discussion
The proposed framework was simulated and evaluated using the iFogSim tool. The results confirmed the
effectiveness of the hybrid approach in addressing the security-efficiency challenge in IoT.

5. Conclusion

This study successfully developed an optimized lightweight hybrid cryptographic framework tailored for
resource-constrained IoT environments. The framework integrates an enhanced, parallelized Blowfish algorithm
with ECC for secure key exchange, and BLAKE2s for data integrity, all governed by a statistical two-stage
adaptive design under the Reflected Normal Loss Function. The simulation results validate the effectiveness of
the proposed approach, demonstrating substantial reductions in both energy consumption (18—22%) and execution
time (20—25%) compared to traditional methods, thus providing a practical and highly secure solution for data
protection in the Internet of Things.
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