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Abstract 
Location Based Services [LBS] has become an important field of research with the rapid 

development of Internet-based Information Technology [IOT], technology and also; 
everywhere that we use smartphones and social networks in our everyday lives. Although 
users can enjoy the flexibility, facility, facility and location-based services [LBS] with the 
Internet of Things, they may lose their privacy. An untrusted and malicious LBS server can 
track all user information by using different methods or publish personal information to a 
third person. In this study, we have an algorithm [DLS] to select the currently constructed 
location, which is an efficient preservation privacy approach, as well as the DLP's privacy 
policy, which is used to protect the privacy of the user's location, taking into account both. 
We analyze the computational costs and different requirements of the privacy of the various 
users and further enhance the privacy level by optimizing the DLP algorithm, which 
continues with extensive simulations. That has been performed the privacy level and the 
timing of the algorithms are compared and analyzed. Then the simulation results, indicate 
the privacy level of our optimized algorithm [ODLP] has increased 

Keywords: Internet of Things, location-based services, privacy. 

 

1. Introduction 

Internet of Things [IOT] is a highly 
interconnected network of heterogeneous 
devices in which it seems that all types of 
communications may be, even those that 
are unauthorized. As a result, security 
needs for such a network are critical [1]. 
The Internet of Things in our lives 
becomes more and more popular every 
day. Since more people and devices can be 
connected to each other, it can lead to 
significant development in emerging smart 
cities and large data applications [2]. 
A great deal of information from various 
sources is collected and processed, Internet 
activities of objects may have a significant 
impact on the privacy of users. In addition, 

due to the growing trend of collecting more 
personal and personal data on the Internet, 
there are many problems with the impact 
on the privacy of individuals from a legal 
point of view [3]. Investigating data or 
processing the Internet The objects are 
largely fused, and are subject to pressure 
from the location information, and in its 
turn, it greatly affects the privacy of the 
place. As information about the location of 
a major corporation in efficient supply 
chains, efficient transportation systems, 
mobile-aware applications, and object-
oriented Internet systems [4]. 

Privacy attacks and harmful 
consequences can disclose time sensitive 
location information without user consent. 
These challenges will affect the security 
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and privacy of the Internet of Things. 
Location-based developments and 
location-based mobile communication 
technologies have made applications more 
popular with more. The reasons for privacy 
and the lack of trust in LBS providers, K-
Anonymity techniques and L diversity 
have been widely used to protect the 
privacy of users in the LBS-distributed 
architecture of the Internet of Things [2]. 
With the rise of the Internet of Things, 
privacy has become a major challenge [5, 
6]. The locations and actions of each user 
in the Internet services of objects can be 
tracked and even monitored. Due to the 
evolution of mobile communication and 
communication technologies, LBS [7, 8] 
has rapidly expanded applications and 
location-based services, and more people 
are using these services. As we know, the 
LBS applications system on the Internet 
has been involved in various objects, 
including transportation, treatment, social 
networking, entertainment, and so on [2]. 
 Though users enjoy the convenience of the 
services provided by LBS providers on the 
Internet, they potentially risk losing their 
privacy [9, 10]. 

The location or path privacy may be 
disclosed to other sections [5, 6]. 
Therefore, they are endangered by 
malicious attackers, thus at the expense of 
the users' vital interests. For example, if 
malicious attacks recognize the user's 
private location, as well as other privacy, 
they can easily get more comprehensive 
information through some analytics. Then 
they can hide their property through 
Internet or counterfeit communications. In 
addition, people increasingly focus on 
privacy security issues. Therefore, the 

problem of privacy protection in LBS on 
the Internet of Things must be solved [2].  

2. Internet of Things 

On the Internet, a large amount of 
information is collected and processed 
from various sources [3]. The 
locations and actions of each user in 
the Internet services of objects can be 
tracked and even monitored.  

2.1. Infra-structure Internet of Things  

The Internet of Things requires an 
open architecture to maximize inter-
operability between heterogeneous 
systems and distributed resources, 
including providers and consumers of 
information and services [including 
humans, software, smart objects, or 
other devices]. 
In Fig. 1, we see an example of infra-
structure and Internet architecture of 
objects. 

 
Fig.1. The architecture and structure of the 

Internet of Things 

2.2. Layers Internet of Things  
The Internet architecture of objects 

consists of four layers: the layer of 
perception, the network layer, the data 
management layer, the applied layer.  

Data Perception Layer: The most basic 
layer of data perception is called, which is 
related to hardware issues. Millions of 
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objects are interconnected when data is 
collected from the environment. The main 
components in this layer are sensors, which 
convert the physical world into a digital 
world. 

Network Layer: This layer is responsible 
for the secure transfer of information 
collected by the lower layer. Data 
transmission is done by networks such as 
cellular communications, satellite networks, 
wireless networks and other networks. 

Data Layer: This layer is responsible 
for data management, which creates a 
reliable framework for application 
layer. On this framework, a variety of 
smart calculations are organized 
through a computer network and cloud 
computing to process bulk information. 
This layer acts as an interface between 
the application layer and the network 
layer. 

Application layer: The highest layer 
called the application layer provides a 
variety of intelligent services that meet 
the needs of individuals. One of these 
services can be electronic health, smart 
hauling, and smart home and smart 
purchases. People can access these 
applications using personal computers, 
cell phones and smart TVs.  

2.3. Challenges Internet of Things  

There are several challenges to the 
Internet of things that are still in the 
research phase. This is a challenge, Are 
issues of the game created for two main 
reasons: 

1. The massive amount of information 
collected for each object 

2. Relationship between hardware 
systems 

 
Fig.2. Categorization of IOT Challenges 

The most important challenge in the 
Internet of Things is the presentation and 
acceptance of a comprehensive architecture 
that, in addition to covering communication 
and functional issues, also addresses 
security, privacy and trust issues.  

2.4 Privacy 

Defines privacy as "the access 
restriction of others to a person". 
Reason more data from different 
sources is gathered using devices. The 
Internet of Things can have a 
significant impact on the privacy of 
individuals with an additional potential 
for massive surveillance of individuals 
without their knowledge or consent. In 
other words, the Internet of Things is 
the promise of a new era of 
computing, by which any imaginable 
object is equipped, or connected to an 
intelligent device that allows the 
collection of data and communications 
over the Internet.  

The Internet of Things challenges 
people's privacy in terms of collecting 
and using personal information. 
Privacy defines the rules under which 
each user should access what 
information. Privacy issues include the 
privacy of the object, location, and 
man. 
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2.4.1 Privacy Protection Methods 

There are six basic method for privacy 
protection systems that are:  
1. Awareness 2. Selection and satisfaction 
3. Anonymity 4. Proximity and locality 5. 
Security requirements 6. Access.  

2.5. Location Based Services [LBS]  

Base location service is a software-based 
service that uses geo-location data to 
control some software features.  
In fact, LBS is an information service that 
today uses various applications as 
information from geographic location - 
whether for entertainment or security 
purposes - on social networks used on 
mobile phones and through a mobile 
network. LBS includes services that 
identify the location of a person or object.  

2.6.Privacy issues in base location services  

Location-based systems [LBS] can 
transform many aspects of everyday life. 
The key challenge is how to protect 
privacy and confidentiality issues while 
using location-based services. In an 
emergency, everyone is interested in 
technology that automatically informs 
emergency services about the situation. 
However, if personal information is 
transferred to anyone interested in knowing 
this information, people will not feel well. 
The privacy of individuals is recognized as 
a fundamental human right and the 
protection of digital information on private 
affairs is an important element of the 
privacy of individuals that is called Data 
Protection or Fair Information Practice.  
Awareness of the person's position can 
be used to infer other personal 
information about that person. 
Similarly, location-centric systems are 

not always a good indicator of a 
person's position. 

2.7 review the privacy history of places 
on the Internet objects 

In recent years, the rapid 
development of mobile technology has 
resulted in new types of mobile 
devices and social networks as well as 
the development of Internet services 
emerging objects [11, 12]. Many of 
these developments relies on LBS 
location services or LBS applications. 
A large number of techniques [13, 14] 
have been presented to address privacy 
issues in location-based services. 
Recent research has been conducted to 
protect privacy for services based on 
the Internet of Things [15, 16]. In 
order to handle a huge amount of 
information, the most compelling 
federated solution is the Internet of 
Things and cloud computing. Henz et 
al. Provided a user-based privacy-
based approach to cloud-based 
services on the Internet, focusing on 
privacy for the end-user [15]. The 
authors proposed [17] PAGIOT, 
enabling a secure privacy 
accumulation protocol for Internet 
settings for objects and multi-index 
aggregation for a group of individuals. 
While allowing for privacy a solidarity 
value. A privacy styling model is 
designed to minimize privacy loss in 
the presence of unreliable service 
providers, so that providers can 
prevent disclosure of information to 
third parties for secondary use [18]. A 
conditional privacy authentication 
with the ability to access the link 
[PAL] for the roaming service, to 
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provide universal service and multi-
level privacy [19]. Writers in [20] the 
cost of breaking the public key of 
cryptographic systems when the 
enemy is limited by resources and time 
available and the silent trade between 
the processing times for an Internet-
based object of objects against the 
optimal period of privacy protection. 
Jane et al. Provided a framework for 
smart cities through the Internet of 
Things, which provided complete 
urban information system as a 
transport section of the existing cyber-
physics system [21]. The authors in 
[22] provided a PDL [Privacy 
Imaging] framework that could help 
software engineers systematically 
evaluate the privacy capabilities of 
Internet applications for objects and 
middleware, resulting in the proposed 
PBD framework It can also be used to 
design the Internet operating system of 
new objects. 
The K-Anonymity model is presented 
in [23]. This model enables the user to 
have different privacy requirements in 
different contexts, and different users 
can adopt different levels of privacy in 
the same field. In the model presented 
in [23], server anonymity trust is an 
efficient disruptive messaging engine 
that performs site anonymity with 
respect to the trade between location 
privacy and quality of service [QOS]. 
A hidden algorithm based on K 
Anonymity and L of variation is 
presented in [24]. The time to build a 
hidden area is at least K of the vehicle 
[K unknown] and the L [L 
Anonymity] road segment, which can 
effectively protect the privacy of the 

user's premises. The authors studied 
the problem of how to protect the 
privacy of the premises under various 
privacy threats, and the proposal of the 
privacy privacy of the place using the 
K-Anonymous and pseudo-anonymous 
methodology to provide efficient 
privacy protection. The proximity 
graph is based on the hidden K-
weighted anonymity method in [25], 
which can search K's nearest neighbor 
without disclosing private information 
from the beginning of the query. The 
algorithm in [25] not only ensures user 
privacy, but also reduces bandwidth 
usage. The concept of the mixed 
region is presented for the first time in 
[26]. A mixing area refers to a location 
area in which each registered user 
refers to each contact of the 
application. The authors in [10] are 
allowed to exchange their nicknames 
when they are in a mixed region, 
which prevents users from using a 
nickname for a long time. Therefore, 
the relationship between aliases and 
locations can be broken, but exchanges 
the nickname. 
Primary politics and encryption are 
based on approaches [27, 28] 
protecting user privacy by using 
cryptographic techniques. The authors 
in [29] provided a privacy framework 
[PLAM] for local mobile social 
networks. The PLAM framework not 
only requests a privacy accumulation 
protocol with K-Anonymity or L-
diversity properties to help protect 
privacy, which prioritizes users 
without trusting an anonymous server 
that requests the service by location. 
Hybrid Linking The Dummy Identity 
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Method integrates the location of users 
to achieve the privacy of identity and 
privacy. The PLAM framework can 
not only meet the requirements of 
optimal privacy, but also resist 
external attacks against authentication, 
data integrity, and availability. 
To protect user privacy, authors in 
[30] presented a dummy construct 
idiom, in which multiple mock 
identifiers were searched in a variety 
of ways to disconnect the link between 
the true identity of users and the path. 
In [31], the authors have provided a 
LBS privacy style [FINE] framework 
for mobile devices. The FINE 
Framework not only supports a text 
encryption policy based on the 
encryption method to achieve light 
access control, the privacy of the 
location, the confidentiality of the LBS 
data and its access rule, and the exact 
result of the LBS query without the 
intervention of any trusted third party, 
but It integrates cryptographic and 
cryptographic switching keys and so 
on. For many computational tasks, 
providers LBS and users have 
migrated to the cloud server. In [32], 
the authors of the K's nearest neighbor 
[KNN] have studied the search for 
LBS-based mobile users about nearby 
K [POLS] points of interest based on 
their current location, and then a 
solution to the key encryption system 
General style to protect the privacy of 
the location and privacy of data in the 
KNN query from mobile users. The 
authors in [33] designed a private 
block retrieval protocol, and provided 
a safe and secure location based on the 
system's services. In the proposed 

system, users can retrieve information 
of interest to the service provider with 
regard to the location without 
communicating their location 
information. Existing methods [4, 34] 
are working to effectively generate 
bogus locations that cannot be 
detected by the LBS server. The 
authors in [39] offer an algorithm for 
locating dummy location DLS to 
protect the privacy of the location. The 
information that may be misleading by 
attackers is considered. In [4], authors 
first studied the behavior of their 
interested users in the LBS siblings 
from a game theory point of view. 
After formulating the elliptical game 
in both static and time-aware fields, 
the work analyzed the existence and 
properties of the elliptic NASH 
equilibrium for two models. An DLS 
algorithm for locating dummy 
locations in [35] is provided to obtain 
anonymity K for use by LBS users. 
The authors in [35] also presented an 
advanced DLS algorithm that can 
make the hidden area larger, while 
keeping the privacy level similar to the 
DLS algorithm. The authors in [36] 
provided two circle-based and 
network-based dummy manufacturing 
methods, which are inside the account 
required by the privacy zone. In [36] 
the authors presented two dummy 
solutions for reaching K obscurity for 
informational users in the LBS privacy 
zone, given that this side information 
may be used by the enemy. In [2], a 
location-based algorithm, which 
includes three key protocols: user 
requests aggregation protocol, binary 
identity transfer protocol and 



Journal of Artificial Intelligence in Electrical Engineering, Vol. 6, No. 24, March 2018 

45 
 

improved PLAM protocol, is 
presented. In [12], a site caching 
scheme is presented based on a fake 
query in a continuous location service. 
To prevent an attacker from tracking a 
mobile user by continuous queries, 
some fake queries are accidentally 
injected by a third party. This paper 
[37] analyzes the well-known DLS 
algorithm, which provides site privacy 
protection for an Internet-based data 
service of user queries on LBS. Then, 
discusses the attack algorithm for DLS 
[ADLS] with a goal of identifying the 
real location of users of Internet-based 
data-based services from the selection 
of fictitious locations in the LBS. It 
also designs a privacy algorithm based 
on the DLP's built-in location to 
protect the privacy of the location on 
the LBS. An Entropy-based DLP 
algorithm is proposed by selecting a 
dummy location in a greedy way for 
an exchange between computational 
cost and privacy requirements for the 
Internet-based data-service object on 
the LBS. 

3. materials and methods 

In this section, we describe the main basic 
concepts and the system model. 

3.1. Side Information 

As mentioned in previous section, 
the side information [38] may be query 
probability of users related to location 
and time, or information related to the 
semantics of the query such as the 
gender and social status of the user. In 
this paper, the side information is 
considered to be the query probability 
of users related to location, called 

query probability. A particular user’s 
query probability at a certain location 
can be denoted by the ratio of the 
number of current location queries to 
the number of total queries of all 
locations, as shown in Equation [1]. 

qi =  
number of queries in location i

numberof queries in all locations
 [1] 

Generally, users can get two kinds of 
side information from a system: partial 
information and global information. 
Partial information denotes the 
information collected by other users, 
for example, a particular user may 
know the query probabilities related to 
some locations. Since the LBS server 
can receive the LBS queries of all 
users, the LBS server can obtain the 
global information [i.e., the query 
probabilities related to all locations]. 
For a particular user, it’s necessary to 
design an optimal strategy to select 
dummy locations for protecting his/her 
location privacy under the condition of 
knowing the global information. In 
this paper, the LBS server is 
responsible for disseminating and 
updating the global side information 
so that users can get this information 
from a well-known place [e.g., local 
database of LBS application]. 

3.2 .Entropy-based Privacy Metric 

In this work, the degree of privacy is 
measured by the entropy. It can be 
seen as the uncertainty in identifying a 
user’s real location out from the 
chosen dummy locations [39]. When 
calculating the entropy, each dummy 
location should have a probability, 
which can be the history query 
probability of users related to location. 
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We use p i to denote the historic query 
probability of users related to location 
i. According to the set of dummy 
locations and the historic query 
probabilities, we can define the 
entropy H of a user as in Equation [2]. 

H = −� qi 
k

i=1
log2 qi [2] 

, is the normalized query probability of 
location i; and the sum of all p i is 
equal to 1.Since the greater the 
entropy the higher the uncertainty in 
identifying the user’s real location 
from the dummy locations set, our 
goal is to obtain enough entropy. In 
particular, when all of the k dummy 
locations have the same historical 
query probability, we can achieve the 
maximum entropy H max  = log 2 k. 

3.3 Service based System Model for IoT 

More and more mobile technologies 
support smart location based services 
including smart phones, manufacturing 
industries, smart home technologies, 
and smart cities. LBS is the key for 
achieving our future aim of smart 
living. The system architecture model 
shown in Fig. 3 illustrates our 
approach towards service-oriented 
design and implementation for the 
proposed algorithm.  
 

 
Fig.3.Service based System Model for IoT 

 

We design our model for LBS based 
on the system architecture in [40]. The 
system mainly consists of two parties: 
the LBS server and LBS users with 
mobile devices. 
1] LBS server: The LBS server can be 
a service provider, which not only 
stores all kinds of service databases, 
but also can 
update the service data and provide 
users with various services. In our 
system, the LBS server is responsible 
to receive service queries from users, 
search for requested service data in the 
database, and reply with the search 
results back to the users. In addition, 
the LBS server is able to obtain the 
global information based on queries of 
all users at all locations, which can be 
the historical query probabilities of 
users related to all locations. 
Moreover, the LBS server is 
responsible for disseminating and 
updating the global side information 
so that users can get this information 
from a well-known place [e.g., local 
database of LBS application]. 

2] LBS users: The system typically 
consists of users who are equipped 
with mobile devices [e.g., smart 
phones or tablets], with built-in GPS 
modules that can be used to obtain 
user’s location data. Due to the rapid 
development of mobile devices and 
social networks, a variety of LBS 
applications can be accessible for 
users. If users want to get services 
from LBS servers, they need to send 
queries to LBS server, which include 
their identity, location information, 
interests, and the query range [e.g., 
1000m]. In order to protect user’s 
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location privacy, user’s location 
information not only includes user’s 
real location, but also includes many 
other dummy locations. 

4. Analysis of the DLS Algorithm 

4.1. Review the DLS Algorithm 

The main purpose of Dummy-
Location Selection [DLS] algorithm 
[35] is to generate a set of realistic 
dummy locations to protect user’s 
location privacy. Given the degree of 
anonymity k, the DLS algorithm needs 
to select other k-1 dummy locations 
based on the side information. The 
following shows the 5 steps how the 
DLS algorithm addresses this problem: 

1. In the first step, a particular user 
needs to determine the degree of 
anonymity k. 

2.Then, the algorithm reads all of the 
obtained query probabilities and then 
sorts the query probabilities of all 
locations in ascending order. 

3. In the sorted list, the algorithm 
needs to choose 2k candidate 
locations, whose history query 
probabilities are similar to the user’s 
real location. In the 2k candidate 
locations, it randomly selects k –1 
locations. Then, it derives m sets, each 
set contains k locations. For each set, 
one location is user’s real location and 
the other k−1 locations are randomly 
chosen from the 2k candidates. 
4. Finally, the algorithm has to 
determine an optimal location set with 
the biggest entropy to effectively 
achieve k-anonymity for the user. 
 

Table 1. Summary of key notations  

Meaning Notation 
Number of all locations. N 
The privacy level 
requirement of user. 

K 

The historical query 
probabilities in all locations. 

P[N] 

Number of randomly 
selecting k–1 locations from 
2k locations.  

M 

The historical query 
probability at location i. iP 

The real location of user. reall 
The chosen 2k candidates at 
location i, where k 
candidates are left before L 
real and the other k 
candidates are right after L 
real in the sorted list. 

Pi[2k] 

The chosen optimal location 
set at location i. 

[k]iC 

The number of locations 
which have the same 
historical query probability 
as L real in Pi. 

,K 

 

Algorithm: dummy-location selection 
algorithm 

Input : query probabilities in history qi, 
real location Lreal, number of sets m, k 

Output: an optimal set of dummy 
locations  

1 sort cells based on their query 
probability;  

2 choosw 2k dummy candidates among 
and  realwhich k candidates are right befor L

in the  realidates are right after Lk cand
sorted list;  
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3 for [j = 1; j ≤ m; j + +] do  

 realwhich contains L j4       construct set C
and k-1 

         other cells randomly selected  

          from the 2k candidates; 

5       compute the normalized probability 
for  jip 

in the set;   jieach cell c          

6       Hj ⟵−∑ pji k
i=1 . log2 pji ;  

7  end  

; j8 output arg max H 

4.2 DLP Algorithm Design and Analysis 

In this section, we give the detailed 
descriptions for the DLP algorithm, 
and present the performance 
evaluations. 

4.2.1 DLP Algorithm Description  

The basic idea of Dummy Location 
Privacy-preserving [DLP] algorithm is 
to select the optimal dummy locations 
considering that the adversary may 
exploit some side information, and 
make different choice for different 
privacy requirements of different 
users. We adopt a greedy approach to 
search a large database to find an 
optimal set of dummy locations. For 
achieving k-anonymity, we 
successively select k-1 other locations 
from all locations in the location map, 
which must make sure that the current 
entropy is the biggest. For example, if 
the DLP algorithm has already chosen 
i locations 

[where i < k], when choosing the [i+1] 
th location, it must ensure that H i+1  
is the largest for all residual locations. 
H i+1 is 
defined in Equation [10].  

Hi+1 
=
−∑ pj

∑ pli+1
l=1

i+1
j=1 log2 ∑

pj
∑ pli+1
l=1

i+1
j=1  

[10] 

Where pj denotes the users’ historical 
query probability at location j. The 
following shows how the proposed 
DLP algorithm works. 

1. First, a user needs to set a proper 
anonymity degree k, which is closely 
related to the user’s requirement on 
location privacy. Although a bigger k 
leads to higher anonymity degree, it 
also causes a higher overhead due to 
the cost for selecting dummy 
locations. 

2. At the beginning, the DLP 
algorithm needs to read all the 
obtained query probabilities from the 
LBS server and then sort the query 
probabilities in ascending order. Let p 
denote the query probability of the 
user’s real location. For the sorted list, 
the DLP algorithm calculates the 
number of locations which have the 
same query probability as p, which is 
denoted by k¯. If k¯is large enough, it 
puts half of them before and the other 
half of them after the real location. 

3. If k¯≥ k, DLP algorithm selects k-1 
locations which have the same query 
probability as p from the sorted list. 
Then, it outputs the chosen k-1 
dummy location and the user’s real 
location.  



Journal of Artificial Intelligence in Electrical Engineering, Vol. 6, No. 24, March 2018 

49 
 

4. If k/4 ≤ k¯≤ k, the algorithm selects 
k¯-1 locations which have the same 
query probability as p from the sorted 
list. We use set C to denote the k¯-1 
dummy locations and the user real 
location. In the sorted list, the 
algorithm selects k- k¯ locations left 
before and other k- k¯ locations right 
after the real location as 2[k- k¯] 
candidate locations, whose query 
probabilities are different from p. Let 
set S denotes the 2[k- k¯] candidates. 
The reason for choosing 2[k- k¯] 
candidates for dummy locations is to 
make sure to get large enough entropy. 
Otherwise, it goes to Step 7. 

5. To achieve k-anonymity, it needs to 
successively select residual k- k¯ 
locations from set S. For the ith [k¯< i 
≤ k] dummy location, it must ensure 
that the Hi is maximum for all residual 
locations in set S. 

6. When the size of C is k, DLP 
outputs the set C. 

7. If k¯< k/4, the DLP chooses 2k-ε 
locations left before and other 2k-ω 
locations right after the real location as 
4k-ω-ε candidates from the sorted list. 
We use set S¯ to denote the 4k-ω-ε 
candidates. Both ω and ε are set by 
users based on their privacy 
requirements. Generally, ω is smaller 
than ε. Let set C¯ denote a user’s real 
location. It randomly selects one 
location as a dummy location from set 
S, and put this location into set C¯.  

8. For achieving k-anonymity, the 
successively selects residual k-2 
locations from set S¯. For the ith [2 < i 

≤ k] dummy location, it must ensure 
that Hi is the largest for all residual 
locations in set S¯. 

9. When the size of C¯ is k, DLP 
outputs the set C¯.  

4.3 Presented the proposed algorithm ODLP  

We present an optimal ODLP 
algorithm in this section and compare 
this algorithm with DLS and DLP 
algorithms in terms of privacy level 
and runtime. 
Our goal is to optimize the ODLP 
algorithm and to increase the privacy 
level of the algorithms mentioned in 
the previous sections. 
Since the level of privacy of the 
algorithms is measured and entropies 
with entropy, we must increase 
entropy to increase the level of 
privacy. In this algorithm, we try to 
choose how to select a collection of 
dummy places in a way that increases 
entropy and places that increase 
entropy. To achieve this goal, by 
carefully examining entropy, we find 
that entropy is directly related to the 
probability distances of the places with 
the probability of the user's actual 
location. So, for better convenience 
and a better selection of mock-up 
locations, we reduce the probability of 
a user's actual location from each 
other's probabilities in other places. 
After doing this, we sort the list up, the 
resulting list consists of all probability 
distances from the real-world 
probability that the places that are at 
the beginning of the list in our method 
will prioritize the choice of relative to 
There are next places because these 



N. Ghadimkhani: Improvement of Location-based Algorithm in the Internet of Things 
 

50 
 

places are less spaced and thus 
increase entropy and hence the level of 
privacy. We can remove the location 
from the first list of distances from the 
first to randomly select the optimal 2K 
locations and select K-1 randomly 
from this list. Of course, in this way, 
the level of privacy is relatively less 
than the time when we select all the 
places from the first list in the order.  
We'll see the steps in implementing 
the code below: 

Input: 1-History Probability Query 
Set, P. 2. Real user location 
Output: Optimal mock-up locations, C 
1. Sort the collection P upwards 

2. Select locations in a sorted set 
whose probabilities are as real as the 
query is and place it in H. 

3. If the size H is greater than 2, 
perform steps four to seven 

4. Reduce the probability of a real 
work location from all locations in P 
and positive all elements and put it in 
A 
5. Sort the collection A upward 

6. Place 2K locations from the 
beginning of the ordered list of 
distances in the CC 

7. Select the random K-1 location in 
the actual location and place it in the C 
set. 

8. If the size of H is not greater than 2, 
perform step 9. 

9. K-1 Place the location from the 
beginning of the ordered list of spaces, 

in addition to the actual location, and 
put inside the C set. 

10. The set of constructed places C, 
which includes the real place, is given 
as output. 

In the ODLP algorithm, when the size 
of H is greater than 2, it does not exist 
when there is no place in the list, the 
query probability of that location is the 
same as the actual query probability. 
From the direct selection of K, we use 
the distance from the beginning of the 
ordered list, because in this situation 
the entropy of the algorithm decreases, 
and we try to increase the level of 
privacy by choosing all K-1 places of 
high priority.  

5. Simulation Environment 

we divide the location map into N*N  
cells with equal size. Each cell has a 
query probability based on the query 
history. We conduct simulations on the 
following three scenarios to evaluate 
the performance of the DLP algorithm. 
• Scenario A: Let user be located in a 

cell such that there are many [more 
than k] cells that have the same 
historical query probability as the 
user’s current location. In this 
scenario, the chosen dummy 
locations have the same query 
probability as that of the user’s real 
location. 

• Scenario B: Let user be located in a 
cell such that the number of cells 
that have the same historical query 
probability as that of the user’s 
current location is slightly less than 
k but greater than one quarter of k. 
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In this scenario, it can guarantee 
that there are enough locations 
have the same query probability as 
that of the user’s real location in 
the chosen dummy locations. 

• Scenario C: Let user be located in a 
cell such that there are a few [i.e., 
less than one quarter of k] cells 
have same historical query 
probability as that of the user’s 
current location. In this scenario, 
there are few locations that have 
the same query probability as that 
of the user’s real location in the 
chosen dummy locations.  
 

6. Simulation Results 

6.1 Generate dummy locations using DLS , 
DLP AND ODLP algorithms  

In Figs. 4, 5 and 6, we see the 
dummy locations generated by the 
DLS and DLP and ODLP algorithms in 
a simulation environment in which the 
value of N is 10, the reds refer to the 
artificial and blue locations associated 
with the actual user's location. Be This 
is a scenario one. The simulation 
environment is identical in all 
simulations.  
 

 
Fig.4. Dummy locations related to the DLS 

algorithm. 
 

 
Fig.5.Dummy locations related to the DLP 

algorithm. 
 

 
Fig.6.Dummy locations related to the ODLP 

algorithm. 
 

6.2 Comparison of DLS and DLP 
Algorithms  

Figs. 7-9 show the results of the DLP 
and DLS algorithms. Results of 
runtime and privacy level are shown in 
terms of entropy in different scenarios. 
In Fig. 7, the DLS algorithm and the 
DLP algorithm have a similar entropy, 
but they differ greatly in execution 
time. Additionally, the execution time 
of the DLS algorithm increases with 
increasing magnitude K of anonymity 
level, but the execution time of the 
DLP algorithm is slightly different. 
The reason is that the DLS algorithm 
selects the counting method and 
selects the structural locations that 
increase the entropy, while the DLP 
algorithm uses the greedy method to 
continuously K to select a mock 
location. 
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 The computational complexity of the 
DLS algorithm increases with 
increasing K, but the computational 
complexity of the DLP algorithm 
remains almost constant. 
Fig. 8 and Fig. 9 show that scenario B 
and scenario C have similar trends in 
scenario A results. We should also 
note that the largest entropy appears in 
scenario A, and the smallest entropy in 
scenario C occurs for both DLS and DLP 
algorithms. 

This is because there are places over 
K that their query probability history is 
the same as the user's actual position 
in scenario A, but only enough or there 
are few places that their probabilistic 
history is the same as the actual user's 
location. Scenario B or C. In addition, 
we can obtain the maximum entropy 
HMAX = log2 K in scenario A. In 
scenario A, they have a larger entropy 
than scenario B or C.  

 

 
Fig.7. Entropy and Runtime of DLS and DLP 

Algorithms in Scenario A 
 

 

 
Fig.8.Entropy and Runtime of DLS and DLP 

Algorithms in Scenario B 
 

 

 
Fig.9.Entropy and Runtime of DLS and DLP 

Algorithms in Scenario C  
 

6.3. Comparison of proposed ODLP algorithm 
with both DLS and DLP algorithms  

As we see in the graphs below, we 
compare the ODLP algorithm in terms of 
privacy and runtime with both DLS and DLP 
algorithms. In all the graphs, the privacy 
level of the optimal ODLP algorithm is 
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more than the privacy level of the DLS and 
DLP algorithms, indicating that the ODLP 
algorithm has the potential to maintain 
privacy in relation to the algorithms 
mentioned.  

Therefore, our ODLP algorithm has met 
our goal of optimizing the privacy of the 
DLP algorithm. But as you will see in the 
runtime graphs, the implementation time of 
the proposed algorithm is greater than the 
DLS and DLP algorithms, and time spent 
more on constructing mock locations than 
the mentioned algorithms. And this time 
increasing with the increase in the degree 
of obsolescence K. But in the diagram 
shown in Fig. 12, because of the direct 
selection of K, the space from the 
beginning of the arranged list is less time 
consuming and time-consuming than the 
DLP algorithm.  

 

 

 
Fig.10.Entropy and Runtime of DLS, DLP, 
and ODLP Algorithms in Scenario A  

 

 

 
Fig.11.Entropy and Runtime of DLS, DLP, and 

ODLP Algorithms in Scenario B 
 

 

 
Fig.12.Entropy and Runtime of DLS, DLP, and 

ODLP Algorithms in Scenario C 

7. Discussion and Conclusion 

Due to the increasing growth of the 
Internet of objects and the growing 
involvement in the dimensions of our 
lives and tools around us, protecting 
privacy, which is one of the security 
dimensions, has become a major 
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challenge and urgency. Protecting 
privacy is a serious and important 
debate. Because the data processing or 
processing of the Internet has been 
largely fused, and is subject to 
pressure from the location 
information, and in its turn, it greatly 
affects the privacy of the place. As 
information about the location of a 
major corporation in efficient supply 
chains, efficient transportation systems, 
mobile-aware applications, and object-
oriented Internet systems [4]. 
The DLS and DLP algorithms are two 
of the most important and most 
efficient algorithms that place privacy 
on their way through the production of 
artificial locations and the use of 
anonymity K. In such algorithms, 
parameters such as privacy level and 
runtime are very important and 
valuable. These two algorithms are 
designed and constructed with these 
parameters and are evaluated and 
compared using them. Our goal in this 
research was to increase and improve 
the privacy level of the DLP 
algorithm. To achieve this, we have 
achieved an entropy that is directly 
related to the privacy level and 
obtained results that we can achieve by 
using the level Improvement of 
privacy in the algorithm, and how it 
interrelates query probabilities and 
calculation of entropy. By calculating 
the list of distances and by choosing 
the optimal selection of simulated 
locations from the places with the 
highest priority in this list, we were 
able to ascertain, as in the conclusions 
of the simulations that were presented 
in three scenarios and with the change 

in the anonymity level K, the surface 
we increase privacy considerably. 
However, the runtime of our ODLP 
algorithm will increase with DLS and 
DLP algorithms. In future work, we 
can optimize this runtime algorithm, as 
well as improve the privacy level, and 
obtain a robust algorithm.  
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