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' Digital Imaging and Communications in Medicine (DICOM)
" Computed Tomography (CT)

¥ Positron Emission Tomography (PET)

¥ Magnetic Resonance Imaging (MRI)

® Healthcare Data Management (HDM)

* Artificial Intelligence (Al)

¥ 3D Logistic Map

* Digital Signature Algorithm (DSA)
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' Pixel Scrambling and Diffusion
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' Uniqueness

¥ Permanence

¥ Collectability

" Ridge Density

® Ridge Spacing

* Minute Points

¥ Ridge endings

* Bifurcations

* Liveness detection
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' Complexity

" Anti spoofing

¥ High Matching Speed

¥ Physiological Robustness
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' Noise Robustness

¥ Convolutional Neural Network

¥ Emotion independence

¥ High Textural Richness

* Crypts

* Furrows

v Striae

* False Match Rate

* Multispectral Compatibility

' Support Vector Machine (SVM)
"' Adaptive Neuro-Fuzzy Inference System (ANFIS)
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DICOM encryption algorithm

Step 1

Invalid:

Checking biometric information

/  Patient ;
biometrics
{ information /

Valid

using artificial intelligence

Step 2

Hash patient biometrics

Encryption using;
private key

information

Digital
signature

Step 3

/

3D Logistic map Keys /L'

Hash XOR >

Digital
signature

3D Logistic map encryption

Encrypted image using
3D Logistic map
encryption algorithm

Hash digital signature

fo]

P w DN PR

® N o o

10.
11.

Jle 0.1‘ BL o o3l é% 6J\§3}‘J r}'ﬁ)ﬂ‘ Jl:;"Ld 0 JS.:‘

START
PROGRAM DICOM_Encryption

READ INPUT into patient_biometric_information
Checking

artificial intelligence, If the biometric information is

patient_biometric_information  using

valid, go to the next step.

patient_biometric_information

FUNCTION Patient_Biometric_Information_Hash
Pass IN: patient_biometric_information
Pass Out:

Hash_result_of_the_Patient_Biometric_Information

END FUNCTION

CALL: Patient_Biometric_Information_Hash

READ INPUT into Private_Key
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29.
30.
31.

32.

33.
34.
35.
36.
37.
38.

Call: DigitalSignature_Hash
FUNCTION XOR

Pass IN:
Hash_result_of _the_3D_LOGISTIC_MAP_Key
Pass IN:

Hash_result_of_the_Digital_Signature

Pass Out: XOR_Resultl

END FUNCTION

Call: XOR

FUNCTION 3D_LOGISTIC_MAP_Encryption
Pass IN: XOR_Resultl
Pass IN: DICOM



12. FUNCTION Digital Signature 39. Pass Out:

13. Pass IN: Private Key Encrypted_Image_Using_3D_LOGISTIC_MAP

14. Pass IN: 40. END FUNCTION
Hash_result_of_the_Patient_Biometric_Information

15. Pass Out: Digital_Signature

16. END FUNCTION

17. CALL: Digital Signature

18. READ INPUT into Digital_Signature

19. FUNCTION DigitalSignature_Hash

20. Pass IN: Digital_Signature

21. Pass Out:
Hash_result_of_the_Digital_Signature

22. END FUNCTION

23. READ INPUT into 3D_LOGISTIC_MAP_Key

24. FUNCTION 3D_LOGISTIC_MAP_Key Hash

25. Pass IN: 3D_LOGISTIC_MAP_Key

26. Pass Out:
Hash_result_of_the_3D_LOGISTIC_MAP_Key

27. END FUNCTION

28. Call: 3D_LOGISTIC_MAP_Key Hash
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