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INTRODUCTION

The Internet of Things (1oT) is designed to
promote a pattern in which everything
around us can be measured, processed,
communicated, or activated into an
intelligent thing that is always connected. It
is a branch of research wherein both
physical and digital entities (i.e. people,
machines and objects) are connected via the
Internet, thus a new class of services and
utilizations is provided (Shah & Yaqoob,
2016). In recent years, the 10T has become
a significant research issue because it
combines different objects and sensors for
direct connection and without human
intermediation (Alabaetal., 2017). The loT
has several applications in different
domains, including Smart parking
(Mukadam & Logeswaran, 2020), Smart
homes (Ghayvat et al., 2015), smart
governance (Ali & Calis, 2019) and health
(Umair et al., 2021).

Meta-heuristic optimization is a field of
computer sciences and applied math that
converses with the choice of the best
solution for a specific problem with the aim
of maximizing or minimizing the output
solution. Meta-heuristic optimization can
be an efficient way to provide possible
solutions. In these algorithms, the purpose
is to solve a NP-hard problem in an
acceptable practical time. The complexity
of such problems makes it impossible to get
any possible solution or combination.
Hence, the goal is to find the feasible
solution for desirable timescale. Therefore,
optimization can be stated as the process of
choosing of the optimal solution from
among a set of available options to obtain
the best feasible results for a special
problem (Meng et al., 2021). Meta-heuristic
optimization has various applications in
different science, such as computer
networks (Donoso & Fabregat, 2016),
finance (Soler-Dominguez et al., 2017),
data mining (Lessmann et al., 2011),
biology (Nakib & Talbi, 2017).
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Meta-heuristic optimization methods have
been used in many areas to study various
real-world problems. With the
advancement  of  these methods,
optimizations have become increasingly
important in various fields of human life.
One of the areas of interest and application
of meta-heuristic optimizations is the
application of these methods in the IoT.
Because of flexibility and robustness of
meta-heuristic optimizations, these
algorithms have successful design models
in relation with systems based on IoT.
Several meta-heuristic algorithms have
been applied in various fields of 10T, such
as routing, management, robotics, business
and engineering (Zedadra et al., 2018).

In this paper, we present a classification of
applications of meta-heuristic algorithms in
loT systems. This classification is provided
at three levels. At the first level, the discrete
or continuous nature of the problem and the
meta-heuristic algorithms are specified. At
the second level, the meta-heuristic
algorithms used to solve the problems are
stated. At the third level, the single-
objective or multi-objective nature of the
problems and the meta-heuristic algorithms
are determined. At the fourth level, the
problems related to the 10T that have been
solved with the help of a meta-heuristic
algorithms are mentioned. With the help of
this classification, an overview of the
applications of meta-heuristic algorithms in
the 10T can be shown. In this review article,
literature are reviewed according to this
classification.

The structure of the rest of this discussion
is collocated as follows. In Section 2, we
describe the topics around I0T. In Section
3, we introduce definitions and applications
of existing meta-heuristic algorithms. In
Section 4, we present a classification of the
application of meta-heuristic algorithms in
IoT systems and review related research
accordingly. We outline future works for
further research in Section 5. Finally, in
Section 6, we summary the concluding
attentions.
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INTERNET oF THINGS

The notion of the 10T was presented in 1999
in connection with the connection of radio
frequency identification into the Internet for
supply chains (Villa-Henriksen et al.,
2020). This concept means connecting a
network of "things" to the Internet without
straight human interference. "Objects"” can
be any things with actuators or sensors
which can be individually connected,
addressed, and accessed through a
computer network worldwide, including
the Internet.

The 10T is basically like a system for
connecting computer devices, mechanical
and digital machines, objects, or individuals
provided with the unique system and
without transfer to transmit data over an
ability human-to-human or computer-to-
human relation. Another thing on the 10T is
that the items in the 10T are like a connected
manner with humans and computers to
which internet protocol addresses can be
assigned and which can transfer data over
the network or another man-made object
(Laghari et al., 2021).

The loT has various wuses. These
applications are developing every day in
different areas. Our needs are changing
every day due to industrial and individual
variations. Therefore, we use the IoT for
these needs. In the following, we refer to
some of the concepts and applications of the
loT.

Routing

There are networks of objects on the 10T. In
these networks, the devices are equipped
with low memory and cost, high processing
and message transmission capability. These
devices connect to the Internet through
gateways. loT devices are arranged in a
mesh network and are connected to the
Internet through a gateway router. In order
to achieve the vision of connecting devices,
we require the routing protocols. These
protocols provide communication between
objects in a dynamic and distributed
infrastructure. The 10T network properties

Iranian Journal of Optimization, 16(1), 25-51 March 2024

27

are changed according to network size,
mobility and traffic pattern flow. The
routing protocols are analyzed in different
scenarios based on energy efficiency,
traffic patterns, mobility, scalability,
transmitter amplitude and reciprocity. New
routing protocols are based on the nature of
loT devices in a network. More details
about routing protocols can be found in
(Marietta & Chandra Mohan, 2020).

Quiality of service

Using all smart devices such as telephones,
televisions, medical devices and home
appliances to generate data is one of the
new topics in the Internet of Things.
Because of the variety of services, loT
service integration issues mainly deal with
quality of service (QoS) parameters.
Depending on the demand of users,
different types of services can be imported
into the Internet of Things. The QoS is one
of the criteria for choosing the suitable
service. The QoS is related to issues such as
availability, cost, reliability, response time,
and energy consumption. More details on
service quality can be studied in (Singh &
Baranwal, 2018).

Smart home

In recent decades, human life has been
surrounded by many electronic devices,
including refrigerators, televisions, air
conditioners, fans etc. Installing sensors in
smart homes helps to use enough energy
and increase human comfort. For example,
these sensors can control and manage the
cooling, heating and lighting of the house.
This work reduces cost and increases
energy efficiency (Alaa et al., 2017).

Internet of vehicles

Today, due to the increasing use of
vehicles, the amount of traffic and road
accidents have increased. For this purpose,
the internet of vehicles (loV) has been
considered. The loV as a branch of the IoT
is about vehicles communicating with
together and with road over the Internet.
The loV helps to reduce traffic and
accidents. It is also used to provide travel
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plan, Drivers access to the network, and
manage traffic. As a result, it is used to find
the shortest route, improve the traffic
monitoring system and protect people from
accidents (Priyan & Devi, 2019).

Smart health system

The smart health system means using
various biometric sensors. The information
from these sensors is used to ensure human
health. In this regard, the loT leads to
improve health and quality of health care.
Doctors can use this system to access
patient’s medical information. Also, they
can aware of the patient’s physical fitness.
More information on the smart health
system is provided in (Kalarthi, 2016).

Other applications and issues

Other applications and issues in the Internet
of Things include cluster sensors
(Thangaramya et al., 2019), Trustable
object selection (Sakthivel &Vidhya,
2021), Network manager (Sahlmann et al.,
2017), Intrusion detection (Zarpel&o et al.,
2017), Identify Sybil’s in communities
(Zhang et al., 2014), Cluster head selection
(Reddy et al., 2019), Data manager (Torre
etal., 2016), Clustering of big data (Bangui
et al., 2018) and Features selection (Sun et
al., 2018).

META-HEURISTIC ALGORITHMS
Meta-heuristic is a problem-independent
high-level algorithmic framework that
provides a set of strategies for developing
optimization algorithms. Meta-heuristic
algorithms do not seek completely optimal
solutions and try to solve complex
problems in an acceptable time by
searching for solutions close to optimal
randomly (Glover, 1986; Bozorg-Haddad,
2018; Yang, 2020; Fausto et al., 2020).
Prominent examples of meta-heuristic
algorithms include genetic algorithm, ant
colony, particle swarm optimization,
artificial  bee colony, gray wolf
optimization, bat algorithm, and cuckoo
search (Kaveh & Bakhshpoori, 2019;
Vasuki, 2020; Rani et al., 2024). Some of
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the popular meta-heuristic algorithms are
reviewed below.

Genetic Algorithm

One of the first proposed meta-heuristic
algorithms is the genetic algorithm (GA),
which was presented by John Henry in
1960s. This algorithm is derived from the
concepts of natural evolution and selection.
Its goal was to realize the events of natural
adaptation. The GA algorithm starts with a
random population of solutions called
chromosomes. It then attempts to improve
the chromosomes in the population through
two steps, using mutation and crossover
operators (Yang, 2020). The details of the
genetic algorithm are shown in pseudocode
in Fig. 1.

Initialization
Select size N as initial population
Define f(X) as objective function
Population encoding as chromosomes
along Lc
Calculatefitness values of the all
population
Describe termination criteria, if there is
Select Maxlteras maximum number of
iterations
iter=1
while (iter < Maxlter)
Selection: Parents are selected for
reproduction
Crossover: Crossover is used on parents to
generate offsprings
Mutation: Mutation is applied on chosen
chromosomes
Calculate the fitness values of the population
Select members for the next descendant
If termination condition seen then
exit
else
continue
iter=iter+ 1
end while

Fig. 1. Genetic Algorithm pseudocode

As shown in Fig. 1, an initial population of
chromosomes is created. Then, in a loop,
chromosomes are selected from the
population at each stage and new
chromosomes are  created through
crossover and mutation. Then, in a loop of
repetition and at each stage, chromosomes
are selected from the population and new
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chromosomes are  created
crossover and mutation.

Ant Colony Algorithm

The Ant Colony Algorithm (AC) was
introduced by Dorigo (1992). This
algorithm is derived from the natural
behavior of ants in search of food. This
behavior enables the ants to find the
shortest paths between their food source
and their nest. As the ants move from their
nest to the food source, they deposit a
substance called a pheromone on the
ground. They move in a direction marked
by higher pheromone concentrations. This
behavior paves the way for mutual
interaction and the emergence of the
shortest paths. If the ants get a good (short)
path from the colony to the food source, the
other members will probably follow the
path marked by the ant with the pheromone.
Eventually, all members are directed to the
optimal path of the unit. The pseudocode of
the ant colony algorithm is presented
below.

through

begin
Initialization
Take Sc and Na
Define f(X;) as Fitness function
Pheromone update model
Describe termination criteria
while (termination condition not
seen) do
Create Ant Solutions
Construct solution vector Xjuntil
the vector length is equal d
Pheromone Update
end while
end

Fig. 2. Ant Colony Algorithm pseudocode

In Figure 2, Sc and Na are considered as the
solution components and number of ants,
respectively. In this algorithm, a model for
updating and pheromone evaporation as
well as a stopping condition for the iteration
loop must be considered. In the AC
algorithm, each ant creates a solution vector
Xi based on Sc. Ants always try to optimize
the solutions in the iteration loop using the
available pheromone. In the end, the ant
with the best answer has the global optimal
answer.
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Particle swarm optimization

In 1995, particle swarm optimization (PSO)
was introduced in (Kennedy & Eberhart,
1995). This optimization follows the
behavior of a flock of birds in search of a
suitable food source. In this algorithm, each
solution is considered as a particle. The
particles move and search in an iterative
loop, generating new solutions. The factors
that affect the particle search are the particle
velocity, the best particle position, and the
best position of the total particles. The goal
is to find the best global position during the
search process. The steps of particle swarm
optimization are presented in pseudocode in
Fig. 3.
Initialization
Select size N as initial population
Define f(X) as objective function
Determine initial positions and particles
velocity
Calculate fitness values of the particles
Initial local best and global best
Parameters: inertia weight w;, coefficients
biand b,
Random parameters:and
Select Maxlteras maximum number of
iterations
Describe termination criteria, if there is
iter=1
for iter= 1 to Maxlter do
Update particles position and velocity
Computefitness values of the all particles
Update local best and global best
if termination condition seen then
exit
else
continue
end for
Fig. 3. Particle swarm optimization pseudocode

According to Fig. 3, first an initial
population of particle swarm is considered
and fitness is calculated for them. Initially
their initial fitness is the best position of the
particles. Then, in the iteration loop, new
solutions are created by the movement of
the particles. After that, the best position of
the particles and the best overall position
are updated and again in the next iteration
of the loop, new solutions are generated.
After the loop stopping condition is
established, the best overall solution is the
optimal solution.
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Artificial bee Colony algorithm

The Artificial Bee Colony (ABC) algorithm
was presented by Karaboga & Basturk
(2008), where an artificial bee colony is
considered as the search agent. In this
algorithm, bees search for a food source,
and each food source location represents a
possible solution to an optimization
problem. The members of the bee colony
are divided into three groups: worker bees,
spectator bees, and scout bees. The
performance of bees varies depending on
the mechanics used to search for food. For
example, the task of worker bees is to find
places with more nectar and share these
places with other bees. The pseudocode of
ABC algorithm is given in Fig. 4.

Initialization
Select size N as initial population
Define f(X) as objective function
Select size d as Number of stages
Current best solution Cge is initialized to
any feasible solution
SelectMaxlteras maximum number of
iterations
np=1
iter=1
while (iter< Maxlter)
forn,=1to M
The bees fly out of the hive and make
partial solutions as they move
forward
When returning, the bees return to the hive
and information is interchanged
end for
if (Siter better than CBest) then CBest = Si[er
iter=iter+ 1
end while

Fig. 4. Artificial Bee Colony algorithm pseudocode

Based on Figure 4, an initial population of
artificial bees is initially considered as the
solutions. The initialized solution elements
are X = {xi, Xo, ..., xd}. The current best
solution, Cgest, IS initialized for each
solution. Also, np indicates the step index
variable, which in the first step isnp = 1. On
the outward path, the bees fly from the hive
to stage np and a partial solution S(np) is
generated. On the return path, the bees fly
to the hive, exchange information, and
make a decision. In the iteration loop,
partial solutions are selected from the set in
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stage S(np). Each worker bee generates a
candidate solution Sitr in the neighborhood
of the given position. This solution is
compared with Cagest. If Siter is better than
Caest, Siter IS replaced; otherwise, Cgest
remains unchanged. After establishing the
loop stop condition, the best solution in the
population is the optimal solution for
solving the problem.

Cuckoo Search Algorithm

The Cuckoo Search Algorithm (CS) was
introduced by Yang & Deb (2009). This
algorithm is based on the behavior of some
cuckoo species. Cuckoos secretly lay their
eggs in other birds' nests. If the host bird
does not recognize these eggs, it is almost
certain that new cuckoo chicks will emerge;
otherwise, the host bird may remove the
eggs from the nest or may even leave the
nest. In the following, the steps of the
cuckoo search algorithm are summarized as
pseudocode in Fig. 5.

Initialization
Create initial population of N host nests
(each with K eggs)
Define f(Xx) as objective function
Describe termination criteria, if there is
Select Maxlteras maximum number of
iterations
iter=1
while (iter< Maxlter) do
Select randomly X and evaluate F¢
Select randomly k and evaluate Fy for
k=1,....K
if (Fe>Fy)
Change the host egg with the cuckoo
€99
end if
Discard Fraction pn of host nests with
least fitness values
Retain nests with higher fitness and built
new nests
All the nests are ranked based on their
fitness values
Current best optimal solution is selected
based on nest with highest fitness
where lie on the Pareto Optimal
Front
if termination condition seen then
exit
else
continue
iter=iter+ 1
end while
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Fig. 5. Cuckoo Search algorithm pseudocode

In Figure 5, the steps of the CS algorithm
are given. The multiple objective functions
f(Xx), k=1,....,K, are defined for initial
values of the solution elements as X = {xi,
X2, ..., Xd}. k shows the number of host
nests. Then, the maximum number of
iterations, Maxlter, is defined for the
problem. The initial value of the iteration
variable is equal to iter=1. The X is
randomly selected and its fitness value is
calculated. Also, a host nest k is randomly
chosen and its fitness value is evaluated for
k=1,...,K. The iteration loop of checking
Fc>Fx is repeated for all eggs in each nest.
If this condition is met, the nest egg is
exchanged for a cuckoo egg. The number of
available host nests is fixed and the cuckoo
egg is discovered by the host bird with
probability pne(0,1). If a cuckoo egg is
discovered, the host bird can either discard
the egg or abandon the nest and build a
completely new nest. All solutions (nests)
are ranked according to their fitness values.
Nests are selected whose fitness function
values lie on the Pareto optimal frontier.

Bat algorithm

The Bat algorithm (BA) was introduced by
Yang (2010). This algorithm is inspired by
the behavior of a specific species of bats.
Most bats are equipped with the biological
sonar called Oculation. The location of the
oculus involves the emission of high-
frequency tuned sound pulses and the
reception of reflective sounds from
surrounding objects. Bats use the sonar
system to detect prey, escape obstacles, and
locate. The steps of the BA are expressed in
Fig. 6 as pseudocode.
Initialization
size N as initial population » »
Initialize randomly the bats position X;"'=[x",
X", xig"®], where i=1,2,...,N
2 f(X) as objective function
Define fi, Ei and L;
Select MaxIteras maximum number of iterations
iter=1
while (iter<Maxlter) do
Update the positions, velocities, and frequencies

of the bats in the search space
if (r(i) >E;) then
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Select the current best solution according to the
fitness values
Produce a local solution in the vicinity of the
chosen solution
end if
structure a new solution by random motion of a
bat
if [(r(i) <L) and (f(Xi) <f(Xgv)] then
Adopt the new solution
Increase the emission rate
Reduce emission loudness
end if
The bats are ranked based on their fitness values
and discover the current global best
iter=iter+ 1
end while
Fig. 6. Bat algorithm pseudocode

According to Fig. 6, an initial population of
bats is considered as the solutions. The
position of the i-th bat in the d-dimensional
search space for the iteration iter is denoted
by Xi'™. The pulse frequency, pulse
emissions rate, and loudness of the
emissions are shown by Fi, Ei, and L,
respectively. The bat moves through the
search space. As it searches and finds its
prey, it changes the frequency, loudness,
and loudness of the pulses. By assumption
r(i) is a random number with a uniform
distribution in the interval [0, 1], if r(i) > E;,
then the best solution is selected from the
solutions obtained from the fit values, and a
local solution is created in the
neighborhood of the selected solution. Each
bat position is updated for the local search
at each iteration. The search is intensified
by a local random walk. All solutions are
ranked based on the their fitness values and
are considered the global best solutions.
The selection of the best solution continues
until certain stopping criteria are met. After
the loop stopping condition is met, the bat
with the highest fitness value is the global
optimal solution.

Gray wolf optimization

Gray wolf optimization (GWO) was
presented by Mirjalili et al. (2014). This
optimization is derived from the behavior
of a specific species of wolves. The gray
wolf community consists of four groups:
alpha, beta, delta, and omega. Alpha
wolves, as group leaders, decide to hunt,
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rest, and move. Each group of beta, delta,
and omega wolves is obedient to higher-
order wolves and commands subordinate
wolves. These wolves first chase the
identified prey, then surround and Kill it.
These distinctive features are used to solve
optimization problems. In the following,
the GWO pseudo-code is summarized in
Fig. 7.

Initialization
Select size N as initial population
Define f(X) as objective function
Initialize parameters a, c,, and ¢,
Compute the the population fitness value
Three highest fitness values are allocated to
Kay X, Xs
SelectMaxlIteras maximum number of
iterations
iter=1
while (iter<Maxlter) do
fori=1toN,
Update position of X; by X, ™*=(
xwliter+ sziter+ Xmgiter)/g>
end for
Update the parameters a, c,, and ¢
Compute the fitness values of the all wolf
population
Update X, Xp,Xs
iter = iter+ 1
end while

Fig. 7. Gray wolf optimization pseudocode

The steps of the GWO are presented in Fig.
7. The algorithm starts with a problem
statement and constraints, if any. A
population of gray wolves is randomly
initialized in the search space. The
objective function of d-dimension and the
maximum number of iterations, Maxlter,
are defined for the problem. The initial
value of the iteration variable is equal to iter
=1. The parameters Ca, Cp, and a'™ are
initialized with a random component
provided by the variables ry and rz. The
objective function or fitness is evaluated at
the location of the gray wolves and the best
three solutions are determined as a, 3, and
0. The remaining candidate solutions are .
N, represents the size of the population of
omega wolves. The value of the parameter
Ca ensures that half of the number of
iterations is for exploration and the rest is
for exploitation. Finally, the maximum
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number of iterations, the alpha gray wolf
with the maximum fitness value X, is the
global optimal solution to the problem.

Other Meta-heuristic Algorithms

As mentioned, many meta-heuristic
algorithms have been proposed so far, each
inspired by a process found in nature. Other
meta-heuristic algorithms include the
flower pollination algorithm (Bozorg-
Haddad, 2018), the Ant Lion optimization
algorithm (Bozorg-Haddad, 2018), the
Dragonfly algorithm (Bozorg-Haddad,
2018), the Moth-Flame optimization
algorithm (Kaveh & Bakhshpoori, 2019),
the Whale optimization algorithm (Kaveh
& Bakhshpoori, 2019), the Fireworks
algorithm (Kaveh & Bakhshpoori, 2019),
the Crow search algorithm (Kaveh &
Bakhshpoori, 2019), the Firefly algorithm
(Vasuki, 2020), the Elephant herd
optimization (Vasuki, 2020), and so on.

COMBINATION of META-
HEURISTIC ALGORITHMS with IOT

In this section, researches on the utilizations
of meta-heuristic algorithms in the 10T are
reviewed. Four indicators are considered to
classify the application of meta-heuristic
algorithms in the loT. These indicators
include the discrete or continuous of the
problem, the type of meta-heuristic
algorithm, single-objective or multi-
objective optimization, and the aim or
application of the research. According to
these indicators, a new classification of the
applications of meta-heuristic algorithms in
the 10T is proposed, which can be seen in

Fig. 8.
a. First level: Discrete or continues
optimization

As can be observed, the first level of
classification includes two branches,
discrete and continuous. Decision variables
in discrete problems are discrete, in which
optimal solutions are obtained using a
countable set. In addition, decision
variables in continuous problems are
continuous, in which optimal solutions are
obtained using continuous functions.
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Fig. 8. Schematic diagram of meta-heuristic algorithms with the 10T.
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b. Second level: Type of meta-heuristic algorithm
The second level of classification is based on the
type of meta-heuristic algorithm used. According
to research conducted in the 10T, the discrete
branch is divided into four categories: ant colony
(AC), artificial bee colony (ABC), Genetic
algorithm (GA), and other algorithms. Moreover,
the continuous branch is divided into six
categories: particle swarm optimization (PSO),
artificial bee colony (ABC), bat algorithm (BA),
Gray wolf optimization (GWOQO), cuckoo search
(CS), and other algorithms.

c. Third level: Single-objective or multi-objective
At the third level of classification, single-
objective or multi-objective optimization is
determined. In single-objective optimization
problems, only one objective function needs to be
optimized. Most applications of the 10T involve
more than one objective function. Multi-objective
optimization problem is an optimization problem
in which different characteristics of the problem
are optimized.

d. Forth level: Aim or application

At the fourth level, existing applications and
problems of the 10T are considered. Some of the
applications considered at this level are routing,
intelligent management, quality of service. In the
following, the existing literature in this category
is discussed in detail.

Application of Genetic Algorithm in the loT

The supply chain problem was solved by Wang et
al. (2018). The GA was applied to obtain the
optimal inventory cost of supply chains.
Moreover, authors used this algorithm to control
inventory cost.

Intrusion detection model based on improved GA
and deep belief network was proposed by Zhang
et al. (2019). In this study, the GA was used to
diagnose attacks and increase the high detection
rate. This model led to an improvement in the
detection rate of intrusion attacks and a reduction
in the complexity of the neural network structure.

The GA and dynamic clustering scheme with loT
were studied by Rani et al. (2020). This procedure
was developed to choose the optimal sensor node
in wireless sensor networks. Optimization of
wireless sensor network (WSN) performance
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using dynamic cluster routing method based on
GA was considered. In order to evaluate the
performance, smart transportation network and
smart city were investigated.

The service composition problem of loT-based
applications was studied by Kashyap et al. (2020).
Dimensionless sorting GA was used to obtain the
optimal solution of QoS in this problem. Also,
GA was used to obtain Pareto frontiers in this
problem.

A routing for blockchain-based IoT was
considered by Abbas et al. (2021). For optimizing
the energy consumption of nodes in the loT
network, the route calculation was performed by
a network controller defined by the GA, which is
used for on-demand routing. The efficiency of the
proposed model was demonstrated in terms of gas
consumption, which indicates the optimal use of
resources.

Informed selection of QoS fluctuations was
investigated by Khadir et al. (2022). For this
purpose, a proposed method based on multi-
objective GA was developed to solve the QoS
problem. Then, local selection was performed
using the resulting local constraints in a parallel
and distributed manner. The performance of the
proposed method was evaluated and validated
through a series of experiments.

Virtual network embedding has been raised as a
major challenge in the network virtualization
problem. In (Lu et al.,, 2023), a method was
designed to parallelize this problem using GAs
and distributed machines. This method increased
the chances of finding an optimal solution. The
authors examined two methods of implementing
the GA with different implementations of
crossover and mutation.

In (Saiyed & Al-Anbagi, 2024), GA was applied
to detect distributed denial of service attacks in
loT networks. Experimental results showed the
effectiveness of the feature selection method in
optimizing the system performance for detecting
denial of service attacks. Also, the reduction in
computational time compared to state-of-the-art
methods was confirmed.

Application of Ant Colony Algorithm in the IoT
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In (Cosido et al., 2013), a method for automatic
routing cycle was proposed. This model used a
combination of geographic information system
and soft computing. This model was applied to
improve traffic congestion in a smart city. The
problem was solved using a method based on
multi-objective AC algorithm.

Ebrahimi et. al. (2015), developed an ant
clustering algorithm for cluster sensors. The aim
of cluster sensors in this paper was clustered the
similar context information in sensor semantic
overlay networks. The AC algorithm was used to
reduce the processing cost of sensor search.

The problem of vehicle routing under capacity
constraints was studied by Yue & Yi (2016). The
optimal logistics distribution route was given
according to the combination of the improved GA
with the AC algorithm. This algorithm reduced
the number of network nodes used and increased
the network efficiency.

The process of selecting a trusted object is based
on the object's past activities or trust history, using
a threshold value to check the object's
trustworthiness. A modified AC algorithm was
performed to calculate the trustable object in
(Suryani et al., 2016). This was a way to improve
policy, and the selection process was based on
target activities.

In (Sabbani et al., 2016), the multi-agents AC
algorithm was used to solve the urban traffic
routing problem. In the proposed method of this
research, each ant was represented by a
computational vehicle unit and the network was
shown by using the graph theoretical method.

Social 10T is a paradigm that integrates the loT
and social networks. There are several challenges
in creating a social 10T. A new mechanism for
detecting attacks in social IoT communities was
investigated by Kowshalya & Valarmathi (2016).
For this purpose, the authors applied AC
algorithm to detect communities.

Based on the lIoT and disturbance management, a
real-time status analyzer was designed to detect
disturbances by Jiang et. al. (2016). The aim of
this study was to minimize the negative impact of
participants. The participants included customers,

managers of the manufacturing company, and
workers who participated in production planning.
An improved AC algorithm was presented to
solve the scheduling problem in this model.

A technique according to AC algorithm was
applied for the tourist guide system in (Lopez-
Matencio et al., 2017). This system can be helped
for tourist routing. Moreover, tourists can decide
by means of provided information by the server.

A routing algorithm was provided to select the
optimal routing path with IoT in (Said, 2017;
Mahalaxmi & Rajakumari, 2017). For this aim,
the AC algorithm was utilized in each network to
adjust the routing procedure. Finally, an
algorithm was posed to control overlapped areas.
In [59], each network has its own AC algorithm.
The authors proposed an algorithm to control the
use of AC algorithms and find a solution for
overlapping regions. In additional, in (Mahalaxmi
& Rajakumari, 2017), the 10T environment was
divided into different regions. To find the optimal
solution for each network, an AC algorithm was
selected and investigated.

A smart management system based on loT was
designed by Oralhan et al. (2017). The road
network was illustrated by a graph. Garbage
collection container sensors were considered. All
information was transmitted to the management
software. Afterwards, the AC algorithm was
applied to decide the optimal routing system.

A monitoring system based on loT was
considered by Bellini et al. (2018). Authors used
AC algorithm to predict the optimal routing path.
Also, they applied this procedure to solve the
vehicle routing Problem. In this research, a
solution was proposed for the problem of
optimizing waste collection by smart machines in
a smart city.

A modified AC algorithm was analyzed for
cluster resource indexing in (Hong et al., 2019).
This algorithm was performed to cluster data in
I0T. By means of the ant colony's path, speed, and
location information, the loT cluster resource list
was updated. Also, this approach was carried out
global and local searches for resources.
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An AC algorithm was proposed to select the
optimal routing path for energy consumption in
Thapar & Batra (2018). Authors considered
energy consumption as the sum of energy
consumed by the transmitting and listening nodes
during transmission and listen processes,
respectively.

The Internet of vehicles (loV) as a branch of loT
was considered by Ebadinezhad et al. (2019). In
order to optimization of routing with loV,
Ebadinezhad and et. al. applied AC algorithm.
They used this algorithm to reduce traffic load.

In (Azizou et al., 2020), an routing optimization
problem was investigated based on AC algorithm.
This approach was discussed to solve a
decentralized service discovery model. As a
result, this algorithm was used in service
discovery and finding the best solution with the
optimal number of hops with a large network size.

The routing protocol was studied and simulated
on the performance of the AC optimization in (Shi
& Zhang, 2021). Clustering was performed by the
routing method based on the criteria of energy
level, collision reduction, distance from the
cluster head to the destination, and neighborhood
energy. It is worth noting that the cluster head was
selected according to the maximum remaining
energy, minimum distance to other clusters, and
energy consumption. It was shown that the given
method can be helped to save more than 40%
energy compared to existing methods.

Application of Particle Swarm Optimization in
the 10T

An improved PSO was presented by Sung &
Chiang (2012). This algorithm was applied in a
smart health care system. It was observed that this
procedure helped to increase the measurement of
the accuracy of the radio effect for multi-
physiological signals fusion. It also helped people
obtain timely medical care network services.

A monitoring system with several sensors in 10T
systems was considered by Sung & Hsu (2013).
A PSO algorithm was developed to carry out data
fusion in a multi-sensor network. Also, in
examining the experimental results, it was found
that the resulting sensor data can produce
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excellent fusion results by eliminating noise
interference.

Future loT (FIoT) as a branch of loT was
investigated by Tsai et al. (2014). A smart data
management frame was given in this paper. This
framework was developed by means of PSO for
FloT. This model was applied in a smart home.

The improvement of the performance of the fault
tolerance algorithm was studied by Luo et al.
(2014). In order to reduce the physical damage,
this algorithm was used to provide a fast recovery
mechanism of the failed path. Also, the fault
tolerance routing problem was solved using PSO.
This model selected the optimal path based on the
optimal sensor nodes.

The smart network of building energy
management system was reviewed by Hurtado et
al. (2015). This structure summarizes the
information of the building environment into
block information. The PSO was developed to
improve the capacity of this system. Therefore,
this algorithm increased the comfort and energy
efficiency.

An improved PSO algorithm was presented by
Fang et al. (2016). The retrieve end-use products
problem was investigated in this study. For this
purpose, this algorithm was used to measure the
total revenue to obtain good solutions.

A multi-objective PSO was used to cloud
brokering system in (Kumrai et al., 2016) This
system is an intermediary for managing the
connected things in cloud computing. Authors
considered the maximum profit of the broker.

A method was reviewed to obtain the optimal
situation of secondary base station in (Jinyi et al.,
2017). Also, the optimal operating channel
selection was proposed to maximize the
secondary capacity. The goal was to maximize the
number of sensor devices that can be supported.
In order to find this location, a PSO algorithm was
applied.

A computational resources allocation method was
considered by Dai et al. (2018), based on
improved PSO. Dai et al. used this algorithm to
obtain the optimal decision for mobile-edge
calculating of offloading. This algorithm resulted
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in speeding up the entire process and reducing the
number of iterations.

The waterfall control system is controlled
remotely using a microcontroller. This system
was taken by Sangeetha et al. (2018). In this
study, issues such as security, multi-user
configuration, and time delay were considered.
The PSO algorithm was applied to control the
level and flow of the cascade. The responses of
this system were validated by settling and rising
times.

The QoS as one of the criterion to choose the
suitable service was considered by Kashyap et al.
(2020). The problem of minimizing service cost
and execution time for each task in the service
configuration was investigated. PSO was utilized
to tackle QoS based on issues of combining
service.

In (Liu et al., 2021), the PSO algorithm was
studied to present an loT intrusion detection
model. For this aim, the PSO was used to extract
data features and the support vector machine was
applied to detect intrusions.

An intelligent intrusion detection system for
detecting intruders in loT-based WSNs was
investigated by Subramani & Selvi (2023). For
this purpose, a feature selection algorithm based
on the multi-objective PSO was given. It was
shown that the proposed method could detect
intruders more accurately by increasing the
detection accuracy and reducing the false positive
rate.

A guantum PSO was presented to investigate the
location of loT services in (Bey et al., 2024).
Quantum particles were designed to represent the
I0T service. The quantum particle decryption was
performed wusing the dual hash technique.
Throughput, energy consumption, latency, and
load balancing were considered in the fitting
function.

Application of Artificial Bee Colony algorithm in
the loT

The radio frequency recognition network
schematization problem was checked by Tuba &
Bacanin (2015). A hybrid algorithm based on
ABC and BA algorithms was presented to solve

this problem. The performance of the BA was
improved by the observer mechanism.

An improved ABC algorithm was developed by
Huo & Wang (2016). Huo and Wang were built a
service model. They applied this algorithm to
obtain the optimal solution from the high
accuracy and acceptable time in an IoT service.

The optimal service problem was considered by
Xu et al. (2017). The strategy for determining
configuration points to produce optimal service
solutions was examined. To this end, this problem
was solved in according to ABC algorithm and
the impact of service features.

The  Heterogeneous  wireless  networks
management was studied by Khan et al. (2017).
The network choice is done by means of ABC.
This procedure was used to choose the goal
network with least delay.

A hybrid ABC algorithm was presented by
Muhammad et al. (2017). This scheme was
applied to search the optimal disjoint subsets.
These subsets increase the lifetime of a smart
devices network. They also provided the optimal
solution in a shorter time.

A combination algorithm based on ABC and
Gravitational Search Algorithms was developed
by Praveen Kumar Reddy & Rajasekhara Babu
(2017). This algorithm was implemented for
selecting the efficient cluster head in the loT
devices. Energy, latency, temperature, and
distance of loT devices were considered in the
proposed cluster head selection process. To verify
the accuracy of the proposed method, the
performance of these factors was compared with
the obtained results.

Ahmad et. al. (2018) presented an improved ABC
algorithm for selection of feature in e-health large
data loT. This algorithm was applied to process
big data sets and gain an efficiency processing.

Energy-optimized routing using improved ABC
for cluster-based WSNs was proposed by
Santhosh & Prasad (2023). The proposed model
was presented in order to achieve energy
optimization and increase the network lifetime.
The ABC algorithm was used to select energy-
efficient cluster heads in large-scale WSNSs.
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Application of Cuckoo Search algorithm in the
loT

A visible light communication power coverage
problem in smart home was considered by Sun et
al. (2017). For this purpose, an improved CS
algorithm was applied to solve this problem. This
algorithm improved the quality of initial solutions
as chaotic distributions in order to avoid a
uniform distribution of solutions.

Improving the QoS of ad hoc cognitive radio
network routing was studied by Mulya et. al.
(2020). The aim of this research was to obtain
optimal signal overhead and improve the quality
of service. For this purpose, thet used the CS
algorithm to find the final optimal path.

The binary CS algorithm was investigated by
Kaur et. al. (2020). Human activity recognition in
smart home was studied. For this purpose,
activities were considered in a categorical
manner. The binary cuckoo search algorithm
based on the stacking model was used to
recognize information from accelerometer
sensors installed on wearable and mobile devices.

The multi-objective optimization problem was
modeled based on QoS requirements and service
requests in (Liu et al., 2022). Also, an
evolutionary algorithm based on cuckoo search
was proposed to solve this problem. Simulation
results showed that the proposed method provided
better performance compared to its counterparts
in terms of various criteria such as fog usage,
energy consumption, number of services
performed, response time, and service latency.

In order to increase the accuracy of the intrusion
detection system and prevent the spread of cyber
threats in the loT, a combined method of CS
algorithm and K-means was proposed by Hassan
et al. (2024). The CS algorithm and K-means
were used for feature selection for dimensionality
reduction, respectively. The model was evaluated
by an available intrusion dataset.

Application of Bat algorithm in the IoT

The brushless DC motor with loT was modeled
by Balamurugan & Mahalakshmi (2018). Also,
speed control and parameter estimation of this
model were presented. In order to estimate the
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optimal parameters, the BA and deep neural
network were used.

An modified BA was designed by Cui et al.
(2019). The convergence speed, optimization
performance, and global search space of the
proposed algorithm were increased. This
algorithm was utilized to select cluster-head node.
Furthermore, authors applied this procedure to
save the energy cost.

Minimizing the security risks of distributed denial
of service attacks in the 10T was investigated by
Alharbi et al. (2021). In this study, a hybrid
approach of the BA and neural networks was
proposed for feature selection and parameter
determination for effective attack detection. The
proposed algorithm was tested on a dataset with
extensive real-world traffic data with malicious
and malicious target classes.

The process of maximizing comfort and
minimizing energy consumption in smart homes
was considered by Malek et al. (2022). The
authors presented a solution based on the BA to
solve this problem. Three main parameters
affecting occupant comfort were considered,
namely temperature, illumination, and indoor air
quality. The algorithm was optimized towards the
best set of values for the three parameters.

Achieving Exposure Path in WSNs was
investigated by Jagadeesh et al. (2024). The goal
was to obtain optimal coverage and minimize the
sensor node balance. For this purpose, a modified
BA was used. The search process was conducted
to identify routes that not only provide
comprehensive coverage of the desired area, but
also minimize the number of exposed sensors
along the route.

Application of Grey Wolf Optimization in the loT

A hybrid algorithm of GWO and Bacterial
Foraging (BF) algorithms was presented by
Anwar et al. (2017). Hassan et. al. used this
technique to evaluate the performance of home
energy management system. For this aim,
household appliances were classified into two
categories based on their consumption patterns.
The goal was to reduce energy load during peak



Mostaghim et al. / A survey on combined applications of ...

hours. The GWO provided optimal results and
faster convergence.

Software defined mobile networke was
considered by Farshin & Sharifian (2017).
Furthermore, an improved GWO was proposed.
Authors developed a controller framework based
on this network and improved GWO. The goal
was to reduce the total cost of the cloud data
center and achieve better quality of service by the
best controller allocation.

An intelligent data routing mechanism based on
multi-objective GWO for WSNs was proposed by
Ojha & Chanak (2021), which prevents premature
network death. The presented method divides the
entire network into clusters with different optimal
sizes and selects optimal rendezvous points. This
mechanism has significantly improved the
network lifetime performance.

Two modified GWO algorithms for energy-
efficient routing in WSNs and decentralized
systems were presented by Seyyedabbasi et al.
(2023). The main objectives of this research were
to minimize traffic, improve fault tolerance in
related systems, and increase reliability and
lifetime.

The aim of Algahtany et al. (2025) was to find key
features to provide reliable and efficient intrusion
detection systems. Therefore, the generalized
GWO was implemented for the feature selection
problem. The function of this algorithm was to
remove unnecessary features from the dataset
used for intrusion detection.

Application of other algorithm in the loT

A recommendation mechanism was presented by
Horng (2015) to modify the QoS in the data center
for loT. Horng gave an optimal hybrid algorithm
based on the Artificial Fish Swarm Algorithm and
chaos searching theory. This algorithm was used
in a smart parking mechanism.

A honey Bee mating (HBM) optimization was
developed to improve QoS by Fadel et al. (2017).
The algorithm was used for cognitive radio sensor
networks. This algorithm led to improved QoS in
smart environments.

A gossip-based algorithm was presented to
progress urban drainage network by Garofalo et
al. (2017). The aim was to reduce sewage
flooding and overflow. Therefore, this method
ensures fault tolerance even in cases of damage
and blockage.

The BF algorithm was studied in (Reddy& Babu,
2017; Khalid et al., 2018). In (Reddy& Babu,
2017), a modified BF algorithm was applied to
obtain an optimal energy routing. The
performance of the method was analyzed in terms
of latency, power, and energy. In addition, a
hybrid algorithm based on GA and BF was used
to obtain the optimal electricity cost in (Khalid et
al.,, 2018). The goal was to minimize the
electricity cost and user comfort through the
coordination of household appliances. For this
purpose, a home energy management system was
checked.

The clustering algorithm for loV according to
dragonfly optimization was designed by Aadil et
al. (2018). The clustering metrics of this paper to
compare the performance of the optimization
method are reclustering delay, clustering time,
dynamic transfer range, direction, and speed.

Firefly algorithm was presented to determine the
stochastic resonance parameters for getting the
optimal parameter value in (Reda et al., 2020).
The proposed system had low time complexity
and high detection accuracy. This system
achieved a feasible design for cognitive radio-
based 10T applications.

The project scheduling problem with multi-level
resource constraints was studied by Quoc et al.
(2020). It was a combinatorial optimization
problem that had many advantages in network
resource management. This scheduling problem
was solved using the differential evolution
algorithm (EA) by Quoc et al. (2020). The results
were also compared with real data from a well-
known textile factory.

The marine predators algorithm was developed to
improved QoS by Abdel-Basset et al. (2020). This
algorithm was investigated to improve the QoS.
Also, the task scheduling problem in Fog
computing was solved using these algorithms. To
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evaluate the performance of the proposed
methods, the duration, energy consumption, and
execution time metrics were investigated.

In (Tripathi et al., 2020), a parallel military dog
algorithm (MD) was studied to solve the big data
problems. The performance of this method was
investigated in three industrial loT-based
complexes with real data. The developed
algorithm performed better in terms of clustering
accuracy and computation time.

In (Mohamed et al., 2020), network clustering
techniques were studied to improve energy
consumption and increase the lifetime of WSNSs.
A modified Coyote (CO) optimization was
considered to obtain optimal energy cost and
throughput in WSNs.

In (Iwendi et al., 2021), the authors used a hybrid
algorithm of whale optimization and simulated
refrigeration to optimize the energy consumption
of sensors in the loT network. Also, several
performance criteria such as the number of live
nodes, load, temperature, residual energy, and
cost function were used to select the optimal
cluster head in the 10T network clusters.

The hybrid optimization algorithm of lion-firefly
was investigated by Krishna & Thangavelu
(2021). This algorithm was used to detect denial
of service attacks in the lIoT. Also, the random
forest method was applied for attack classification
and feature selection.

In (Mir et al., 2023), an energy-aware or efficient
approach was presented for routing in the IoT.
The chaos fuzzy grasshopper optimization
algorithm was used. In this algorithm, the initial
population of grasshoppers is generated by
Lorenz chaos theory and the input and output
parameters of the algorithm are adjusted with a
fuzzy approach. Three evaluation criteria of

residual energy, network lifetime, and coverage
rate were used to evaluate the efficiency of the
proposed method.

Overview of applications

In this subsection, a summary of research on the
applications of metaheuristic algorithms in the
IoT is presented according to the year of
publication and the number of citations. The
results are proposed separately in Tables 1 and 2
for discrete and continuous  problems,
respectively. Also, some of the main objectives of
this research are mentioned.

Table 1 shows the year of research, the number of
citations, the type of metaheuristic algorithm
used, and the main research objective based on
discrete-type applied problems. The number of
citations is calculated up to February 2025. The
table is sorted by year of publication. As can be
seen, the main topics of interest in each article are
briefly presented. In this table, the most cited
reference is (Zhang et al., 2019) with 400
references, which investigated multi-objective
genetic algorithms for intrusion detection.

Table 2 shows the year of research, the number of
citations, the type of metaheuristic algorithm
used, and the main research objective based on
continuous-type applied problems. The number of
citations is calculated up to February 2025.
Similar to Table 1, Table 2 is sorted by year of
publication and the main discussed topics of
interest in each paper are briefly presented. In
Table 2, the most cited reference is (Tsai et al.,
2014) with 385 references, which analysed single-
objective particle swarm algorithms for data
mining.

Table 1: Summary of research on the applications of metaheuristic algorithms in the IoT for discrete problems

Year Study Citations | Algorithm | Objective Main discussed topic
2013 Cosido et al. (2013) 20 AC Multi Find a bike route automatically
2015 Ebrahimi et al. (2015) 18 AC Multi Cluster sensors
Yue & Yi (2016) - AC Multi Optimize route
2016 Suryani et al. (2016) 25 AC Multi Choose a reliable object
Sabbani et al. (2016) 11 AC Multi Routing problem
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Year Study Citations | Algorithm | Objective Main discussed topic
Kowshal;(/ggclgl)alarmathl 13 AC Single Sybil attacks in the community
Huo & Wang (2016) 39 ABC Multi Optimize service instantiation
Mahalaxrr(1|2(<)€c17R)aJakumarl 22 AC Multi Improve the routing problem
Oralhan et al. (2017) 66 AC Multi Smart waste management
Thapar & Batra (2018) 13 AC Multi Optimize route
Xu et al. (2017) 65 ABC Multi Optimize Service
2017 Muhammad et al. (2017) 35 ABC Multi Solve scheduling problem
Praveen Kumar Reddy & :
Rajasekhara Babu (2017) 51 ABC Multi Select Cluster head
Fadel et al. (2017) 93 HBM Multi Identify radio frequency sensor
networks routing
Garofalo et al. (2017) 124 GB Multi Decrease sewer flooding
Wang et al. (2018) 58 GA Multi Control mvenctﬁ;)i/ncost in supply
2018 Bellini et al. (2018) 6 AC Multi Smart waste management
Aadil et al. (2018) 118 DO Multi Optimize internet of vehicles
Zhang et al. (2019) 400 GA Multi Intrusion detection
2019 Ebadinezhad et al. (2019) 35 AC Multi Optimizeinternet of vehicles
Hong et al. (2019) 14 AC Multi Optimize the sources indexing
Rani et al. (2020) 221 GA Multi Optimize energy in smart city
Kashyap et al. (2020) 46 GA Multi Optimize service composition
2020 Quoc et al. (2020) 3 EA Multi Schedule network resources
Reda et al. (2020) 11 FA single Sense SpeCtrr;‘(;Ti‘o'“ cognitive
Abdel-Basset et al. (2020) 197 MP Multi Optimize energy
Abbas et al. (2021) 44 GA single Gas network energy
optimization
2021 Optimize scheduling of multiple
Shi & Zhang (2021) 26 AC Multi P sk P
2022 Khadir et al. (2022) 19 GA Multi Fluctuating Quality of Servic
Aware Selection
Luetal. (2023) 21 GA Multi Online virtual network
2023 imization in Wi
Santhosh & Prasad (2023) 31 ABC Multi | EMergy optimization in Wireless
sensor network
2024 Saiyed & Al-Anbagi 14 GA Single High-precision attack detection

(2024)

in 1oT networks
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Table 2: Summary of research on the applications of metaheuristic algorithms in the 10T for continuous problems

Year Study Citations Algorithm | Objective Main discussed topic
2012 Sung & Chiang (2012) 89 PSO Multi Signal processing of remote medical
care system
2013 Sung & Hsu (2013) 25 PSO Multi Data fusion
2014 Tsai et al. (2014) 385 PSO Single Data mining
Luo et al. (2014) 10 PSO Multi Fault Diagnosis routing problem
Hurtado et al. (2015) 116 PSO Multi Smart home energy management
2015 Tuba & Bacanin (2015) 56 ABC Multi RFID problem
Horng (2015) 28 AFS Single Smart parking
Jiang et al. (2016) 10 AC Multi Recognize the disorder
2016 Kumrai et al. (2016) 81 PSO Multi Optimize the profit of broker
Fang et al. (2016) 117 PSO Multi Resumption of the end-of-use
productions
Lopez-Matencio et al. (2017) 13 AC Multi Mobility tourists
Said (2017) 71 AC Multi Routing
Jinyi etal. (2017) 6 PSO Multi Find the optimal position of
secondary base stations
Khan et al. (2017) 36 ABC Multi Select Network
2017 Sun et al. (2017) 33 cs Multi Optimizevisible Ilg_ht connection in
smart building
Anwar ul Hassan et al. (2017) 16 GWO Single Optimize energy
Farshin & Sharifian (2017) 32 GWO Mult Control Software Defined Mobile
Networking
Reddy & Babu (2017) 55 BF Multi Energy efficient routing protocol
Dai et al. (2018) 17 PSO Multi Optimize the mobile-edge
calculation offloading
Sangeetha et al. (2018) 44 PSO Multi Tuning waterfall control
. Selection of features in e-health
2018 Ahmad et al. (2018) 103 ABC Single system
Balamurugan & Mahalakshmi . Brushless DC motor parameter
- BA Multi o
(2018) estimation
Khalid et al. (2018) 230 GAandBF | Muli | Demandside anagement in smart
2019 Cui et al. (2019) 269 BA Single Sense big data system
Azizou et al. (2020) 5 AC Multi Discover decentralized services
Kashyap et al. (2020) 37 PSO Multi Quality of service
Moila et al. (2020) 4 BA Single Identify radio ad hoc network
2020 Kaur et al. (2020) 31 cs Multi Recognize h“m[‘ d?rf;""ty In smart
Tripathi et al. (2020) 96 MD Single Identify IndustrialloT
Mohamed et al. (2020) 33 co Single Optimize energy in wireless sensor
network
Liu et al. (2021) 115 PSO Multi Designing a secure Intrusion
detection model
Alharbi et al. (2021) 101 BA Multi Botnet attack detection
Ojha & Chanak (2021) 29 GWO Multi Improve wireless sensor network
2021 longevity
Iwendi et al. (2021) 280 WOA and Multi Energy efficiency in the loT
SA networks
Krishna & Thangavelu (2021) 25 Liand FA Multi Designing a secure Intrusion
detection model
Liu et al. (2022) 101 CS Multi Desngr:jmg a secure Intrusion
2022 etection model
. Comfort and energy consumption
Malek et al. (2022) 38 BA Multi optimization in smart homes
2023 Subramani & Selvi (2023) 43 PSO Multi Intelligent intrusion detection system

42 lIranian Journal of Optimization, 16(1), 25-51 March 2024




Mostaghim et al. / A survey on combined applications of ...

Optimal resource utilization in wireless

Seyyedabbasi et al. (2023) 60 GWO Multi sensor networks
. . Energy-aware routing design in the
Mir et al. (2023) 23 CFG Multi Internet of Things
. Efficient 10T service placement in edge

Bey et al. (2024) 25 PSO Multi computing systems

2024 Hassan et al. (2024) 3 csS Multi Designing a secure intrusion
' detection model

Jagadeesh et al. (2024) 1 BA Multi Minimal Exposure Path

. Designing a secure intrusion

2025 Algahtany et al. (2025) - GWO Single detection model

FUTURE WORK

According to the reviewed research in the
previous sections, it can be seen that many studies
have applied meta-heuristic algorithms in various
IoT topics. Some features of meta-heuristic
algorithms can be used to solve loT-based
systems by means of these algorithms, including
scalability, flexibility, and robustness. In the
following, some research areas in this field are
presented for future work.

Introducing the new methods based on the
proposed classification

The provided classification demonstrates that
there are very classifications in which no
investigation has been presented yet. For
example, more research needs to be done on the
application of meta-heuristic algorithms to solve
discrete or continuous IoT problems. In addition,
according to the efficiency of methods for
combining multiple meta-heuristic algorithms,
research on hybrid meta-heuristic algorithms to
solve discrete and continuous loT problems
should be conducted. Also, other meta-heuristic
algorithms can be used to examine the 10Ts. In
addition, a new classification based on these
algorithms can be used.

Pay more attention to new and
algorithms

improved

According to the methods studied in this review
article, it can be derived that most of the research
in the field of optimization were based on genetic
algorithm (GA), ant colony (AC), particle swarm
optimization (PSO), artificial bee colony (ABC),
gray wolf optimization (GWO), bat algorithm

(BA) and cuckoo search (CS). It is possible to use
other algorithms to study the 10T, including the
flower pollination algorithm (Bozorg-Haddad,
2018), the Moth-Flame optimization algorithm
(Kaveh & Bakhshpoori, 2019), the fireworks
algorithm (Kaveh & Bakhshpoori, 2019), the
elephant herd optimization (Vasuki, 2020) and so
on. Also, improved and hybrid loT algorithms can
be used, such as the modified ant colony
algorithm (Yang et al., 2006), the improved
artificial bee colony algorithm (Eskandar et al.,
2012), and etc. In addition, most of the proposed
algorithms are based on multi-objective
problems. It is suggested that in future works, the
application of these algorithms in single-objective
problems be further investigated.

Application of meta-heuristic algorithms in other
usages

Meta-heuristic algorithms are appropriate for
optimization, planning, management and design
issues. These kinds of issues are everywhere,
including investment, health, manufacturing,
vehicles, and so on. These algorithms can be
suitable methods to investigate the 10T systems.
In many studies, methods have been proposed to
solve a particular problem. In addition to the
issues raised, these algorithms can be used in
various applications. Applications of meta-
heuristic algorithms in the loT include the
following areas: routing in wireless sensor
networks, estimating water resources, estimating
travel time, increasing image contrast, optimizing
energy, selecting high-dimensional features, and
etc.

Research challenges

The use of meta-heuristic algorithms in loT
environments is inevitable. Despite the very good
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efficiency of meta-heuristic algorithms in the 10T,
there are still challenges that need to be addressed
in the articles. Including:

» Hardware and software challenges of the IoT in
meta-heuristic algorithms: In recent years, the loT
has attracted a lot of attention in various fields
using smart devices. The application of meta-
heuristic algorithms is essential for the intelligent
management of infrastructure, health systems,
agriculture, financial risk, etc. However, the lack
of  professional sensors and  network
communications in some areas are very important
challenges in systems with an loT-based
framework. In addition, it is necessary to provide
a practical system to examine the performance of
problems with computational complexity under
different conditions.

* Security challenges: So far, in most countries,
there is no single organizational structure that can
manage dynamic and high-dimensional data.
Therefore, there are security challenges such as
eavesdropping, data manipulation and repeated
attacks. Hence, it is necessary to provide
optimization methods to manage some of the
problems in investing in this area.

* Big Data Management: Due to the generation of
large amounts of data from 10T devices, we need
intelligent infrastructure to process, analyze and
store data in automation of various tasks. In non-
stationary environment and dynamic problems
where data is not static, the use of meta-heuristic
algorithms helps to solve these problems.

CONCLUSION

The loT has attracted the attention of many
researchers. Recently, we have witnessed the
growth of loT-enabled devices. The 10T has
provided new opportunities in the field of
technology. Many important issues in the loT
include routing, quality of service, intelligent
management, etc. In addition, in recent years,
meta-heuristic optimization algorithms have been
considered in various fields. One of the
application areas of meta-heuristic optimization is
the application of these methods in the loT.
Therefore, many studies have addressed the issue
of the application of these methods in the IoT.
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The purpose of this review study was to provide a
classification of the application of meta-heuristic
algorithms in loT systems. It is clear that meta-
heuristic algorithms are one of the most efficient
models for solving dynamic systems such as 10T
systems. These algorithms can provide robust and
acceptable solutions for these systems. To address
this issue, first, definitions and concepts of the 10T
and its applications were provided. In addition,
some meta-heuristic algorithms were briefly
reviewed. Also, pseudocodes of these algorithms
were presented. Then, categorization was
presented in four levels. At the first level, the
problems were identified as discrete or
continuous. In the second level, the meta-heuristic
algorithms used to solve the problem were
expressed. In the third level, loT systems solved
using meta-heuristic algorithms were mentioned.
Finally, in the fourth level, aim or application of
the research was checked. With this classification,
researchers can get an overview of the
applications of meta-heuristic algorithms in the
loT.
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