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Abstract

Nowadays, due to the number of advertisements and the increased awareness of customers, it has become difficult
to communicate with them. They often do not respond to marketing stimulants and even consider it a nuisance.
However, this research has shown that it is still possible to reach the potentials of customers with relevant and
specific messages. To address these concerns and to meet legal requirements, the concept of pre-authorization
consumer provides an interesting option for future engagement. This concept, called permission marketing, refers
to direct marketing activities that require consumer consent for a particular company to contact the consumer. These
messages are personal and relevant, beneficial and reciprocal. Permission not only has a positive effect on consumer
response to interactive marketing activities, but is also a legal requirement for companies using direct marketing
media. The present research, in terms of the practical purpose and the descriptive-survey data collection method,
is based on correlation and in terms of time was carried out cross-sectional. The research model was evaluated with
a questionnaire of 34 questions (based on a Likert scale 5-point). The statistical sample was account for 384 online
customers receiving the services from the Rasht's Agriculture Department. At the end, among the 10 hypotheses
proposed, two hypotheses were rejected and 8 hypotheses were confirmed. Privacy concerns were explained by
88% and permission by 50% in the model.

Keywords: Agricultural Service Companies, Customers' Intention to Accept Permission Requests, Permission
Marketing, Privacy Concerns, Risk.

Introduction determine when and for what purpose others
can access such information (Crossler & et
al, 2019). Previous studies indicate that the
transformation in privacy follows the

Information privacy is defined as the ability
to control information about oneself and
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advancement of information technology and
with the evolution of markets and
technologies, its dimensions can also be
changed (Smith et al., 2011). Three
contemporary eras of information privacy
have been discussed in the literature
(Westin, 2003): The first era (1961-1979) is
characterized by the emergence of
technologies for collecting, processing and
monitoring data through the guidance of
mainframe computers and communications.
The protocols have raised concerns about
individuals' privacy rights. The second
period (1919-1980) saw no major changes
in privacy as advances in computers and
telecommunications  were incremental.
Personal computers were introduced, but
their computing power and network access
were limited. In the third period (2010-
present), with the widespread expansion of
Internet and wireless communication
technologies, the creation of big data tools
and data breach incidents, web tracking and
fingerprints, location-based services and the
adoption of electronic health records,
privacy has become a social and political
priority. Became the challenges of
balancing the needs to ensure privacy rights
and protect freedom of information are
complex. However, technological advances
in the past decade have significantly
changed the concept of privacy and raised
unprecedented issues regarding the role of
third parties, the extent of user involvement

in privacy settings, and the
commercialization of user data (for
example, the Facebook-Cambridge

incident). Technology has also significantly
increased the value of data and hence the
organization's efforts to gather information.
About 90% of the data available on the
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Internet today after 2016 and almost half of
this data is generated by mobile devices and
the Internet of Things (Marr, 2018).
Empirical analyzes show that these devices
are the main target of privacy and security
violations because they lack basic security
protocols (Pour & et al., 2019). A recent
study estimated that “99.98% of Americans
are correctly identified using 15
demographic  characteristics in  each
dataset” (Rocher & et al., 2019). Also, the
number of social network users has
increased from 5% in 2005 to 72% in 2019
(Pew Research Center, 2019). The temporal
and spatial boundaries of privacy are fading
(Acquisti et al.,, 2015). Because stored
public data can even reveal people's secret
affairs (Malm, 2018) and physical privacy is
no longer a single concept but a subset and
a function of information privacy. It has
been argued that the significant
technological advances of the last decade
have changed the concept and dimensions
of privacy, which is partly due to the
increased differentiation in the provision of
services equipped with mobile phones. In
addition, with the integration of the Internet
with social and mobile technologies, we
may have entered the fourth era of
information  privacy: most  positivist
empirical information system studies on
privacy concerns approach this
phenomenon through the macro model
“Antecedents-Privacy Concerns-
Outcomes” (APCO) (Dinev & et al., 2015)
are reviewed (Smith et al., 2011; Warkentin
et al., 2016). However, when people are
constantly involved in social and
communicate with others through mobile
devices, they may be forced to revise
previous structures. People participate in
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online social networks to create social
capital, improve their self-esteem and self-
confidence, and satisfy their enjoyment
needs (Heravi et al., 2018). However, the
content shared in these operating systems
can attract the attention of a wide range of
people, third-party organizations, and
government organizations (Aquasti et al.,
2015). Therefore, when deciding whether to
disclose information, users should consider
possible misuse of private information by:
1) the organization that operates the online
social network and its partners (known as
institutional privacy concerns) and (2) other
users or Individuals in the operating system
(social privacy) should consider issues
(Raynes-Goldie, 2010). In addition, in the
context of mobile phone applications, the
disclosure of user information s
supplemented with data generated on the
device (for example device ID, location, and
contact list of the user) (Crossler et al.,
2019). Such data is automatically shared
with the developer when users accept the
permission request (Dogruel et al., 2017).
Additionally, most developers share user
data with third parties for tracking and
advertising purposes. Thus, it enables third-
party companies to match data from
different applications and services and draw
conclusions about individual users (Vallina-
Rodriguez et al., 2017). Unlike traditional
websites or desktop applications, mobile
applications can continuously monitor the
activities of their users (Wottrich et al.,
2019). Therefore, the dynamics of data
sharing and disclosure have made privacy
studies more complicated in the era of social
mobile (Barth et al., 2017; Crossler et al.,
2019; Wottrich et al., 2018). The structure
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of mobile users' information privacy
concerns was first presented by Zhu et al.
(2012), which is based on the scale of
concern for information privacy and privacy
concerns of Internet users. The information
privacy  concern scale measures
"Individuals' concern about organizational
information privacy practices” with four
subscales: collection, errors, inappropriate
access, and unauthorized secondary use.
The collection of personal information
enables companies to use this information
about people in permission marketing and
make offers more accurately to interested
people. Due to errors and inappropriate
access, people are concerned that
companies should take more measures to
reduce errors and control access to personal
information.  Regarding the possible
opportunistic  behavior of companies,
unauthorized secondary use refers to the
sale or sharing of personal information
without their permission (Smith et al.,
1996).

Importance and necessity of conducting
research

There have been many reviews and articles
on the role of customer information privacy
in e-commerce: social media (Jozani et al.,
2020), wearables (Longley 2015; Lydnia et
al.,, 2017), and the Internet of Things
(Emami Nayini et al., 2019; Kim et al.,
2019; Paul et al., 2020) which indicate that
customer privacy and related concerns in
establishing marketing communications and
customer permission are of great
importance. Therefore, it should be noted
that the protection of personal data and
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privacy of all users is important and the
protection of their personal information is
the main priority in reducing the risk of
further damage to the threat or inappropriate
use of biometric data (Gerrya, 2018).
Today, you can reach potential customers
with relevant and exclusive messages.
However, consumers usually perceive such
messages as an invasion of their privacy,
which creates a challenge for companies
(Krafft, 2017). To address these concerns
and meet legal requirements, consumer pre-
authorization provides an interesting option
for future engagement. This concept, called
permission marketing, refers to direct
marketing activities that require the consent
of consumers to contact a particular
company. As predicted, these messages are
personal and relevant, beneficial and mutual
(Goodin, 1999). Permissions not only have
a positive effect on consumer response to
interactive marketing activities (Tsang et
al., 2004) but are also a legal requirement
for companies using direct marketing
media. In the United States, this issue arose
due to the global debate on data sharing and
abuse (CJEU, 2015). Likewise, the latest
European data protection law prevents the
targeted dissemination of unique interactive
marketing activities. Aimed at giving
consumers more control over their personal
information, the revised law expands the
definition of personal data and creates a
universal requirement for consent for any
use of personal data. Experts predict that
this law will have a devastating effect on the
online advertising industry (O'Reilly, 2015)
and destroy the potential for high profits, for
example, mobile marketing offers (Fang et
al., 2015). Permission marketing appears to
be a promising solution to legal issues and
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privacy concerns and provides a convenient
way to reach customers (Kumar et al.,
2014).

Consumers are more likely to allow
multiple companies out of a large number of
sellers but are likely to choose only one. As
a result, companies that have a significant
number of satisfied customers are at a
competitive advantage over their business
rivals. These companies can not only use
targeted media to interact with existing
customers, but they may also be able to use
the existing relationship for mutual
activities.  Without their  customers'
permission, in many countries companies
are not allowed to actively target customers
and are therefore reduced to passive order
takers. Designing the licensing process with
the goal of increasing customer satisfaction
is a priority for many companies.
Organizations are faced with the question of
what factors are influential in this decision-
making process. On the one hand, there is a
growing potential for  personalizing
messages in online marketing. On the other
hand, a higher degree of personalization
may also increase privacy concerns
(Tucker, 2014). In this regard, the current
debate about the consequences of privacy is
increasingly focused on the authorized use
of data alongside the growing potential for
the illegal misuse of data (Shah, 2015).
Despite the growing importance of
permission-based interactive
communications and disruptive privacy
concerns, limited research has been done to
examine the drivers and barriers to granting
permission from customers. Until now,
researchers have focused primarily on
responses to personalized marketing,
privacy impacts, and opt-in and opt-out
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decisions, but not on permission decisions.
There are still no studies that test a
conceptual model with a large number of
determinants based on permission decision
theory. This is necessary given the
increasing use of big data in marketing to
target customers  with  personalized
messages (e.g., Wedel,Kanan, 2016;
Verhoef et al., 2010), which may potentially
damage customer relationships (Van Doorn,
Hoekstra, 2013) to address this gap, the
main purpose of this study is to examine a
list of factors that motivate or discourage
customers to grant permission for
interactive marketing activities. Therefore,
our main objective is to evaluate the
influence of different factors on the
customer's decision to grant permission for
personal marketing activities by companies.
This is important because recent market
studies confirm that consumers are
concerned about access to their data and
want more information about how it will be
used, and are looking for benefits in
exchange for the release of personal
information, which is linked to the granting
of permission (Groopman, 2015). In
addition, the Institute of Marketing Sciences
has named ‘“creating optimal social
contracts with customers™ as one of their 11-
year research priorities from 2014 to 2016.
(Marketing  Science Institute, 2016).
Permission-based marketing has its origins
largely in the direct marketing literature of
the 1990s. With the advent of online and
digital marketing, direct marketing
communications have been partially
replaced by personalized online marketing
on multiple devices such as mobile phones
(Rost et al., 2009). Giving decisions where
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customers have to allow companies to
collect and store data is related to privacy
(Martin et al.,, 2017). When granting
consent, customers agree that companies
may contact them directly with personalized
messages through various channels such as

direct mail, email, or telephone.
Importantly, existing research shows that
giving permission improves the

effectiveness of personal communication
(Kumar et al.,, 2014). Our study also
includes research related to personal
communications, the formation of attitudes
toward personalization (eg, evaluation of
direct mail activities), as well as behavior
regarding  engagement in  personal
marketing communications. Beyond this,
research has also been conducted in the field
of authorization process design by studying
specific opt-in or opt-out procedures.
Previous research mainly considers
decisions related to receiving personal
communications as a trade-off between
benefits and costs (Krishnamurthy, 2001).
The use of profit and cost trade-off has been
described in various theories and research
streams, such as Homans' (1961) social
exchange theory. This theory explains that
people only decide to engage in an exchange
situation if they expect the outcome to be
completely positive. Social exchange theory
is used to explain the basics of human
interaction and has been repeatedly used in
the field of information exchange (Culnan,
Armstrong, 1999; Shuman et al., 2014). In
the research literature, several advantages
and costs have been considered. One of the
dominant advantages of these studies is the
level of personalization and, as a result,
more communication for customers. This
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has been confirmed by studies that show
that personalized marketing campaigns
have a higher response (Ansari & Mela,
2003). It also shows that incentives and
types of content and especially
entertainment can be important benefits.
Cost factors have received less attention in
the existing literature. However, existing
research ~ suggests  that  consumers
anticipating higher costs for maintaining
their consent (for example, by feeling
pressured to regularly update personal
information) are less likely to consent.
Additionally, the anticipated loss of privacy
is considered an important cost factor, as
customers who allow companies to send
them personal communications may be
viewed as a nuisance (Van Doorn, Hoekstra,
2013). Considering the importance of
privacy in general and for the present study
in particular, we present an overview of
privacy in the relevant literature. One study
has extensively examined consumers'
decisions to allow companies to collect and
use their personal data (Martin et al., 2017).
There has been extensive research on this
decision in the marketing and information
systems literature (Zu et al., 2011). Another
interdisciplinary review is presented that
focuses on the so-called privacy account
and analyzes the risks and benefits of
sharing personal information with others.
Similar to the literature on personal
communication, studies often use a benefit-
cost perspective to make decisions.
Unsurprisingly, the main costs here are the
costs of loss of privacy. Therefore, most
previous studies have reported a negative
effect of privacy concerns on consumers'
willingness to share personal information
(Kim et al., 2008). Providing incomplete or
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inaccurate information, opting out, negative
word-of-mouth, or actively complaining
about additional negative consequences of
apparent privacy concerns can be less likely
to register online (Kim et al., 2008; Lwin et
al., 2007). Providing more control to
consumers can reduce privacy impacts
(Tracker, 2014). Interestingly, factors such
as company reputation, consumer trust, and
data protection seals can build confidence
and reduce the negative impact of privacy
concerns (Xie et al., 2006). Therefore, this
research also shows that according to some
factors, the effect of privacy concerns can be
reduced. On the other hand, previous
researches show that when communication
IS perceived as irritating, disturbing, and
annoying, consumers react less and if
consumers think that these communications
cause dissatisfaction or negative feelings, a
negative response occurs. Such expectations
can even lead to attempts to avoid any
contact with the sender (Beak et al., 2012).
Tsang, Hu, and Liang (2004) show that
perceived harassment, which is defined as
one aspect of stimulation, has a negative
effect on consumers' attitudes toward
mobile phone advertisements. In the context
of online advertisements, perceived
influence explains the consumer's negative
response (Van Doorn, Hoekstra, 2013).
From here, we conclude that these findings
support the presence of the predicted
negative influence on consumer-company
relationships. Once consumers decide to
register and consent to interactive marketing
activities, they must provide personal
information to the relevant company. Such
information includes at least a contact
address, but can also include more details
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such as demographics or personal settings
(Krishnamurthy, 2001).

Depending on consumers' perception of the
value of their personal information, privacy
concerns may arise. Often, consumers
perceive the disclosure of private data as
personal self-sacrifice (Krofft, 2017; Kim et
al., 2008). Several researchers have found
evidence of the negative impact of privacy
concerns in various research fields, for
example, mobile marketing programs and
consumer loyalty (Zhao et al., 2012), as well
as Tsai et al. (2016), found that consumers
are even willing to pay a higher price to
purchase products from websites that
protect their privacy. Their research shows
that consumers are aware of the monetary
value of their data. In the context of
interactive marketing, it was also found that
privacy concerns have detrimental effects
on the acceptance of information storage as
well as on mail-order purchasing behavior
(Phelps et al., 2001). Finally, Beak and
Morimoto (2012) supported that privacy
concerns lead to increased ad skepticism
and ad avoidance. Based on these arguments
and obvious findings, it can be seen that
privacy concerns are an important variable
in many decisions related to providing
information. Interactions between privacy
concerns and perceived benefits Consumers
with strong privacy concerns have a
generally negative attitude toward all forms
of personalized communications (Martin et
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al., 2017). Customers have a strong fear that
their data will be misused and usually do not
trust the good intentions of companies. In
view of these cases, we have accepted the
direct and negative impact of privacy
concerns  on licensing  decisions.
Accordingly, we consider and integrate
insights from discussions of theoretical
approaches, literature  on  personal
communications and privacy concerns,
perception of intrusion, perceived benefits,
potential costs, and degree of control over
data presentation, to develop and
substantiate our conceptual framework.

Methods and Methodology

This research is considered to be
quantitative in terms of its practical purpose
and in terms of its implementation strategy.
At first, data, models, and theoretical
literature in this field were collected. The
appropriate and comprehensive model was
selected and tested in the field by
distributing a combined 34-question
questionnaire (standard and researcher-
made) based on a five-point Likert scale
among the statistical population of 384
online customers receiving services from
the agricultural sector of Rasht. The
following model, which was obtained from
the qualitative research of
Mohammadzadeh & et al., (2022) was
evaluated:
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Figure 1. Conceptual model was obtained from (Mohammadzadeh & et al., 2022)

Results

Data analysis was done in two parts,
descriptive and inferential statistics. In
descriptive statistics, using descriptive
statistics techniques such as frequency
indices and percentages, tables and graphs,
we analyzed the demographics of the
statistical sample, and in the inferential
statistics section, we investigated the
research hypotheses using statistical tests.
Inferential analysis was performed using
tests such as correlation coefficient,
confirmatory factor analysis, model fit test,
measurement model and path analysis with
the help of SmartPLS software.
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Research demographic

The total number of respondents was 384, of
which 3.9% were between 10 and 15 years
old, 4.4% between 16 and 21 years old,
8.1% between 22 and 27 years old, 16.1%
between 28 and 33 years old, 19.5%
between 40 and 45 years old, 159 %
between 34 and 39 years, 16.7% between 46
and 51 years, 8.6% between 52 and 57
years, 1% between 58 and 63 years, 3.1%
between 64 and 69 years, 1.6% between 70
and 75 years, 1% higher They have been
since 75 years. Of these respondents, 37.8%
were men and 62.2% were women. Among
all the respondents, 50% were married,
34.9% were single, and 15.1% chose other
items. 5.5% under diploma, 5.5% diploma,
15.1% of respondents were people with
postgraduate education, 34.4% bachelor,
28.4% postgraduate, 11.2% PhD.
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The score of research variable structures

Table 1. The descriptive structures of research variables

Research variables minimum | maximum | average stapdgrd
deviations
privacy Concerns 1 1.81 .081
Personal relevance 1 2.13 0.81
Perceived level of control 1 3.11 1.65
Customers’ Intention to Accept 1 4.33 2.26 0.46
Permission Requests
Awareness of privacy 1 5 1.69 0.83
risks 1 45 1.23 0.63
Trust 1.2 5 4.32 0.96
Culture 1 2.3 0.73
permission 1 2.72 0.87

In the above table, the range of changes in
the scores of the variables, their mean and
standard deviation are mentioned. As can be
seen, the highest average value for the trust
variable with an average value of 4.32, and
the lowest average value for the privacy
risks variable with an average value of 1.23.
According to the significance level of the
Kolmogorov-Smirnov test, which was less
than 0.05 for the research variables, it was
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concluded: the frequency distribution of the
research variables was not normal, and
therefore, Smart PLS structural equation
software was used to check the research
hypotheses.

Inferential findings

Inferential findings the results of the
hypothesis test showed that:
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Table 2. The final results of hypothesis testing

Research hypotheses intensity of | T value level of result
impact significance

Hypothesis 1- Gender is related to concern about -0.003 0.16 0.86 rejected

privacy.

Hypothesis 2- Age is related to privacy concerns. 0.01 0.18 0.87 rejected
Hypothesis 3- Culture is related to privacy concerns. 0.11 4.28 0.001 confirmed
Hypothesis 4- Privacy awareness is related to privacy -0.24 6.45 0.001 confirmed

concerns.
Hypothesis 5- Perceived privacy control is effective on -0.324 11.384 0.001 confirmed
privacy concerns.
Hypothesis 6- Privacy concerns affect the intention to -0.184 3.606 0.001 confirmed
accept permissions.
Hypothesis 7- The probability of the intention to grant 0.396 5.966 0.001 confirmed
permission to accept permission requests by consumers
has an effect on their permission.
Hypothesis 8- Perceived personal connection as the 0.282 6.208 0.001 confirmed
perceived benefits of consumers is related to the
permission of marketing activity.
Hypothesis 9- Customer trust is effective in his concern -0.116 3.029 0.008 confirmed
about privacy.
Hypothesis 10- The amount of perceived risk is effective -0.543 8.311 0.001 confirmed
on Customers’ Intention to Accept Permission Requests
permission requests.

Source: research findings

To test the measurement model, in this
research, Cronbach's alpha and composite
reliability were used to check the reliability
of the measurement model, and convergent

validity and divergent validity tests were
used to check the wvalidity of the
measurement model. The results of which
are as follows:

Table 3. Cronbach's alpha of research variables

Research variables Cronbach's alpha | situation

privacy Concerns 0.968 acceptable

Personal relevance 0.953 acceptable

Perceived level of control 0.97 acceptable

Customers’ Intention to Accept Permission Requests 0.769 acceptable
Awareness of privacy 0.859 acceptable

risks 0.918 acceptable

Trust 0.946 acceptable

Culture 0.694 acceptable

permission 0.847 acceptable
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Table 4. Composite reliability of research variables

Research variables Composite reliability situation
(p Dillon-Goldstein)
privacy Concerns 0.974 acceptable
Personal relevance 0.969 acceptable
Perceived level of control 0.98 acceptable
Customers’ Intention to Accept Permission 0.715 acceptable
Requests
Awareness of privacy 0.914 acceptable
risks 0.942 acceptable
Trust 0.961 acceptable
Culture 0.835 acceptable
permission 0.929 acceptable
Table 5. Convergent validity of research variables
Research variables Convergent validity AVE situation
(average variance)
privacy Concerns 0.862 acceptable
Personal relevance 0.913 acceptable
Perceived level of control 0.843 acceptable
Customers’ Intention to Accept Permission 0.587 acceptable
Requests
Awareness of privacy 0.781 acceptable
risks 0.803 acceptable
Trust 0.834 acceptable
Culture 0.637 acceptable
permission 0.867 acceptable

Table 6. Coefficient of determination and average index of sharing of research variables

Research variables R Square | Communality | situation

privacy Concerns - 0.862 acceptable

Personal relevance 0.498 0.913 acceptable

Perceived level of control - 0.843 acceptable

Customers’ Intention to Accept Permission Requests - 0.587 acceptable
Awareness of privacy - 0.781 acceptable

risks - 0.803 acceptable

Trust - 0.834 acceptable

Culture 0.417 0.637 acceptable

permission 0.880 0.867 acceptable
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Divergent  (diagnostic)  validity and
diagnostic validity were conducted by

Fornell and Larcker and the results confirm
the validity of the model.

Table 7. Q2 criterion of research variables

Research variables Q2 criterion situation
privacy Concerns 0.799 acceptable
Personal relevance 0.769 acceptable
Perceived level of control 0.82 acceptable
Customers’ Intention to Accept Permission 0.47 acceptable
Requests
Awareness of privacy 0. 545 acceptable
risks 0.655 acceptable
Trust 0.757 acceptable
Culture 0.31 acceptable
permission 0.503 acceptable

And finally, the general fit of the model was
evaluated by the general "GOF" criterion
(Tennenhas et al. (2004)). This criterion is
related to the general part of structural
equation models and many researchers have
used it in their research (Hair et al., 2013, p.
185). The amount of GOF in the current
research model is as follows:

GOF
= \/Communallty * R2 = v/0.825 % 0.452 = 0.61
Wetzels and his colleagues (2009)

introduced values of 0.01, 0.25, and 0.36 of
this index for weak, medium, and strong fit,
respectively (Davari and Rezazadeh, 2012:
p. 153). Considering that the GOF value is
equal to 0.61; therefore, it can be said that
the overall fit level of the model is excellent
and acceptable.

Discussion

According to the discussions that have been
raised so far and considering the results of
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the calculations regarding the questions of
the research questionnaire, the discussion
about the hypotheses and the results is as
follows:

Hypothesis 1: Gender is related to privacy
concerns.

Are men less concerned about online
privacy than women? Even though in some
studies men and women were equally
concerned about online privacy in many
categories: (Taddicken, 2014; Bergstrom,
2015) but most studies show It shows that
women are more concerned about their
online privacy than men (Anic et al., 2016;
Gionosar et al, 2017). Individuals'
knowledge, online experiences, and
personality traits explain gender differences
in privacy concerns (Li, 2011). In this way,
men have a more favorable attitude toward
online shopping and information sharing
(Khare et al., 2011). Men take more risks
and show more interest in technology. They
tend to use the Internet more than women.
On the other hand, women are more



O

concerned about online threats and abuse
and want more control over their private
information (Graeff et al., 2002). According
to the PLS analysis, there is no direct
relationship between gender and concern
about privacy. The first hypothesis was not
confirmed, which indicates that a person's
gender does not have an effect on his
tendency to worry about privacy and
therefore on giving permission.

Hypothesis 2: Age is related to concern
about privacy.

One thing that may come to mind is that:
younger people are less concerned about
privacy than older people. Some studies
show that there is a positive relationship
between age and concern about privacy
(Gionosar & etal., 2017; Zukowski & et al.,
2007). While others did not find the
differences insignificant (Bergstrom, 2015)
or significant differences between age
groups (Heerman et al., 2013; Kansal,
2014). Young users show more practical use
regarding privacy (Sheehan, 2002). Also,
young people are more aware of the costs,
benefits, and methods of data collection
(Zukowski & et al., 2007), have a more
positive attitude toward data management,
and are more confident in preventing
potential data misuse (Miltgen & et al.,
2014). Previous studies also show that older
users are more sensitive and concerned
about privacy threats (Graeff & et al., 2002)
and are more likely to control their private
information. On the other hand, some
studies show that young consumers are
more excited and act faster towards
adopting new technologies, e-commerce,
and using the Internet (Zhang & et al.,
2008). This hypothesis was also not
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confirmed with a correlation coefficient of -
0.01 due to lack of significance, which
shows that people's age does not play a role
in worrying about privacy and permission in
our statistical population. In the present
project, this hypothesis has been rejected
contrary to the background, perhaps due to
the special conditions of our country in
terms of limited access, or the inability to
choose options, especially in the use of
applications or sites, and the installation
force to accept the conditions for use and
user, age difference in performance. Do not
create users and their concerns. On the other
hand, researchers have investigated the
effect of demographic variables such as age,
gender, and education level on customers'
perception of privacy and have found a
significant relationship between these
variables and the intention to grant
permission. It should be noted that in the
research literature, researchers such as
(Acquisti et al, 2006, Cecere et al., 2015)
have indirectly investigated the role of
demographic factors (outside of the main
model) and the effect These factors have
been confirmed. But some studies have
directly examined the role of demographic
variables on the relationships between the
variables introduced in the conceptual
model of research (Kansal, 2014;
Taddicken, 2014; Bergstrom, 2015) who
found that men and women were equally
concerned about online privacy in many
categories. (Li, 2011; Anic et al., 2016;
Gionsar & et al, 2017) found that women are
more concerned about their online privacy
than men. Also, Li (2011) explains people's
perceived knowledge, online experiences,
and personality characteristics of gender
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differences in privacy concerns. In this way,
men have a more favorable attitude toward
online shopping and information sharing
(Graeff & et al, 2002; Khare & et al., 2011).
Men take more risks and show more interest
in technology. They tend to use the Internet
more than women (Zhang et al., 2013). On
the other hand, women are more concerned
about online threats and abuse and want
more control over their private information
(Graeff & et al, 2002).

Examining the third hypothesis: culture is
related to concern about privacy.

That the boundaries and content of what is
considered personal privacy or privacy (that
is, a person or a group can separate
themselves or information related to
themselves and as a result can reveal
themselves or their information to others by
their own choice) are different among
different cultures and people. But their main
theme is common, and the concept of
privacy has influenced the concept of
security (from abuse to information
security) and immunity from the invasion of
privacy by governments, companies, or
individuals has been made as privacy
protection laws in many countries, even in
some cases. It is stated in their constitution.
Although sometimes people voluntarily
disclose their private information (for
example, to gain benefits, for advertising,
when participating in contests and
sweepstakes, etc.) and each person,
company, culture, or country has different
definitions of privacy (physical privacy,
informational privacy). have, but concerns
about privacy and the need to protect it
when collecting and storing digital or non-
digitally data and information that
specifically identifies a person are more
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apparent, and this shows that the root and
basis of the privacy problem are related to
inappropriate and uncontrolled disclosure. It
is personal data and those information
privacy problems are actually related to
different sources of data and information.
Therefore, consumers' privacy concerns
may be different in different national
cultures (Baazeem et al, 2020). Our current
research can explore the effects of privacy
specifically by addressing the border
conditions of cultural values in Iran. It is
hypothesized that privacy concerns are
much more intense in collectivist societies
(eg, China) than in individualistic societies
(eg, Germany or the United States (Guo et
al., 2020; Hallikainen et al., 2018). It needs
to be investigated. How cultural values
affect the perception of privacy. In a
research, it was determined that a person's
motivational access to buy or use a digital
device or service based on information and
communication technology is formed by
various social, cultural, and psychological
factors. When, in 2014, it was discovered
that users were exposed to various cultural
harms in the field of privacy violations
while using virtual social networks of
mobile phones, which had a great impact on
the family life and cultural identity of the
users. Being aware of these harms, while
reducing social problems, provides the
possibility of optimal use of new
technologies. And it makes the path of
micro and macro cultural planning and
policymaking of the country smoother for
those in charge. Many previous pieces of
research show that cultural differences,
social norms, and privacy policies can affect
the privacy of consumers (Miltgen, Pierrat-
Gaillard, 2014; Mostler, Poudar, 2017;
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Wang, 2019). According to the results of
PLS analysis, it was shown that with more
than 99% certainty, culture is directly
related to concern about privacy. The direct,
linear, and significant effect of culture on
concern about privacy is 0.11. In other
words, if the effect of culture improves by
one unit, the concern about privacy in our
statistical population will increase by 11%.
Examining the fourth hypothesis: Privacy
awareness is related to privacy concerns.

Privacy awareness, as a personal
characteristic, refers to the evaluation of the
importance of privacy, threats to privacy,
and policies that regulate privacy, thus
positively and/or negatively affecting
concern about online privacy. In other
words, if users feel safe and protected, they
express a lower degree of concern about
privacy. In the context of social networks,
user awareness has a positive effect on
information disclosure (Benson et al.,
2015). However, if users have more
information about the privacy policy, but
notice a leak in the system, they may be
more concerned about privacy. Highly
privacy-aware individuals are more
concerned about privacy and tend to comply
with privacy-related issues (Diniv, Hart,
2006). In terms of concerns about users'
privacy and information security awareness,
Lowery et al. (2011) used social exchange
theory and combined it with the attitudinal
aspect of the theory of reasoned action and
explicitly argued in favor of true self-
disclosure. The research of McCormac et
al., 2017 indicates the existence of a positive
relationship  between awareness and
information  security.  Awareness  of
information security affects behavior and is
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often measured based on how people
understand and think about information
security (Tsohou et al., 2015, Bartsch and
Dinelin, 2016). To address these
perceptions, researchers have taken
different approaches to understanding how
awareness, knowledge, and perception of
information security affect each other.
Sundar et al. (2013) found that when
participants became aware of how their
personal information was being used
illegally, their intention to Disclosure of
personal information was lower than
participants who were only aware of their
benefits. Likewise, in the disclosure of
personal information, it is the participants'
inability to make informed decisions about
privacy that increases their vulnerability to
privacy violations. Hirschprung et al. (2016)
found that when people do not have the
necessary knowledge, they base their
decisions on speculation. However, the
more awareness and knowledge an
individual has, the more rational these
decisions and related behavior become. This
was confirmed by Van Schaik et al. (2018).
They found that Facebook users who are
more aware of their privacy are generally
more satisfied with their privacy settings
(i.e. the visibility of their personal
information). The latter findings are in line
with those of Miltgun and Pirat-Gaillard
(2014), who conducted a similar privacy-
based study in several European countries.
This hypothesis was confirmed with a path
coefficient of -0.24, which shows that there
is a significant, linear but inverse
relationship between awareness of privacy
and concern about people’s privacy. That is,
if the awareness of privacy improves by one
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unit, the concern about privacy in the
statistical population of the research will
decrease by 24%.

Examining the fifth hypothesis: Perceived
privacy control is related to privacy
concerns.

"Privacy anxiety" refers to "feelings of
anxiety about personal privacy." Consumers
are known to have high privacy concerns
and to express apprehension about
companies collecting and using their
personal data. While privacy concern is
considered  critical in  understanding
consumer behavior, Akhtar (2014) points
out that few studies examine the antecedents
of privacy concern. In Akhtar's (2014) study
on consumers' privacy concerns in online
shopping, banking, and online investment
transactions, Internet self-efficacy played an
important role in influencing privacy
concerns. The main core of this Internet
self-efficacy was consumers' perceived
ability/competence and self-confidence to
successfully perform an online task (Akhtar,
2014). In the field of mobile behavioral
advertising, it is related to the ability of
people to manage tools and privacy settings
on their mobile phones in order to increase
their personal privacy. A variety of client-
side privacy tools and settings are available
on mobile phones to help people control
their privacy, including the ability to block
ads. However, as pointed out by (Jung et al.,
2018), privacy assurance tools are
sometimes too complex for wusers to
understand and/or manage effectively.
Consumers may also lack confidence in the
effectiveness of client tools to help them
effectively manage their privacy. According
to social contract theory, the perception of
the inability to protect privacy can lead to
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anxiety. In a study conducted among
Facebook users, Zlatolas et al. (2015) found
that privacy controls had a negative effect
on privacy concerns. In a study that focused
on users of four different types of websites,
e-commerce sites, social networking sites,
financial sites, and healthcare sites.
Excessive app permission requests that “go
beyond the app's essential functionality”
(Harris et al., 2016: 445) are less likely to be
accepted by mobile users due to privacy
concerns about personal information (Chin
et al., 2018). It has been reported that more
than 100,000 apps on the Google Play Store
collect data on mobile users that are
inconsistent with their stated functions, such
as unnecessary location tracking or
excessive access to contact lists (Robertson,
2012). We hypothesize that increasing
concerns for app permission requests will
lead to an increase in users' overall privacy
concerns. According to the results, it was
found that perceived privacy control has a
direct but inverse relationship with privacy
concerns.

Examining the sixth hypothesis: Privacy
concerns affect the intention to accept app
permission.

App users may refuse to accept app
permission requests not only because they
want to respond to an intrusive request, but
also because they experience privacy
concerns, here "individual concerns™ as the
potential loss of privacy. As a result, the
disclosure of information to a specific
external agent is defined. Research on the
antecedents and consequences of privacy
concerns has led to mixed results. Several
studies have shown that privacy concerns
lead to reduced behaviors, such as keeping
or falsifying personal information, and
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using privacy-enhancing methods (eg
encryption or requesting removal from
mailing lists) (lwin et al., 2007). Several
studies in the field of information privacy
have shown this relationship (Crossler et al.,
2019; Wang et al., 2019). Extensive
findings from marketing, information
systems, and business ethics literature have
reported the negative impact of privacy
concerns on online users' decisions and
behaviors (Mostler, Podar, 2017; Hong,
Tang, 2013). The results show that privacy
concerns have a direct but inverse effect on
the intention to accept app permission.
Examining the seventh hypothesis: the
probability of granting permission to accept
permission requests by users is related to
their permission.

Past research shows that attitudes positively
affect behavioral intentions, which in turn
have a positive effect on service use
(Acquisti et al., 2015). Some studies (Yang
etal., 2007; Khare, Rakesh, 2011) show that
attitudes affect online search behavior and
online purchase intention. On the other
hand, consumers with a positive attitude
perceive the benefits of online shopping
positively and as a result, they become
prone to online shopping (Yang et al.,
2007). Considering these concepts, lower
levels of privacy concerns may lead to
respondents’ positive attitudes toward
online shopping. Therefore, the intention of
granting permission to accept users'
permission requests is directly effective in
allowing them.

Examining the 8th hypothesis: Perceived
personal connection as the perceived
benefits of users is related to the permission
of marketing activities.
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The need for relevant information can be the
main factor that drives users to interact with
a company. With regard to interactive
marketing communications, such
information represents significant value
and, therefore, influences users' willingness
to give permission. In order to receive
specific and user-related information, users
are often willing to exchange data with
companies. Beyond that, Baek and
Morimoto (2012) showed that perceived
personalization is negatively related to
advertising skepticism as well as advertising
avoidance, and the  degree  of
personalization reduces skepticism towards
communication media. Regarding location-
based marketing, Zhao et al. (2012) show
that personalization, which is defined as an
external benefit, has a positive effect on
users' intention to disclose information.
Smith et al. (2002) emphasize the influence
of the importance of both relevance and
personalization on users' willingness to
allow email marketing. In general,
personalization has been shown to lead to
more relevant offers in direct marketing,
thus increasing response rates (Field et al.,
2013). According to the Table2. It was
found that there is a direct relationship
between the personal relationships
perceived as the perceived benefits of users
with the permission of marketing activities.
Examining the ninth hypothesis: Customer
trust is effective on his concern about
privacy.

"Trust, like the soul, never goes away and
never comes back." By Publilius (2018),
users' trust in institutions may be based on
the type of product or service of the
organizations. For example, in the case of
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the famous organization Facebook, which
provides social media and communication
services and social networks with more than
1.7 billion users (Shiau et al., 2018), trust
may be the perception of users about the
storage, use, and protection of their shared
information. Change the Facebook network
platform. Recent announcements of data
and privacy breaches by large organizations
such as Equifax and social media giant
Facebook may raise concerns about user
privacy and undermine consumer trust in
these organizations. A decrease in user trust
in organizations leads to a decrease in the
use of operating systems (Antoci et al.,
2019). In 2014, Cambridge Analytica, a
commercial company based in London,
England, which creates audience behavior
modification services, began to
inappropriately harvest information and
comments from Facebook users without
permission (Confessore, 2018), which
raised concerns about user privacy, and
Facebook was  destroyed.  Despite
Facebook's apology, a survey in major
markets including the United States and
Germany found that users maintained low
trust in social media, especially Facebook,
regarding their privacy (Khan, Ingram,
2018). The survey also indicated that some
users reconsidered their membership or type
of interaction with social media platforms.
Given the frequent data and privacy
violations associated with digital data, it is
noteworthy that the nature and effects on the
performance of social media brands or
organizations are more complex and
destructive  compared to traditional
communication media (Young et al., 2016)
(this complexity also It is exacerbated by the
inherent risks and unique characteristics of
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personally identifiable information shared
on social media platforms or networks (Tow
et al., 2010). Protecting users' privacy is
cognitively and psychologically costly.
(Jiang et al., 2013). This issue is aggravated
in case of violation of users' trust. As it is
evident, trust is delicate and previous
researches indicate that repairing broken
trust in business is very difficult a difficult
task, time-consuming, and requires a long
process (Lount et al., 2008). It has been
shown that trust has a significant
relationship with technology acceptance in
general and mobile phone applications in
particular (D. Dezando, 2023). A study by
Cummings et al. (2021) discovered that the
more information users are told about how
their data will be used, the more willing they
will be to provide it. The results of the
research showed that the customer's trust
has a direct but inverse relationship with his
concern about privacy.

Examining the 10th hypothesis: the level of
perceived risk is effective on Customers’
Intention to Accept Permission Requests
permission requests.

The potential loss of privacy has been
widely studied as a deterrent to user
disclosure (Shankar et al., 2010). User
privacy concerns broadly refer to who has
access to their personal information and
what is done with it. When the user feels that
he does not have full control over the
storage of personal information
(demographics, lifestyle, financial data,
shopping habits, location, etc.), he may
perceive vulnerability. Privacy issues have
been shown to influence attitudes and
intentions to use marketing. It has been
argued that this may also be true of
permission marketing. Consumers' attitudes
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towards permission marketing not only
include perceptions of the technology itself
(such as usefulness and ease of use) but also
include beliefs about the trustworthiness of
the company providing permission
marketing. Risks and nuisances represent
the disadvantages (or victimization)
associated with permission marketing and
may influence consumer attitudes contrary
to the effect of perceived usefulness.
Perceived risk has a negative relationship
with repurchase intention (Sullivan, Kim,
2018). That is, highly risk-averse consumers
may have negative opinions about
companies' permissive marketing practices
despite their usefulness. Furthermore, the
improved  usefulness of  permission
marketing programs may not be possible
without increased risks. According to the
results, the amount of perceived risk is
directly and inversely effective on
Customers’ Intention to Accept Permission
Requests license requests.

In the end, it should be mentioned that 88%
of the privacy concern variable is mainly
explained by independent variables. Also,
almost 50% of the dependent variable of
permission is explained by other variables.
This article indicates that a set of other
factors are definitely involved in the
explanation of this dependent variable,
which we did not find in this research, so it
is suggested to do more research in this field
in future research. The customer's intention
to accept communication requests is 42%,
which explains almost half of this variable.
As our results confirm, service providers
whose customers have a high level of
customer privacy concerns, the likelihood
of perceived fraudulent purchase, the extent
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of information use and disclosure, customer
trust, positive and negative evaluations, and
behaviors, as well as increased risk
perception and They will show more
protective behaviors. In order to reduce
these hostile effects, active companies
should design and provide appropriate
strategies and planning in order to reduce
concerns related to customer privacy. One
method can be developing new goodwill
strategies or adding to existing goodwill-
related strategies - such as charitable
activities or corporate social responsibility -
and improving the image and credibility of
sellers and companies through advertising
in mass media and social media (Okazaki et
al., 2020). Another approach is to develop
innovative products and services that either
protect customer information or use less of
such information than is legally required.
For example, Apple Inc (2019). and Pryosi.
Com offers "credit cards" that limit the
sharing or use of customer transaction data
and provide services that require the least
amount of personal and transaction-specific
customer data. While the many concerns of
customers about their privacy create many
threats for service providers, increasing the
awareness of these concerns among
managers can reduce their risk and at the
same time by protecting the privacy of
customers from existing threats, new
opportunities for creating yourself This can
be achieved by strengthening the
communication department with the
company's customers and continuously
monitoring  their  privacy  concerns.
According to Steve Jobs: Ask the customers
themselves, they know better themselves.
The findings also show that the specific
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nature of different sales channels alters the
impact of customer privacy concerns on
outcomes. For example, web channels show
positive effects on positive evaluation and
used behaviors, while mobile phone
channels reduce trust and protective
behaviors. On the other hand, transactions
in social channels show increased risk,
disclosure, and abuse of behaviors.
Therefore, companies that use social
channels must be aware of these effects and
must also move beyond mere awareness to
strategically acquire, store, and destroy
customer data to protect their image and
reputation (Planger et al, 2015) and create
and frequently update safe conditions and
usage. With the rise of major incidents of
personal information theft—such as the
recent Facebook incident, where 78 million
accounts were exposed (Rosen, 2018)—
concerns about customer privacy, in
general, will increase in the future.
Companies that collect customers' personal
data must prepare for unexpected big data
security breaches by establishing specific
safeguards to protect and ensure the privacy
of customer information. For example, by
employing dedicated and expert software
engineers who constantly take care of the
storage space and deal with any kind of
information leakage, or by using efficient
and modern technologies to protect physical
data and cloud space. On the other hand, it
is vital to design and carry out
communication campaigns that convey the
transparent  policies applied.  These
campaigns, which are created and
implemented with appropriate strategies the
actions, performance, and transparency of
the service provider's company are
communicated to the customers, strengthen
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the trust and reputation of the company and
improve relations with customers.

From a practical point of view, it has been
warned that unnecessary and excessive
requests of the program have a strong
impact on the privacy concerns of users and
can prevent the acceptance of marketing and
communication programs by customers or
even cause discomfort to them and the
company and communication programs
consider it a nuisance. As a result, service
providers must ensure that they only use the
personal information stored in mobile
devices and physical centers when
necessary and in a way justified by value-
added services such as location tracking for
navigation purposes, providing essential
health services, etc., information is
accessed. The request for permission is
reduced to the minimum necessary amount
and an attempt is made to justify the
requests logically, and also by presenting
these requests at appropriate times that are
appropriate  to the conditions and
requirements of the customers, they pay
attention to the great effects of privacy
concerns and consider them seriously do On
the other hand, improvements in the design
and submission of permit applications for
marketing programs are needed. For
example, removing ambiguity and
uncertainty about the safety and necessity of
communication software licenses can be
done with categories and ratings created by
companies (which are everywhere on the
internet and in the business software
market) take place As can be seen from our
results, the concerns related to the
disclosure of information, the opinions of
the customer's peers, the prevailing culture
in the society, the lack of knowledge of the
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reason for communication and also how to
use the personal data of people according to
the personality dimensions of the customers
have a very important effect on privacy
concerns has customers.

Finally, the results of this study reach here
that due to the rapid growth of marketing
communication programs and the resulting
excessive  requests  for  acceptance
permission, reducing the concern about the
privacy of customers receiving services is
more important than ever, which should be
done with increasing trust and awareness.
As many customers as possible from the
process of collecting information and how
to keep it, through suitable professional staff
who are in direct contact with customers
receiving services and can establish trust
and ensure the accuracy and security of data
storage by direct communication. The
positive perceptions of customers in their
controls on the amount and manner of use,
persons, and infrastructures with access to
data. For example, by creating users the
customers themselves have more power and
ability in the time, amount, and type of
providing data, as well as in disconnecting
and not providing personal data whenever
they feel it necessary to provide the
information they want and otherwise they
are free to disconnect and delete data, and
more importantly, the need to provide more
personalized services, which reduces the
concerns of the customers receiving the
services, and therefore a greater amount of
receiving permission and marketing
communications with The more customer
satisfaction is provided, the more important
it becomes. Providing services exactly
according to customer needs is one of the
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main goals of every company, and receiving
services according to what is intended is the
dream of every customer. Therefore, in this
regard, he may deviate from some of his
frameworks and obstacles, reduce the level
of his worries, and want to communicate
more. In this regard, special attention should
be paid to cultural, religious, and social
issues and needs for communication and
privacy. Sometimes customers don't express
their opinions and views because of these
conditions and sometimes they don't
express their desired factors due to fear of
some issues and taboos, they perceive more
risk, and their worries increase, which
sometimes causes complete disconnection
of the communication bridge with the
companies.

As with all empirical studies, we
acknowledge the specific limitations of our
study, and in addition to our findings, these
can be used to stimulate further research on
permission marketing and customer privacy
concerns. This survey was conducted with
Iranian participants with Iranian culture and
prejudices and perspectives. According to
Hofstede's cultural dimensions index, Iran is
a medium culture (Hofstede et al, 2010).
Therefore, customers from other countries
with users from purely collectivist or purely
individualistic cultures may have different
privacy concerns and acceptance of
permission requests due to individual and
collective interests. Dear future researchers
in all parts of the world, it is recommended
to: consider the research in other countries
and consider the model for testing in other
countries with different nationalities and
cultures. The time limit is also one of the
limitations of the research. The start of the
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research, which was accompanied by the
covid-19 disease and created many
limitations in terms of communication,
implementation, and  distribution  of
questionnaires, obtaining permits, etc.,
caused a time delay, more than the strategy
and plan.
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