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Abstract

Field and Aims: One of the problems of today's world is the spread of crimes and
violence against women in cyberspace. While having positive effects, the
cyberspace has created new forms of sexual violence and facilitated the occurrence
of classic crimes against vulnerable groups such as women. The extent of the
cyberspace has made women's situation more vulnerable in matters related to
sexual crimes, and the crimes that occur due to their gender have caused the most
psychological and emotional damage to them. The intersection of age and gender
discrimination, along with the higher level of ICT use among young women and
girls to learn, access information and communicate with peers, increases their
vulnerability to online violence. The purpose of this research is to investigate
gender-based violence in the cyberspace and explain the human rights obligations
of governments in this regard.

Method: The present research was conducted using the descriptive-analytical
method and by studying various laws, documents and sources.

Findings and Conclusions: The findings indicate that the expansion of access to
the Internet, the wide and rapid dissemination of information, and the existence of
social networks, have caused violence against women to find a wider and newer
dimension. Violence and harassment of women in cyberspace can be psychological
at first and eventually, if there is no control and prevention, in some cases it may
lead to physical violence. Dealing with cybercrimes will have a significant impact
on helping women benefit from cyberspace facilities in line with their
empowerment. Therefore, in the present research, while studying crimes against
women in the cyber space, especially sexual violence, provides empowering and
preventive strategies to prevent these crimes and human rights obligations of
governments in this field, emphasizing human rights. The role of virtual education
and literacy has been mentioned as the most important preventive solutions.
Keywords: Gender-based violence, sexual violence, cyber space, human rights,
women, empowerment.
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