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The Effect of DNA in Image Steganography on
Privacy Preservation in Smart City
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Abstract-The smart city is one of the Internet of Thing based application that its use is increasing today. One of the
requirements of this system is privacy which protects citizens from disclosure. To protect privacy, security systems are
usually used, which steganography is one of the best methods. In steganography methods, secret data is hidden in a
cover media in an undetectable way. This paper proposes to protect citizens' privacy by combining chaotic functions
and a new method of steganography and image blocking. In this paper, two methods for steganography are proposed. In
the first proposed method, randomly selected secret data bits are hidden in the pixels of image blocks that have also
been randomly selected least significant bit method. In the second proposed method, the secret data and image are first
converted to DNA sequence, then the secret data genomes are replaced with least significant genomes of the pixels of
the image. Simulation results show that DNA use increases the quality of hidden images compared to without DNA

methods and existing methods.
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1. Introduction

The Internet of Things is a collection of peoples,
computers, equipment, and resources that communicate and
transmission information for a variety of purposes[1]-[5].
One of the I0T-based apps is Smart City. Smart city
technology allows authorities in a city to interact directly
with the community and urban infrastructure and monitor
what is happening and what is evolving. In Smart City,
different types of electronic sensors are used to collect, hold
and analyze information, including information collected
from citizens, devices, and urban resources used to monitor
and manage the transportation network, water network,
power grid, gas network, telephone system, garbage
network, school system, library, hospital, and other social
services. One of the most important problems in this system
is the misuse of citizens' information, which can have
negative consequences for citizens, which is why privacy is
an essential requirement for the smart city [6]-[12].

In order to protect privacy, security systems are usually
used, which steganography is one of the best methods. The
main idea of steganography is to hide personal information
inside a cover media in an unobservable way. In
steganography techniques, confidential information is
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hidden in digital media such as film, audio, and video. The
use of images is common among different types of digital
media. In image steganography, bits of secret data are
hidden in least significant bits of image pixels, with
different techniques [13]-[16].

One of the safest and most effective methods of image
steganography is DNA-based image steganography. In
these methods, firstly, the secret data and the cover image
by DNA rules are converted into DNA sequences, then the
secret data is hidden in the cover image and finally, the
DNA sequence is converted to the stego-image. And
secondly, at the final destination, the stego-image is
converted into DNA sequences, then the secret data is
extracted from the DNA sequence [17]-[20].

One of the key issues in image cryptography and
steganography techniques is image blocking, for which
different methods have been presented. In these techniques,
the image is divided into several blocks; moreover, the
desired processing is conducted on each block
independently. Then the blocks are merged; finally, the final
image is produced [19]-[22].

In recent years, many algorithms based on chaotic
functions have been offered that have been accepted by
researchers due to their sensitivity to initial values and
randomness. In many image cryptography and
steganography techniques, pseudo-random numbers are
used to choose or displace pixels or blocks that chaotic
functions are used to create these pseudo-random numbers
[23]-[26].

In this paper, two algorithms have been proposed to
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privacy preservation. In the first method, the image is first
blocked, a block is randomly selected, and then the secret
data bits are randomly selected and hidden in the pixels of
the selected block except central pixel of the block, with the
least significant bit method. In the second proposed method,
the blocks of image and secret data are converted into DNA
sequences, and randomly selected genomes of secret data
are hidden in the pixels of the block except central pixel of
the block. The central pixels of the block are used to
generate the secret key of the chaos function for random
selection of blocks and secret data.In both proposed
methods to increase security of privacy preservation, three
levels of security are provided in the information hiding
process. In the first level of security, the centers of the
blocks have been used to generate the secret key of the
chaos function. To provide security at the second level, the
blocks are randomly selected for hiding. The random
selection of secret data bits is the third security level of the
proposed method.

The rest of the article is organized as follows: in part 2,
the preliminary of research was presented, and in part 3, the
literature reviews have been investigated. In part 4 the
proposed method is presented, the simulation results were
presented in part 5 and the final part is concluded.

2. Related work

Almawgani et al. proposed a hybrid steganography
method based on Haar Discrete Wavelet Transform, Lempel
Ziv Welch algorithm, genetic algorithm, and optimal pixel
adjustment process to improve the quality of the stego
image and increase the capacity of secret data. First, the
cover image was divided into nxn pixel blocks, then they
used a Haar Discrete Wavelet Transform to increase the
strength of the stego image against attacks. In order to
increase the capacity and security of the image, they used
the Lempel Ziv welch algorithm and genetic algorithm to
encode, compress and find the optimal mapping function to
each block [27].

Taha et al. presented a three-step method of hiding the
secret data in the image to achieve a steganography design.
First, they presented a new encryption method called mixed
pieces of secret data with an advanced Hoffman
compression algorithm to improve text security and hiding
capacity. In the second step, the Fibonacci-based
decomposition method was used to improve image strength.
And in the third step, they presented an improved hiding
method by randomly selecting the block/pixel and merging
it with the degree of differentiation value and generating the
implicit secret key to intangibly enhance the design[13].

Wahab et al. provided a combination of RSA

cryptography, Hoffman code, and discrete wavelength
transform. First, the secret data was encrypted using RSA
encryption and compressed it with Hoffman code. In the
next step, the image was compressed using discrete
wavelength transform and converted from RGB format to
YCbCr format. Finally, they hid the secret data in the image
by the least significant bit method [28].

Bairagi et al. used the least significant bit method of
image steganography to secure their information. They did
not use all the complexes of all red, green, and blue
channels for replacement, but in some pixels determined by
the carrier environment, the secret key, and the secret data.
Ambiguity in the selection of cells as well as channels
increases the complexity of analysis and also the yield[29].

Parah et al. proposed a method of hiding with
computational efficiency, security, and high capacity in
medical images for privacy in the healthcare system. First,
they reduced the image size by the two-line interagency
method, then when increasing the image size, they hid the
secret data in the pixels that are added. To hide the secret
data in pixels, they used the remaining method divided by 4
[6].

Kumar et al. used wavelet-based steganography and
Hennon chaos mapping for integration and authentication to
hide consumer smart meter information in smart grid
systems. Discrete wavelength transformation decomposes
the readings into sub-band coefficients, which are used as
cover media[30].

To thwart adversary attacks and ensure data
confidentiality, Hurra et al. proposed a robust multilevel
security approach based on information hiding and chaos
theory. Contrary to traditional methods, they randomly used
two non-neighboring blocks for concealment so that the
information is spread over different regions of the cover
image [31].

Devi et al. concealed patient information in medical
images by replacing least significant bits to protect privacy.
In this way, patient-sensitive information cannot be misused
by unauthorized parties and patient privacy is protected
[12].

Lee et al. examined methods of sharing with
steganography. They presented a secure image sharing
scheme based on Shamir polynomials covered in the IOT
system, in which IOT devices can share images seamlessly
between them through the cloud. Secure sharing comes
from cover image and secret information [32].

Table 1 shows the comparison between privacy
preservation methods in terms of technique, method, chaos
function, and key and application area.



The Effect of DNA in Image Steganography on Privacy Preservation in Smart City

Table 1. Comparison of privacy preservation methods

) Chaotic o
authors Method Technique ) Key application
function
Bairagi et al. [29] Steganography LSB No Yes Smart home
Smart healthcare
Parah et al. [6] Steganography PRM No No
system
) Wireless sensor
Lietal. [33] Steganography DCT No Yes
network
Android based
Kim et al. [34] Steganography LSB No No o
applications
Kumar et al. [25] Steganography DWT Henon Yes Smart grid
Smart healthcare
Hura et al. [35] Steganography DCT Yes 20-bit
system
) Smart healthcare
Devi et al. [12] Steganography LSB No No
system
Steganography & Transmission in
Wahab et al. [28] LSB No Yes )
cryptography Internet
) Steganography & Image transmission in
Almawgani et al. [27] i i DWT No No )
genetic algorithm internet
Transmission in
Taha et al. [13] steganography LSB Henon Yes )
internet
LSB& Block )
Proposed method steganography ) Tent Internet of things
Blocking centers

3. Preliminaries

The basics of chaotic functions and DNA, which are
used in the proposed method, are explained in this section.

3.1.Chaotic Map
These functions are similar to noise signals; however,

they are quite definite, i.e. if we have the initial values and
the mapping function, we can reproduce the exact signal.
Hence, these functions are used in areas where security and
privacy-preserving are of great importance. Some of the
specifications of these functions are as follows:

a. Sensitivity to initial values: These functions are very
sensitive to initial values, i.e. if we have a slight change in
the initial values, we will see many changes in later values.

b. Apparent random feature: Unlike functions that
produce random numbers; moreover, these numbers can no
longer be reproduced under any circumstances, chaotic
functions produce pseudo-random numbers that can be
reproduced by having initial values and a chaotic function.

Tent chaotic mapping is a one-dimensional chaotic
mapping that enjoys the discrete-time and real spatial
domain. As shown in Equation 1, the Tent mapping
generates pseudo-random numbers with only one parameter

w[36].

1
Uxy, for x, < 3

Xn1 = fu(xn) = 1 €]
p(l—xp) for s<x

3.2. DNA
DNA is a nucleic acid having genetic instructions that

are used for the biological function and development of
living organisms and viruses. Each nucleotide acid has only
one nitrogenous organic base, which can be adenine (A) or
guanine (G) or cytosine (C), or thymine (T). These bases
are either pyrimidine (such as T and C) or purine (such as A
and G). Based on the Watson—Crick relationship, adenine is
always the thymine pair; moreover, guanine is the cytosine
pair. Therefore, A and T are complementary and C and G
are also complementary. In the binary system, 00 is



Journal of Applied Dynamic Systems and Control, Vol.5, No.1, 2022:68-83 71

complementary of 11; in addition, 10 are complementary of
01. By mapping each base A, G, C, T to one of the codes 00,
01, 10, and 11, 24 types of coding can be mapped, of which
only 8 types of mapping are in accordance with Watson —
Crick rules that are shown in Table 2.

For an instance, if the color intensity of two of the

image pixels is 48 and 78, the binary values and DNA code
are as illustrated in Table 3:

Table 2. Binary coding rules for DNA sequences

A T C G
Rule 1 00 11 10 01
Rule 2 00 11 01 10
Rule 3 11 00 10 01
Rule 4 11 00 01 10
Rule 5 10 01 00 11
Rule 6 01 10 00 11
Rule 7 10 01 11 00
Rule 8 01 10 11 00

4. The proposed method

In this paper, two algorithms have been proposed to
steganography and to investigate the effect of using DNA in
steganography. In the proposed method, first, the image is
blocked, then the blocks are randomly selected to hide the
secret data. The secret data is converted to a binary string
using the ASCII coding system and its bits are randomly
selected, eventually, the randomly selected secret data bits
are hidden in block pixels which are also randomly selected
by the least significant bit method. In the second method,
the secret and cover image are converted to the DNA
sequence, then the genomes of the secret data are randomly
selected and hidden in image blocks, which are also
randomly selected.

The hiding stages of the first proposed method are
shown in Figure 1-a. First, the cover image is blocked.
Block centers are used to generate the secret key of the
chaos function with the aim of randomly selecting blocks
and bits of secret data. Then the bits of the selected secret
data are hidden in the selected block pixels.

Table 3. Binary value and DNA sequence of 48 and 78 numbers

Decimal Binary Rule 1 Rule 2 Rule 3 Rule 4 Rule 5 Rule 6 Rule 7 Rule 8
48 00110000 ATAA ATAA TATT TATT CGCC CGCC GCGG GCGG
78 01001110 GATC CATG GTAC CTAG TCGA ACGT TGCA AGCT
‘ Input image (Cover Image) ‘ Input image (Cover Image)
‘. Blocked mage I ‘ Blocked image I
‘—{ Initial key for block selection ‘ Block centers matrix ‘ — ‘ Tnitial key for block selection ‘-—{ Block centers matrix ‘
‘ Initial key for data selection ‘ ‘ DNA Sequence of selected block ‘ ‘ Initiz] key for deta selection ‘
‘ Embedding algorithm ‘.—{ Secret data ‘ ‘ Embedding algorithm I I DNA Sequence of secret data ‘
‘ Stego mage ‘ ‘ Stego image Secret data ‘
A b

Fig. 1. Block-diagram of proposed method. A) First proposed method without DNA. B) Second proposed method with DNA.
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The hiding steps of the second proposed method are
shown in Figure 1-b. First, the cover image is blocked. The
block centers is used to generate the secret key of chaos
function with the aim of a random selection of blocks and
secret data genomes. Then the selected block pixels are
converted to DNA sequences, the secret data is converted to
DNA sequence, and finally, the genomes of the selected
secret data are hidden in the selected block pixels.

The steps of the proposed methods are explained in
more detail below.

4.1. Image Blocking
In this stage, the cover image is divided into blocks of

3x3 pixels. Assuming an image with dimensions of nxm
pixels, such as Figure 2, a number of (nxm)+9 blocks is
formed, which can be considered as a matrix with
dimensions ixj (i=n+3, j=m+3) in which each matrix
elementis a block with 3%3 pixels. To hide the secret data,
the blocks are randomly selected and the secret data is
hidden in the pixels of the selected blocks other than the
central pixel, which is considered the axis. Pixels of central
block are used to produce the secert key of chaos function
to produce pseudo-random numbers.

Cray Ciz 61.1‘
e G2 G
Gy Ciz Gij

Fig.2. Blocked image

4.2. Select Block
To hide the secret data in the image, a block of the

image must be selected randomly. In this paper, block
centers are used to randomly select blocks and generate the
secret key of the tent chaotic function. In this way, first, the
values of each row of the centers of the blocks are XOR
together, and then the resulting values are gathered together.
Finally, the resulting value is divided by the number of
matrix elements (i%j). The initial key value of the tent chaos

function (x0) is generated according to equation(2).

_ (CMGB ...GBCL,-) + (CMEB EBCZ,,-) + 4 (CMEB ...EBCi,j) 9
Xo = ix] ( )

4.3. Select secret data
To increase the security of steganography, the chaos tent

function is used to randomly select bits of secret data. In
this stage, block centers are used, as in sections 4.2, to
generate the secret key of the tent chaos function. First, the
values of each row of block centers are gathered together,
then the resulting values are XOR together, and finally, the
resulting value is divided by the number of matrix elements.
In this way, the secret key value of the tent chaos function
(x0) is obtained according to equation(3).

(CoattCy PB(Coat+Co NB.B(Cia++Cy )
i*j

x0
(3)

4.4. DNA conversion
In the second proposed method, the use of DNA is

suggested to increase the quality of the stego image. In this
stage, the secret data and the cover image were converted to
DNA sequences using the first Watson-Crick rule according
to Table 2.

4.5. Hiding algorithm
In the process of hiding information in the first

proposed method, a block is randomly selected, and for
each pixel other than the center pixel of the selected block,
two random bits selected from the secret data are replaced
by two least significant bits of each pixel.

For example, Figure 3-a shows an example of a random
block and its binary stream equivalent. Figure. 3-b shows
the ab secret data, ASCII code, and their binary stream
equivalents. Suppose that Fig. 3-c shows a pseudo-random
number generated by the Tent function. Using this number,
the data bits are selected (Fig. 3-d). For concealment, the
first two bits selected from secret data are replaced by two
least significant bits of the first pixels of block. Similarly,
the second randomly selected two bits from the secret data
are replaced by the two least significant bits of second pixel,
and the remaining bits are similarly replaced by the next
pixels in the block except for the center pixel. Figure 3-e
shows the color intensity of the pixels in the block after the
hiding process.
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Fig. 3. An example of the steganography steps of the first proposed method
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Fig. 4. An example of the steganography steps of the second proposed method

In the second proposed method to hide information,
blocks are first randomly selected, and for each pixel other
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than the center pixel of the selected block, a random
genome selected from the secret data is replaced by the
least significant genome of each pixel.

For example, Figure 4-a shows an example of a random
block, its binary equivalent, and the DNA sequence of each
pixels. Fig. 4-b shows the secret data, the binary equivalent,
and the DNA sequence of the secret data ab. Figure 4-c
shows a pseudo-random number generated by the Tent
function. This number is used to select the genome of the
secret data (Figure 4-d). For concealment, the first genome,
randomly selected from the secret data, is replaced by the
least significant genome of the first pixel of block.
Similarly, the second randomly selected genome from the
secret data is replaced by least significant of the second
pixel of block, and the remaining genomes are similarly
replaced in the next pixel in the block except for the central
pixel of block. Figure 4-e shows the color intensity of the
block pixels after the hiding process.

4.6. Extracting secret data from stego images

Input image (stego image)

Y

Blocked image

i

‘_.{ Block center matrix I

le { ol ey b black selction

¥
| Tnitial key for data selection

—

Extracting algorithm |« .

Secret data

ial

For data extraction in the first proposed method, the
image is divided into blocks of 3x3 pixels (Fig. 5-a). The
central pixels of the blocks is used to randomly selecting
the blocks by the Tent function. Two least significant bits of
pixels other than the center pixel of the selected block are
extracted from the image to obtain the secret data, and the
Tent function is used to determine the position of the bits in
the secret data.

In the second proposed method, the image is divided
into 3x3 pixel blocks (Fig. 5-b); central pixels of blocks is
used to randomly selecting blocks by the Tent function, and
the selected blocks are converted into a DNA sequence. To
obtain the secret data, the least significant genomes of the
pixels of the selected block, except the central pixel, are
extracted from the image, and the position of the genome in
the secret data is determined by the Tent function. The DNA
sequence of the secret data is then converted into a binary
string, after which the equivalent ASCII code is determined
and the secret data is extracted.

Input image (stego image)

Y

Blocked image

¥

|+ | Initial key for black selection ]‘_[ Block center matrix ]

¥

l DNA sequence of selected block ]

Extracting Algorithm |« -
Y

|
¥

| Initial key for data selection

b

Fig. 5. Extracting Algorithm block diagram. a) First proposed method without DNA. b) Second proposed method with DNA

Figures 6-a and 6-b shows Lena cover image, stego
image and enlarged view of small part of their. As you can
see from these two images, the color intensity of the pixels
have changed due to the concealment of secret data in the
image, but the visual impairment of the human eye does not

allow it to detect small changes in the color intensity of the
pixels. For example, the value of the first pixel from the
dock in the cover image is 48 (the binary equivalent of
00110000), but in the stego image, it changes slightly to 49
(the binary equivalent of 00110001). In this case, the two
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least significant bit of pixel value changes from 00 to 01. In
this pixels, the two bits 0 and 1 of secret data are hidden,

and cannot be detected by the human eye.

190 | 199

179 | 185 | 191
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Man
Fig.7. 12 examples of cover images from the UCID database with scale of 512x512 pixels

5. Simulation
MATLAB software version R2015a on a laptop with an

Intel core 2 DUO 2.66 GHz processor, 4 GB of memory,
and Windows 10 Enterprise version operating system was
used for simulation. Standard cover images from the UCID
database [42] were selected for simulation and 12 examples
were used, including six grayscale images and six medical
images, as shown in Figure 7.

Simulations were performed on standard UCID images
with  scales  128x128, 256x256, 512x512, and
1024x1024pixels were considered as covering images, and
text file with 3, 12, 48, and 192 kilobytes, equivalent 1.5 bit
per pixel were considered as secret data, to be hidden in the
cover image (Table 4).

Table 4. Simulation

Secret data

Image scale (kilobyte) Data set
128x128 3
256%256 12 UCID-Image
512x512 48 Database(v2) [42]
1024x1024 192

Such image quality parameters as maximum signal (data)
to noise ratio (PSNR), mean square error (MSE), bit error
rate (BER), and structural similarity index (SSIM) were
used to evaluate the effectiveness of the proposed method.

The most common parameter to measure image quality
is the PSNR parameter, which indicates the ratio of
maximum signal (data) rate to image noise, expressed in
decibels (dB); a ratio greater than 1:1 (greater than 0 dB)
indicates a higher signal-to-noise ratio. In general, less than
12 dB indicates high image noise, more than 12 dB is
adequate, and more than 30 dB is more favorable. In fact, a

Boat Airplane

higher index indicates a better situation and a higher useful
signal ratio. Equation 4 shows how the PSNR parameter is
calculated[37], [38].

Cllzrlax
_ 4
PSNR =10 logso 3 4)

The MSE parameter is a method of estimating the
magnitude of the error, which is the actual difference
between the cover image and the stego image. This measure
always has a non-negative value, and the closer it is to zero,
the smaller the error. Equation 5 shows how this parameter
is calculated [37], [38]].

M N
MSE = ﬁz PEGEKDE (5)

i=1 j=1

In the above Equation, M and N represent the size of the
image, C represents the hidden image, and S represents the
stego image.

The BER (bit error rate) parameter is another parameter
for error estimation and represents the number of changed
pixels relative to the total number of pixels; the closer the
BER parameter is to zero, the lower the error rate. Equation
6 shows how this parameter is calculated [31], [39].

BER — Numberoferroredbits ©
"~ Totalnumberofbits )

The SSIM parameter is a structural criterion for
comparing two images based on the natural structure of the
image. The natural structure of an image is such that a pixel
has a large dependence on neighboring pixels, and this
dependence contains important information about the
structure of objects in the image; by calculating SSIM, we
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can calculate the structural similarity in the vicinity of an
individual pixel. The values of this parameter are in the
range (0, 1), where the closer this parameter is to number 1,
the higher the structural similarity. The calculation of the
SSIM parameter is shown in Equation 7 [1], [38], [40].

(Zﬂxﬂy + Cl)(zaxy + CZ)
Uz +u3 + C)(0f +0f +Cy)

SSIM(C,S) = @)

The proposed method used medical images and
grayscale image with scales 128x128, 256x256, 512x512,
and 1024x1024 pixel, to hide 3, 12, 48, and 192 KB secret
data. Figure 8 shows one medical image and one grayscale

image with 512x512 pixels before and after hiding with 48
KB of secret data, and their histogram obtained by both of
the proposed methods.

According to Fig. 8, the histograms of the images before
and after hiding in the proposed method change slightly,
indicating that cover image and stego image are similar. As
a result, the human eye cannot recognize the difference
between the two images.

Cover image

Stego image
First proposed method (Non- DNA)

Stego image
Second proposed method (with DNA)

Medical image

15000

10000

Medical image

histogram 5000 5000

Grayscale image

Grayscale image
histogram

5000

4000

3000

2000

1000

o

o 50 100 150 200 250

Fig. 8. Cover image and histogram, before and after steganography with two proposed method

Tables 5 show the values of PSNR, SSIM, MSE, and
BER parameters of medical images by the first and second
proposed methods, and Tables 6 show the values of PSNR,
SSIM, MSE, and BER parameters of grayscale images by
the first and second proposed methods.
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Table 5. PSNR, SSIM, MSE, and BER parameters of medical images with different scales

C . Scal Secret data PSNR SSIM MSE BER

over Image cale (KB) Non-DNA  WithDNA  Non-DNA  With DNA Non-DNA  With DNA Non-DNA  With DNA
128x128 3 46.30 46.96 0.9767 0.9804 0.5402 0.4061 0.0792 0.0695
256x256 12 4626 46.90 0.9697 0.9746 0.5566 0.4269 0.0798 0.0695
512x512 48 46.30 46.99 0.9616 0.9671 0.5385 0.4032 0.0797 0.0685
1024x1024 192 46.27 46.93 0.9547 0.9611 0.5428 0.4128 0.0799 0.0687
128x128 3 46.32  46.89 0.9810 0.9847 0.6826 0.5210 0.0806 0.0711
256x256 12 46.25 46.82 0.9739 0.9786 0.7172 0.5430 0.0811 0.0705
512x512 48 46.22 46.96 0.9664 0.9714 0.7164 0.5089 0.0812 0.0692
1024x1024 192 46.24 4691 0.9616 0.9722 0.7156 0.5139 0.0811 0.0690
128x128 3 46.05 46.69 0.9888 0.9904 0.9650 0.6888 0.0824 0.0717
256x256 12 4596  46.68 0.9821 0.9849 0.9628 0.6852 0.0828 0.0714
512x512 48 4597 46.78 0.9772 0.9795 0.9689 0.6547 0.0832 0.0705
1024x1024 192 4598 46.73 0.9743 0.9722 0.9658 0.6665 0.0830 0.0694
128x128 3 4596 46.86 0.9874 0.9896 0.9893 0.6847 0.0834 0.0709
256x256 12 4599 46.79 0.9826 0.9852 0.9909 0.6866 0.0833 0.0711
512x512 48 46.00 46.88 0.9770 0.9795 0.9709 0.6491 0.0830 0.0697
1024x1024 192 4599 46.93 0.9745 0.9723 0.9894 0.6850 0.0832 0.0707
128x128 3 4593 46.54 0.9919 0.9932 1.0166 0.7154 0.0832 0.0736
256x256 12 4597 46.52 0.9894 0.9908 1.0007 0.7301 0.0830 0.0734
512x512 48 4592  46.64 0.9856 0.9876 1.0237 0.7195 0.0836 0.0722
1024x1024 192 4593  46.67 0.9819 0.9788 1.0187 0.7085 0.0835 0.0718
128x128 3 46.17 46.76 0.9881 0.9902 0.9143 0.6628 0.0824 0.0721
256x256 12 46.17 46.82 0.9833 0.9870 0.9234 0.6691 0.0830 0.0711
512x512 48 46.22 46.83 0.9772 0.9817 0.9050 0.6500 0.0825 0.0704

1024x1024 192 46.19  46.88 0.9716 0.9779 0.9156 0.6468  0.0827 0.0708
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Table 6. PSNR, SSIM, MSE, and BER parameters of grayscale images with different scales

Cover image Scale Secret data PSNR SSIM MSE BER
g (KB) Non-DNA  With DNA  Non-DNA  With DNA Non-DNA  With DNA Non-DNA  With DNA
128%128 3 45.88 46.44 0.9929 0.9938 1.0088 0.7272 0.0829 0.0742
256256 12 45.86 46.38 0.9890 0.9901 1.0128 0.7438 0.0833 0.0742
512x512 48 45.89 46.48 0.9873 0.9884 1.0070 0.7330  0.0832 0.0735
10241024 192 45.87 46.52 0.9838 0.9869 1.0106 0.7401 0.0832 0.0731
128x128 3 45.83 46.33 0.9941 0.9949 1.0186 0.7572 0.0842 0.0751
256x256 12 45.86 46.42 0.9896 0.9907 1.0056 0.7450  0.0831 0.0740
512x512 48 45.86 46.41 0.9865 0.9882 1.0141 0.7441 0.0835 0.0741
10241024 192 45.88 46.44 0.9829 0.9864 1.0093 0.7432 0.0832 0.0744
128x128 3 45.89 46.46 0.9960 0.9964 1.0028 0.7314  0.0832 0.0740
256%256 12 45.84 46.37 0.9956 0.9961 1.0239 0.7482 0.0834 0.0737
512x512 48 45.87 46.42 0.9954 0.9961 1.020 0.7433 0.0833 0.0740
1024x1024
192 45.85 46.41 0.9932 0.9962 1.0241 0.7453 0.0834 0.0739
128x128 3 45.83 46.37 0.9958 0.9963 1.0209 0.7530  0.0834 0.0751
256%256 12 45.87 46.45 0.9935 0.9943 1.0009 0.7305 0.0832 0.0737
512x512 48 45.89 46.44 0.9908 0.9920  0.9913 0.7253 0.0832 0.0739
10241024 192 45.90 46.40 0.9885 0.9931 0.9813 0.7127 0.0831 0.0743
128%128 3 45.84 46.62 0.9920 0.9936 1.0294 0.7157 0.0841 0.0724
256x256 12 45.89 46.54 0.9898 0.9913 1.0182 0.7270  0.0829 0.0730
512x512 48 45.90 46.47 0.9870 0.9886 0.9893 0.7397 0.0834 0.0740
1024x1024 192 45.89 46.43 0.9842 0.9868 1.0109 0.7412 0.0834 0.0747
128%128 3 4591 46.46 0.9912 0.9923 1.0140 0.7468 0.0836 0.0738
256256 12 45.86 46.47 0.9882 0.9895 1.0198 0.7230  0.0839 0.0734
512x512 48 45.87 46.48 0.9856 0.9872 1.0147 0.7363 0.0833 0.0735
10241024 192 45.89 46.48 0.9826 0.9859 1.0113 0.7297 0.0832 0.0733

Figure 9 shows the comparison of the two proposed
methods based on the PSNR parameters. The figure shows
that the second method has an average PSNR value of
46.62, which is higher than the first method with an average
value of 45.98. This difference indicates that the use of
DNA improved the quality of the proposed method.

Figure 10 shows the comparison of two proposed
methods based on the SSIM parameter. As it turns out, the
use of DNA increased the average similarity of the cover
image and the hidden image from 0.9835 to 0.9859.

Figure 11 shows the comparison of two proposed
methods based on the MSE parameter. DNA use reduced
the average square error from 0.9331 to 0.6733.

Figure 12 shows the comparison of two proposed

methods based on BER parameters. As is evident in the
diagram, the average bit error rate using DNA decreased
from 0.0827 to 0.0722.

Table 7 and Figure 13 show the comparison of the two
proposed methods with the methods presented in articles
[6], [38]and [41].
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Fig. 9. Comparison of two proposed methods based on PSNR parameter Fig.11. Comparison of two proposed methods based on MSE parameter
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Fig.10. Comparison of two proposed methods based on SSIM parameter Fig. 12. Comparison of two proposed methods based on BER parameter

Cover image

Average
Ref. [41] 43.93
Ref. [6] 45.40
Ref. [38] 45.57
First proposed method 45.88
Second proposed method 46.44
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Fig.13. Comparison of the proposed method with existing methods based on the PSNR parameter

5.1 Comparison

For simulation and evaluation, standard cover images of
the UCID database have been used. For more detailed
evaluation, 96 experiments were performed using 12 cover
images with 4 different scales. In the experiments, the

parameters of PSNR, MSE, BER, and SSIM were evaluated.

In the experiments, the mean PSNR of the second proposed
method was 46.44, which is more desirable than the first
proposed method with an average value of 45.88 and the
methods presented in the articles [6], [38]and [41]. The
results of the evaluations show that the use of DNA has
increased the quality of image steganography, thus
increasing the privacy preservation.

6. Conclusion

Due to the increasing expansion of the Internet of
Things and the necessity of privacy in its applications, two
new methods of image blocking have been proposed. In the
first proposed method, the image blocking is first, a block is
randomly selected, and then the secret data bits are
randomly selected and hidden in pixels of selected block
except central pixels of the block with the least significant
bit method. In the second method, image and secret data are
converted to DNA sequence, and randomly selected secret

data genomes are hidden in pixels of block except the
central block. The central pixels of block are used to
produce the secret key of the chaos function for the random
selection of block and secret data. Simulation results show
that the second proposed method, which uses DNA for
steganography, is much more desirable than the first
method without DNA and other existing methods.

The advantages of the proposed method can be
enumerated as follows:

- To hide the secret data in the image, both the image
block and the secret data bits have been randomly selected
using the chaos function. To distribute the secret data bits
over the pixels of the image, the system becomes more
secure by randomly selecting blocks and bits of secret data.

- Conventional use of the chaos function requires the
sender to generate a pseudorandom number with a secret
key, and the receiver to reproduce a pseudorandom number
with the same secret key. Therefore, leakage of this key can
lead to leakage of confidential information. In this paper,
image pixels are used to create the secret key. This
eliminates the need to send the secret key separately to the
recipient, thereby eliminating the risk of disclosure of the
secret key and hence information leakage.

The disadvantages of the proposed method are:

* In this paper, block centers are used to generate the
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secret key of the chaos function, considering that in data
transfer, one or more bits may be changed for any reason

and this error will change the secret key and as a result, the
data will be lost.
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