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Abstract — This paper studies structural properties of bandwidth limited Industrial Networked Control Systems in
which the number of simultaneous network accesses is limited. Conventional control theory assumes that the measured
output is available as a vector at each time instant and the input vector can be applied simultaneously to the actuator.
However, when the system is bandwidth limited, it is not possible to instantly read all of the sensors and nor it is
possible to apply the whole input (control) vector to the actuator. Therefore, the plant may lose its controllability
(reconstructibility), after adding a bandwidth limited network as the communication media. The communication
medium therefore changes the overall system structural properties. This is of utmost importance since existing control
and estimation algorithms are based on the assumptions that the whole output vector (input vector) is read from sensors
(applied to actuators) instantly. We assume that communication medium is shared among both sensors and actuators. It
is shown that controllability and reconstructibility analysis could not be performed independently (as inherently
assumed or ignored by previous works in this field).For the special case of equidistant sequences with separate
read/write cycles, we prove that controllability and reconstructibility analysis’s can be done independently if a specific
procedure is followed. Examples are included to clarify the results.

Keywords: Networked control and estimation, Communication sequence, Controllability,

Reconstructibility

1. Introduction

Networked Control Systems (NCS) has attracted
significant attention due to inevitable use of a shared
network in many control applications[1].Insertion of a
shared network into the control loop may affect structural
and stability properties [2-4]. A restrictive networked
induced constraints bandwidth limitation which requires
allocation of (limited) communication capacity to sensors
and actuators (i.e. a schedule for medium access). A policy
to grant access to communication medium for each node in
a time tick (i.e. communication sequence)is required in an
NCS with access constraints. It is assumed that the network
uses a shared bandwidth for sensors and actuators while
performing read/computation and write actions is separate
sub-cycles. It is also assumed that the arbitration of network
access is performed centrally by a master node. Since
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multi-rate sampled data systems are shown to be a special
class of bandwidth limited NCS [5], the scope of this paper
covers those systems as well. Reconstructibility and
Controllability are two important concepts [2] in systems
and control theory. Reconstructibility of a networked
system guarantees that the system whole state vector can be
reconstructed from the measured signals (known as the
process outputs). Controllability ensures that the system
state can be steered to the origin via appropriate selection of
the control input signal. Both concepts are vital in state
feedback control, while the first is of more importance
since it may be required in model based fault detection
schemes [17]. It is worth noting that the inclusion of an
industrial network which inevitably incur bandwidth
limitation issues, will adversely affect reconstructibility and
controllability of the underlying system. Therefore, it is
important to study the effect of bandwidth limited
communications on the system reconstructibility and
controllability. This paper provides sufficient conditions
assuring reconstructibility and controllability of a
networked control system. We assume bandwidth
limitations as the main communication restriction present in
industrial networks [8]. In order to mathematically model
the bandwidth limitation phenomenon, we will use the
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concept of periodic communication sequence introduced in
[6]. The communication sequence is a sequence according
to which access to network is granted to different nodes [6].
Almost all industrial networks including Profibus, Flex Ray
and Modbus [9] use a predefined medium access policy
which could be modeled as a periodic communication
sequence. Therefore, the model used in this paper which is
the same as that of [6-11] covers those industrial networks
as well as many others.

In [6] conditions for existence of a periodic
communication sequence to preserve stabilizability are
given. In [7] the provided conditions are improved to
reduce the upper bound of the communication sequence
period. Results of [8, 9] further reduced the upper bound of
the period, assuming additional conditions on the system
eigenvalues. In [10], the concept of communication
sequence characteristic polynomial is introduced and
utilized to determine which sequence preserves
controllability and reconstructibility of the plant. Reference
[11] enhances the result of [9] by eliminating extra
conditions on the system eigenvalues but results in a
slightly greater communication period compared to [8, 9].
In [12] constant delays are added to the bandwidth limited
model to provide a more realistic one. Sufficient conditions
are then given for the controllability and reconstructibility
as well as stabilizability and detectability of the NCS.
References [13-16] are dedicated to the optimal scheduling
problem in which optimization procedures are examined to
find the most suitable communication sequence to apply
optimal filtering [13], model predictive control [14], linear
quadratic regulation [15] or linear quadratic Gaussian
control and estimation [16] as well as unknown input
observation schemes [17, 18] which too rely on variations
of the notion of observability. Networked control systems
structural properties is still an active area of research [19,
20].

Previous works did not address structural properties
when the communication medium is shared for both sensor
and actuator accesses. Since most of industrial control
systems use the same network for both sensor and actuator
communications, it is inevitable to have sensor scheduling
in mind, when designing an actuator communication
sequence. References [14, 15] considered only actuator
scheduling while [13] considered only sensor scheduling
and [8-12, 16] analyzed both of the two problems
independent of each other. However as shown in this paper,
when the communication medium is shared among sensors
and actuators, actuator communication sequence cannot be

chosen regardless of sensor scheduling. This motivated the
present paper.

The paper is organized as follows: The second section
introduces a generic model, some preliminary notions,
definitions and theorems. In the third section, structural
properties of NCS are reviewed and main results are
proposed. In the fourth section, results are generalized to
capture situations in which both sensors and actuators use
the shared communication medium. An example is first
presented to show that separate design of sensor and
actuator communication sequences may impact system
controllability (and not reconstructibility). It is then shown
that implementing read and write actions in separate sub-
cycles simplifies this problem. The final section concludes
the paper.

2. Modeling NCS with bandwidth limitations

Suppose a networked control system subject to
bandwidth limitations. State equations are given
in(1).Sensor and actuator signals are sent via a shared
medium with a limited bandwidth. Access constraints are
modeled as (2) and (3).

x(k+ 1) = Ax(k) + Bu(k), y(k) = Cx(k) (1)
u(k) = Sa()ak) + Sa(uk — 1) 2
y(k) = Ss(Ry(k) + Ss()yk — 1) 3)

The vector §(k) is theheld output and G(k) is the
updated input, sent from controller to the plant. Matrices
Ansxn Bnxny Cnyxn are the state, input distribution and
output matrices of the state space description (1). Matrix
Apxn is assumed invertible. Matrices
Sa(k),Ss(k),SA(k),Sg(k) in (3 )represent access of
sensor/actuator to network for sending/receiving updated
data and defined as follows;

5409 = [sag (0], 5 8509 = [ss(®],

In which sp;(k) and sg;;(k) are unity if the
corresponding node has access to the communication
medium and are zero otherwise. Note that;

rank(Sa(k)) < b, <n, 4
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rank(Ss(k)) < bs <n, (5

Scalar b, (bg) is the maximum number of actuators
(sensors) which can simultaneously access the network. The
scheduling matrices specify those nodes which are granted
access at time k. A combined scheduling matrix may be
defined as;

Sa®)

S(k) = [ | (6)

*

Throughout this paper, symbolsS(k) , Sa(k) , Ss(k) ,

ERIE 1)

Op, Opa and opsare called “scheduling matrix”, “actuator

scheduling  matrix”,  “sensor  scheduling matrix”,
“communication sequence”, ‘“actuator communication
sequence” and “sensor communication sequence”
respectively.  This  paper considers p- periodic
communication sequences. i.e.:

S(k) =S(k+p) k=1,2,.. (7

A communication sequence is called equidistant p-
periodic if it is p-periodic and the time interval between two
consecutive accesses of a single node is constant. It is
called admissible if all nodes are granted (one or more)
access, during each period. i.e.:

ks (®)
rank(z S(G)) =n, +ny

j=0

Definingn(®as the number of accesses granted to node i,
during each period. For an equidistant p-periodic
communication sequence, pshould be a common multiple
of all nMs.

Definition 1. A read/write sub-cycles is a group of
consecutive communication slots dedicated respectively to
reading a number of sensors or writing control data into
actuators.

For the purpose of the following lemma, consider a time
varying linear periodic system described as:

x(k +1) = A, (K)x(k) + B, (l)u(k)y(k) 9)
= Cp(f)x (k)

(10)

Ap (k) = Ap (k—p), Bp (k)

= B,(k —p), Cy(k) = C,(k —p) k=0,1,..

Lemma 1. [10] A time varying periodic system described
by (10) is controllable if and only if (11) is fulfilled for all
eigenvectors, corresponding to nonzero eigenvalues of the
matrix,@, (k, k — p), where ¢, (k,j) is the state transition
matrix.

v[By(k — Dpk,k— 1B,k —1) ... (11)
@p(kk—p+1)B,(k—p)] #0

3. Structural Properties of NCS

Lemma 2 .[9] An admissible, p-periodic actuator
communication sequence preserves controllability of

system (1)-(3) if (12) and (13) hold:

o

Aa (2111\/—_1>
exp (12)

2mlv—1 (=1
. —— , i=1,.n,, 13
p—k® + g0 (kD) u (13)
I=1,..p—kP+q0(kP) -1

kqtexp(

-1
a0 2 minfg® - 1k }q® £ mink: | |Z0)
k=0
=0

In which A,A,, Aparearbitrary eigenvalues of A and
kgi) is the last time in a period, in which actuator i is
granted access. The integer(](i) — 1, represents the first time
in a period, in which actuator iis granted access.

Theorem 1. For an equidistant p-periodic schedule, the
following properties hold:

) p 14

1<q’< W (14)

p ©) 15

p—mﬁkf <p-1 (15)

G0 -1 <k,® (16)
p

k(i)_—(i) 1=p——
A G 17)

Proof: In an equidistant p -periodic schedule, an
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actuator is granted access each % steps. Therefore if the

first access is granted later than % steps after k = 0, the
sequence will not be equidistant. Also from (13) it could be

inferred that q(i) is at least one. This proves (14).

Based on definition oﬂ<f(i), if the last access is granted
_P
n®’

equidistant as the next access will not be granted earlier

earlier than stepp — 1 then the sequence will not be

than the next period. Therefore, kf(i) is always greater
than p — 1 — == Also,k%i) < p — 1by its definition. This

ON
completes the proof of (15).

Property (16) is trivially derived assuming (14) and (15).

To prove (17), Note that individual scheduling matrices of
equidistant sequences has the following form:

, 0 0
Z{P (k) = [ 24(, D (k) l ;24 (i, 1) (18)
0 0
i lp .
_ {1 k=qg® t+—5 = 0,1,..,n® -1
= n
0 otherwise
As aresult:

. @ _ 1)
@ _ =@ (Tl 14
=0 (19)

Subtracting  g® from (19) yields (17). The proof is
complete. B

Lemma 3. [5] An admissible, equidistant p-periodic
actuator communication sequence with n® accesses for
actuator i, preserves controllability of system (1)-(3) if;

Ao 2rlv—1
A—}) * exp T (20)
2rlv—-1 .
A+ exp (Tn(”> Q1)
—n®
. p—n
l:1,..7’lu lzl,W

Proof: (20) is identical to (12), substituting (17) into
(13) will result in(21). W

Theorem 2. The following properties hold:

p-1 O _
1. Zj:o ny==p

2. Number of nonzero coefficients of gu;(1) is equal to
the maximum distant between two consecutive accesses
granted to actuator i.

O >0

- (@
3. Foralli, n; > n;,

Proof:

®H
j
period, located j steps later than a slot dedicated to actuator

i, (e.g. ngi) counts the number of slots located immediately

1. First notice that n;’counts the number of slots in a

after those dedicated to actuator i). Therefore by adding

each n].(i) to the summation, one counts number of slots not

dedicated to node i, ng) which is the same as n®counts
the number of slots dedicated to actuator i, as a result, the
summation is equal to the total number of slots in a period,

which is p.

2. If dDrepresents maximum distance between two

consecutive slots dedicated to actuator i,n-(i) will be zero

j
forj > d®,

3. Notice that if j>d® then j+1>dDas well.

Asa result,n].(i)is always greater than or equal ton].(?l. Also,

each nj(i) is trivially non-negative. B

4. Simultaneous scheduling of sensors and
actuators

In this section, the interaction of sensor and actuator
scheduling is considered when both communications take
place within the same bandwidth limited communication
medium. Many NCSs utilize a single bus to schedule all
communications including sensors and actuators. Therefore,
it is not realistic to analyze actuator and sensor scheduling
independent of each other. Independent structural analysis
of controllability and reconstructibility, performed in most
of previously published papers in this field[8-12]may be
misleading because if a networked control system is
controllable using scheduling sequence
{Sa(0),SA(2), ...Sa(pa)} and observable
by{Ss(0),Ss(1), ... Ss(ps)}, it is not necessarily controllable
using arbitrary combinations of these two sequences. This
is shown by the following example.
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Example 1: Consider the following system, connected
to a channel with bandwidth limitation.

A= ) 5= e

The plant is controllable and observable. When there are
separate channels for sensors and actuators, controllability
will be preserved using any admissible communication
sequence for sensor / actuator. Now consider that
communication bandwidth is equal to unity. Then
scheduling sequence may be {actuator,sensor}. In the
following, it is shown that system loses its controllability
with this sequence. Form an augmented system by defining:

Xaug(k) = [x"(k) y(k—1) uk—D]I"

The augmented system is described as:

0 -1 0 S 1-s
M@=l ¢ Ty o Bt =] g |G
0 0 o S 1-s
=[s s 0 1-s5]
In which:
s={0 k=21
1 k=21+1

The state transition matrix @, (k,k —2) is:
epkk—2) =A,(KA,(k—1)

0 -1 0 0

_| 0 -1 0 1-s5
I G O R 0
0 0 0 0

Non-zero eigenvalues of the above matrix are A = 1.
Define vy,,vq, and v,q,V,,as eigenvectors corresponding
to nonzero eigenvalues ofg,(k,k —2) for even and odd

krespectively;

Vi1 = @p(k'k —2)Vip, —Vip = (Pp(k,k —2)viz ;5 k
=21

—V21 = ‘Pp(k:k —2)Vy1 ,—Vp = (Pp(k;k —2)vy; sk
=2l+1

After simple manipulations, one obtains;
Vas[Bp(k— Dok k— DB,(k—1)] =0 k

—20+1
vi2[Bp(k — 1, (k k — 1)B,(k—1)] = 0 K
=21

Therefore system lost its controllability after using
shared medium for both sensor and actuator. B

Example 2: Suppose that an actuator communication
sequence with periodicity of p, is designed for a network
with a bandwidth of unity, to preserve controllability of
plant with n, actuators and ny, = 2 sensors. It is desired
to use the same network with the same time slot, to
schedule sensors as well. If a round robin schedule is used
for sensors in the beginning of each period, then:

op = {SK)}p

=0 ssllo sl P52 o[~ ¢

Which implies:
0 0
o s:00) k=01
S =11 k-2) 0
A - —
[ 0 0] 1<k<p-1
=S(k+p)

,S(K)

The shortest possible period pas well as all g (k) and
kgi)are incremented by 2. Therefore, it is essential to amend

these parameters when examining the controllability
property.®

Corollary 1. System (1)-(3) with an admissible
periodic equidistant communication sequence, and separate
read/computation/write cycles, is controllable if:

ﬁ - 2mlv—1
2 P\ oy (22)
I <2nl\/—1 (i))
ex ng
] (23)

pr —n®

i=1,..n, [=1,.. ey

In which n,®is the number of accesses granted to
actuator i, during each communication period and pris the
total communication sequence period including both
sensors and actuators scheduling.

Corollary 1 presents an important advantage of
implementing communications in separate read/write sub-
cycles. Controllability analysis could be done only by
knowing the number of sensors and without being
concerned about sensor communication sequence. This is
not the case for non-equidistant periodic sequences neither
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for generic communication sequences (other than separate
read-write cycles) as shown in the examples. As an instance,
consider the following example;

Example 3: Consider the system described in
Examplel. Assuming equal times for sensor and actuator
communications, (23) results in a period of 2, which
violates (20). Therefore a period of 3 should be considered.
A slot for the sensor, an empty slot and the third slot for the
actuator. If non-equidistant periodic sequences are allowed,
a 3-periodic sequence including two sensor accesses and
one actuator access or vice versa may be considered. ®

Note that based on [9, 11], the system described by(1)-
(3) is reconstructible (observable) if (1) is reconstructible
(observable) and the sensor communication sequence is
admissible. While sharing the communication medium
affects controllability by inserting zero actuator scheduling
matrices in the sequence, the situation is not the same for
sensors (i.e. inclusion of actuator scheduling does not affect
reconstructibility as long as sensor communication
sequence is admissible).

5. Conclusion

In this paper, sufficient conditions for controllability and
reconstructibility of bandwidth limited networked control
systems with periodic equidistant
sequences is derived. To make the model more realistic, a
shared bus is assumed for sensors and actuators and
separate read and write sub-cycles are considered. An
example is included to show how using a shared bus may
cause interdependency between controllability and
reconstructibility. Using the previously established results,
it is shown that the reconstructibility analysis may be
performed independent of controllability when the sensor
communication sequence is admissible with respect to
sensors. However, controllability analysis can’t be done
independent of the sensor communication sequence. It is
shown that using separate read/write sub-cycles and
equidistant sequences makes the analysis significantly

communication

easier.
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