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Nowadays, organizations generate a significant volume of log files that
require processing for condition checking, debugging, and anomaly
resolution. Outsourcing such processing is not suitable due to the need
for real-time processing and security maintenance. Given the multitude
of different software and services, organizations face a substantial
volume of production logs that should be processed rather than deleted
or ignored. In the traditional approach, experts manually check the logs
daily. This, on one hand, slows down the process, increases the time
and inaccuracy, and, on the other hand, results in a high hiring cost due
to the need for an expert force. This article introduces a solution that
employs generative neural networks to establish a local structure for
log analysis within the organization. The process involves retrieving
and parsing text files from various sectors, segmenting them into
manageable portions, embedding them, and storing them in a vector
database. In this structure, a trained individual without special
expertise can quickly access necessary information using appropriate
prompts from a local language model available at any time. Therefore,
the proposed method can increase the stability of security, increase the
speed of analysis, and reduce the costs of human resources.

1. Introduction
As the digital age

continues to grant the
unprecedented access to information, the demand

presence  of  sensitive information.
Consequently, outsourcing such unregulated

for efficient methods to navigate, search, and
extract pertinent data from logs has grown
substantially. Organizations generate an enormous
volume of logs daily, necessitating thorough
analysis. Initially, these files are organized and
dispatched to designated individuals responsible
for data mining. These individuals are tasked with
continuous monitoring of the logs to detect
anomalies or suspicious activities. It is at this
juncture that the imperative for an automated and
streamlined log analysis system becomes evident,
rendering the previously employed manual search
and interpretation methods obsolete in light of the
escalating log volumes.

Typically, an organization's logs are of great
value, with a paramount focus on security due to
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resources poses the risk of data leakage. The
establishment of an in-house system for log
analysis and evaluation emerges as the preferred
option. This issue finds resolution through the
application of artificial intelligence and machine
learning tools. In the context of neural networks,
intelligent  systems, trained with  specific
parameters, exhibit the capability to comprehend,
recover, and furnish meaningful analyses based on
a given set of logs.

In a broader sense, the creation of an internal
structure using large language models powered by
neural networks enables effective data
management and user query responses.
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Figure 1- Anatomy of a log file

1.1. Log Management

Logs encompass a collection of data derived from
the activities and performance of programs,
systems, and users, curated for the purpose of
identifying suspicious events. In many business
settings, these valuable resources manifest in
various formats, including structured, semi-
structured, and unstructured files [1]. Log files
typically contain sensitive information, and the
removal of these records from an organization's
internal system can jeopardize data security. The
constituents of a log file, akin to its anatomy like
figure 1, comprise critical details such as user IDs,
system IDs, executed operations with timestamps,
information events, and other relevant data [2].
Logs come in various types, including event logs,
server logs, access logs, multi-user system logs,
resource logs, security logs, and threat logs. These
log types are categorized at different levels
depending on the ecosystem, such as emergency,
warning, informational, and debugging [3]. The
management and analysis of logs are instrumental
in monitoring the overall performance of
programs and tools. By detecting adverse effects
and damages, this process effectively
distinguishes unexpected and potentially harmful
activities, such as errors and intrusions, from
routine procedures like the initiation and
termination of processes. Additionally, it provides
valuable insights to the organization. Handling
extensive log data poses a considerable challenge
for organizations seeking to monitor their
infrastructure  for  security reasons while
maintaining localized control. Various software
and systems, such as MongoDB, Kafka, as well as
databases, big data, cloud systems, and syslog
computing systems, can receive logs. Given the
impracticality of outsourcing log management and
the unique internal conditions of each
organization, the workload of the IT department
has increased, necessitating the development and
integration  of  automation  tools.  Many
organizations store their reports within the
Security Information and Event Management
(SIEM) department. However, as log volumes
escalate, this approach becomes problematic,
prompting the need for Centralized Log
Management (CLM). In a CLM system, data is
integrated and directed to a data highway, where it
undergoes filtration before being delivered to the
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intended destination [3]. The implementation of
such systems can be facilitated through pipeline
creation, ensuring compatibility with large
language models and integration into existing
infrastructure.

1.2. Analysis of Logs

When dealing with unstructured log files,
preprocessing becomes a necessity. To address
this, the research conducted by [1] suggests three
primary approaches: first: Tokenization: This
straightforward method involves segmenting log
messages into tokens. It doesn't require a parser
and lacks the ability to provide semantic
interpretations of symbols. second: Parsing
Messages: Parsing involves extracting information
from sets of events, encompassing sequences,
counts, or statistics. Third: Parameter Extraction:
This approach focuses on retrieving parameters,
including timestamps, from parsed events.

The analysis process entails the examination and
interpretation of logs generated by network
systems, operating systems, applications, servers,
hardware, and software components. This process
provides visibility into the performance and health
of the IT infrastructure and application stacks,
allowing the detection of potential issues,
including security vulnerabilities and failures. It
also aids in identifying and preventing problems
like overprovisioning and underprovisioning.
These techniques are applied to segment
documents into manageable chunks, embedding
them, and storing them in a vector database to
facilitate feeding the document data into a large
language model.

Historically, log analysis was performed
manually, with experts interpreting log files using
text processing software like sedawk. However,
the proliferation of logs generated by modern
programs has rendered manual analysis infeasible,
necessitating automated mechanisms [4]. Hand-
coded rules that search for specific keywords have
limited utility and are ill-suited for scenarios with
unknown parameters [5].

Consequently, the need to employ alternative
methods developed by deep learning models has
emerged. These methods include pattern
recognition using machine learning, keyword
tagging, classification, and correlation techniques.
Notable examples include the semantic
multiphase matching algorithm based on a vector
space model and natural language processing
(NLP) for matching models [6], as well as the
technique for discovering a set of related activities
based on k-means clustering in [7] and [8]. Time
series analysis is used to detect changes in event
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frequency [9]. The field of NLP also finds
application, such as in linguistic reconstruction
[10], where refactoring technologies used in
software engineering are applied for syntactic,
semantic, and functional reconstruction. Various
tools, such as Logstash, ELK Stack, and Sentry,
prove helpful.

One of the most significant advantages of log
analysis is anomaly detection [1], which involves
reporting deviations from normal system behavior
by creating models. These approaches may use
unsupervised learning, which does not necessitate
labeled logs, or supervised learning. Anomaly
detection is categorized into two main types:
offline and online. In offline anomaly detection
systems, notable examples include PCA [11],
which utilizes principal component analysis to
detect anomalies, and LogCluster [12], which
assigns weights to events and employs cumulative
hierarchical clustering to identify patterns.
Invariants Mining [13] analyzes single values in
reports to learn variables, while LogRobust [14]
utilizes a Bi-LSTM neural network for learning.
Online anomaly detection systems employ
supervised learning, using patterns learned offline
from normal logs to detect anomalous events in
production. Prominent examples include DeepLog
[15] and LogAnomaly [16].

This article delves into issues and their resolutions
within the realm of daily log analysis, organized
into seven sections: The initial section provides an
introduction and discusses the current conditions.
The second section outlines the artificial
intelligence process. Moving forward, the third
section addresses the challenges that require
solutions. Subsequently, the fourth and fifth
sections delineate the proposed solution and its

evaluation. The sixth section establishes
limitations and  outlines the  necessary
requirements. Finally, the seventh section

conclussion the article.

2. Generative Artificial Intelligence

Generative artificial intelligence (GAI) aims to
develop machines capable of reasoning and acting
in a manner resembling human cognition [17].
This technology empowers Al systems to generate
text, images, or other media items in response to
user requests, revolutionizing various industries.
GAI models acquire an understanding of patterns
and structures within their training data and
subsequently generate new data. These models
can be trained on extensive datasets, enabling
multi-stage learning and domain knowledge
development through reinforcement learning from
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human feedback. GAI can be categorized as either
unimodal or multimodal. Unimodal systems
process a single type of input, while multimodal
systems can handle multiple input modalities.

GAIl can further be classified into two main
categories: task-specific GAl and general GAL.
The focus of this research is on investigating
general GAIl [18]. Advances in big data
representation technologies have led to the
emergence of a human-interpretable language for
patterns and structures within input data, enabling
the accomplishment of diverse objectives across
various environments. The objective is to
transcend the current language generation
paradigm, which often involves fitting sample
distributions to specific tasks. However, the
development of general GAI is still confronted by
several key challenges. These challenges include
high training and maintenance costs, dispersion of

high-quality  data, integration of domain
knowledge, interpretability, model validity,
resource  allocation, and  security. A

comprehensive review of the development of GAI
from 2018 to the present is presented in Figure 2
[18], illustrating the evolution of this field.

2.1. The Evolution of Generative Al Models

Initially, GPT (Generative Pre-trained
Transformer) demonstrated its potential to
generate specific natural language through

unsupervised pre-training and fine-tuning in
downstream tasks. It utilizes 12 transformer
decoder layers to perform next-word prediction
and generate coherent text. The subsequent model,

GPT-2 [19], extended this structure and
introduced the concept of zero-shot learning.
Building upon these advances, GPT-3 [20]

introduced the use of prompts to reduce the
reliance on supervised datasets. It leverages the
prior knowledge acquired during the pre-training
phase to enhance the quality of generated content.
This approach enables the language model to
adapt quickly to new scenarios, even with limited
or unlabeled data. Additionally, the emergence of
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reinforcement learning became notable during this
period.

InstructGPT, introduced as a general GAl, utilizes
Reinforcement Learning from Human Feedback
(RLHF) to make decisions aligned with human
preferences, achieving improved performance
with fewer parameters. This results in an
intelligent system characterized by consistency,
interpretability, and reliability. RLHF optimizes

the  original  problem by transforming
indistinguishable ~ objectives  in  language
production tasks into sequential decision

processes [21].

In November 2022, ChatGPT, a general-purpose
OpenAl-based chatbot known for its ability to
"produce human-like text," attracted millions of
users [22]. ChatGPT, built on the foundations of
large language models, serves as a conversational
user interface and application programming
interface (API). It empowers Al applications to
generate text and images [17]. These large
language models, equipped with self-supervised
learning  capabilities,  exhibit  exceptional
proficiency in complex tasks and question
answering, even in the absence of intrinsic
motivations or goals. Beyond language mastery,
transformer-based Large Language Models
(LLMs), like those in ChatGPT, can tackle diverse
and challenging tasks, including mathematics,
coding, medical analysis, law, psychology, and
more. These models learn from large text datasets
through unsupervised learning methods, allowing
them to recognize statistical patterns and
regularities in  human language, thereby
generating coherent and contextually relevant
responses to user inputs [23]. ChatGPT relies on a
self-generated LLM, a machine learning system
capable of independent learning from data to
produce sophisticated and seemingly intelligent
text after extensive training on large text datasets
[24].To further enhance the model's capabilities,
reinforcement learning from human feedback is
integrated with GAIl models, enabling domain
knowledge to play a role in the training process.
This integration marks a shift from "fitting-
generation™ to "Pretraining-Prompting-
Generation" [25].

Recently, GPT-4, the latest model developed by
OpenAl, has been trained on an unprecedented
scale of computation and data, delivering
remarkably human-like performance across a
wide array of tasks. The introduction of GPT-4
signifies the evolution of general GAI based on
the GPT series, which now includes the
understanding and generation of multimodal data,
encompassing text, images, and audio. Moreover,
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it can identify logical errors in reasoning to
generate valuable responses [26].

3. Challenges in Log Analysis

The purpose of this article is to investigate three
critical aspects: security, time efficiency, and cost
reduction in the analysis of logs received from
various departments within an organization.
Security:

Logs contain intricate details of valuable and
private  information  pertaining to the
organizational structure. Careful examination of
this data is crucial, and outsourcing beyond the
organization's internal network is not considered.
The proposed method establishes a local structure
within the organization to uphold the security of
such sensitive information.

Time Efficiency:

The sheer volume of logs generated and stored for
recovery and analysis is extensive. Traditional
methods of checking logs involve writing various
queries to extract useful information and reports,
which is time-consuming. This results in a
slowed-down log checking process, making it
nearly impossible to review all logs. The proposed
method streamlines and accelerates this process,
providing a solution to the time constraints
associated with log analysis.

Cost Reduction:

Log analysis typically requires the expertise of
specialized individuals, and the annual human
resources costs escalate when hiring such
personnel. Furthermore, the nature of the job
demands more than one person, leading to
increased salary expenses. In contrast, the
proposed method operates efficiently by reducing
employment costs. It achieves this by utilizing a
trained professional, eliminating the need for
high-level experts and minimizing financial
burdens.

4. Proposed Method: Development of report
analysis using local LLMs

Development of Report Analysis using Local
Large Language Models (LLMs): There exists a
diverse array of Al applications, primarily relying
on machine learning, deep learning, and natural
language processing (NLP). Machine learning
harnesses advanced algorithms to analyze data
and identify patterns for predictive purposes.
Deep learning employs neural networks to process
vast datasets. Large language models (LLMS)
[20], [32], [33], considered a groundbreaking
technology in the realm of natural language
processing, empower developers to create
previously unattainable applications, such as the
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Copilot programming assistant [34]. However, the
true potential of these LLMs is realized when they
are integrated with other computational or
knowledge resources. This amalgamation can
result in the creation of customized solutions for
individual  organizations. With  appropriate
training, these integrated systems can ingest all
available logs and provide meaningful analyses.
For instance, organizations like Google have
introduced competitive artificial intelligence
chatbots like ChatGPT and other advanced models
proposed by OpenAl. Google's Al chatbot, known
as "Bard," showcases impressive conversational
skills. Meanwhile, several Chinese companies,
including  HUAWEI, Baidu, Alibaba, and
Tencent, have offered their LLMs to develop
industrial-grade models, contributing to the
industrialization ~ of  large-scale artificial
intelligence models.

To respond to user inquiries regarding the source
of collected logs, it's essential to train LLMs.
While LLMs possess remarkable capabilities, they
lack knowledge beyond what they've been trained
on. "Retrieval Augmented Generation" is a
technique that enables the creation of intelligent
systems connecting a language model to
additional data sources to provide instructions to
the LLM, enabling it to manage and interact with
its environment.

In this proposed method, as illustrated in Figure 3,
the log files undergo initial loading and are
subsequently divided into smaller, manageable
segments using a text splitter to ensure
compatibility with the model. These logs are then
embedded for storage.  Utilizing these
embeddings, semantically similar logs to a given
guery can be retrieved. These snippets are indexed
in a database to facilitate future searches and
retrievals. This created index can be employed for
generation, essentially functioning as a search
format that operates in two stages: capturing the
logs in a query format, followed by retrieving the
appended production chain. A vector database is
integrated to construct high-performance vector
search programs, enhancing the speed and
accuracy of search and retrieval processes.
Various index types are available, with
Vectorstore being the most common. Its user-
friendly API, scalability, and advanced algorithms
allow developers to efficiently manage extensive
vector data, achieving real-time retrieval and
building effective search engines.

When a user submits a query, the query is initially
embedded, and a similarity search is conducted in
the vector database. The retrieved documents, in
conjunction with the query, serve as input to the
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query chain. This consolidated input is then
forwarded to the LLM, enabling it to generate a
response that precisely addresses the user's
inquiry. The search encompasses the logs relevant
to the question and employs both a PromptValue,
which acts as model input, and a PromptTemplate,
responsible for creating these inputs. PromptValue
is conveyed to the model, and the outcome,
representing an accurate and well-informed
response based on the information found in the
pertinent documents, is delivered in a natural
language  format comprehensible to all
stakeholders. These search results feed into the
text understanding for the Large Language Model
(LLM), enabling it to provide an accurate
response to the user's query from the extensive log
collection.

vector DB LM

T

GPT Model

Embedding

MAENEE—

User

Figure 3. Report analysis using local LLMs

5. Assessment

To provide a comprehensive overview of the
utility of this model, along with its notable
advantages, which include exceptional text
comprehension,  proficiency  in  handling
unstructured data and complex patterns,
continuous learning capabilities, and the
generation of natural language output for
improved comprehension among non-technical
stakeholders, three primary advantages emerge:
First: Enhanced Log Security

One of the key benefits lies in log security. This
model is implemented locally, eliminating the
need to transmit logs outside the organization or
outsource their analysis. This inherent security
feature ensures that sensitive log data remains
within the organization's control.

Second: Time Efficiency

The model offers a substantial reduction in the
time required to extract necessary information
from logs. In traditional log analysis, composing
several query lines demands time for
contemplation and typing. However, with the
assistance of the large language model,
formulating a question in natural language
requires significantly less time. To quantify this
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time-saving advantage, we considered 24 distinct
non-repetitive questions to be written as queries.
The time taken for each query was compared with
the time it would take a person to naturally pose
the same questions to the model. Initially, users
working with the model may spend slightly more
time formulating questions. However, over time,
as users gain experience, Chart 1 depicts a
noticeable trend toward reduced query time. This
assessment underscores the model's capacity to
enhance both log security and operational
efficiency, making it a valuable asset for
organizations seeking to streamline their log
management and analysis processes.

LLM TIME and Human Time
B LLMTIME [ Human Time
30

ssssss

Chart 1. Comparison of time consumption in
each method

Third: Cost Reduction

The second advantage discussed relates to the
reduction in costs. Traditionally, writing a
suitable query for log analysis necessitates the
presence of an expert with relevant knowledge
within the organization, responsible for
continuous analysis and necessary checks.
However, with the language model, anyone
can pose a question without the need for
comprehensive expertise, and receive a
suitable answer. This capability contributes to
cost savings by obviating the need to hire
human resources for log analysis.

In Chart 2, presented as a cumulative
frequency chart, a cost comparison is depicted.
The chart illustrates the requirements,
implementation, and maintenance costs over
two years for both the traditional model and
the language model in a private company.
Initially, the language model incurs higher
implementation costs, but as time progresses,
only maintenance costs are incurred,
demonstrating a declining trend. Conversely,
in the traditional model, the cost over two
years, primarily related to hiring an expert, is
nearly twice that of the language model. This
third advantage highlights the substantial cost
savings achievable by adopting the language
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model for log analysis, offering a more cost-
effective and accessible approach to
organizations.

= LLM Cost Services Cumulative Frequency == Human Cost Services Cumulative Frequency

500

400
300 /

Chart 2. Cost comparison in each method in the form
of cumulative frequency

6. Limitations

Despite significant progress and advancements in
the field of log analysis with the aid of artificial
intelligence, several challenges persist, offering
opportunities for future research and the
expansion of these methods. The following are
notable challenges, along with potential solutions:
Generalization Ability: Achieving a valid output,
in addition to log data, necessitates the inclusion
of more information for model training. This
expanded dataset increases the workload of the
ensemble, thereby demanding additional research
efforts.

Interpretability: Enhancing methods and models
that make the behavior and predictions of machine
learning systems comprehensible to humans is an
ongoing research endeavor [27]. Improving
interpretability is crucial in ensuring that Al-
driven log analysis can be effectively understood
and utilized.

Resource Consumption: GAIl models face
significant challenges related to resource
consumption, including the computational power
required for model training and operational costs,
primarily concerning energy consumption during
model operation [28]. Research efforts should
focus on cost-effective learning methods to
mitigate these resource-related challenges.
Security: Security remains a paramount concern in
log management and analysis across all
organizational departments. Entrusting log data to
external entities or utilizing non-local tools
increases security risks. GAIl security models
often exhibit "black box" features, raising security
concerns [29]. To address these concerns and
safeguard data privacy and intellectual property,
organizations must implement security measures
related to production models and strengthen
defenses against potential attacks. This article
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proposes the establishment of a local structure to
address these security issues.

Limitations in Large Language Models (LLMs):
LLMs sometimes produce unrealistic yet
seemingly acceptable predictions, referred to as
hallucinations [30]. To tackle this issue, new
research directions, such as Augmented Language
Models (ALMs), are explored [31]. ALMs are
language models equipped with enhanced
reasoning skills and the ability to utilize external
tools and modules, expanding their processing
capabilities and potentially mitigating
hallucination-related limitations.

These challenges present opportunities for further
research and innovation in the field of log analysis
with the assistance of artificial intelligence,
ultimately enhancing the capabilities and
effectiveness of log analysis systems.

7. Conclusion

By harnessing the latest advancements in artificial
intelligence technologies and locally deploying a
large language model, without the need for
outsourcing, organizations can securely engage
with logs originating from various departments,
such as network and data center management,
marketing, human resources, finance, and
accounting. These logs are systematically
collected, stored, and efficiently managed, making
them readily available for analysis through the
implementation of a large language model. This
approach culminates in the establishment of an
accurate and effective system for addressing
inquiries based on logs. It addresses the
limitations of traditional log analysis by
significantly reducing the time required for
analysis. Moreover, it allows users to obtain
answers simply by framing questions in natural
language. This streamlined approach also leads to
substantial cost savings by eliminating the
necessity of hiring specialized experts. Taken
together, these measures mark a significant stride
toward organizational growth and success,
enhancing the efficiency of log analysis and
information retrieval, ultimately contributing to

improved decision-making and operational

effectiveness.
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