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With the increasing use of the Internet, a large amount of
*Department of Computer Engineering, Islamic information is exchanged between different
Azad University, Mashhad, Iran, communication devices. Data must be securely transmitted
Masood.niazi@iau.ac.ir between communication devices, and therefore, network
security is one of the dominant research areas for the
*Department of Electrical Engineering, Islamic current network scenario. Intrusion detection systems are
?:.ahdosseinig)ri];fz:?j:’ Mashhad, ran, | \idely used in conjunction with other security mechanisms
such as firewalls and access control. On the other hand, the
evolution in attack scenarios has been such that finding
efficient and optimal intrusion detection systems with
Correspondence frequent updates has become a big challenge.
*Masood Niazi Torshiz, Assistant Professor, | |mplementation of an intrusion detection system using
Department of Computer Engineering, Islamic . . . . .
P Ulilesi, MEiTEd, Te machine learning techniques and updated intrusion data
Masood.niazi@iau.ac.ir sets is one of the effective modeling solutions for an
intrusion detection system. In this article, an improved
random fractal search algorithm with chaos maps is
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Received: 5 October 2025 introduced. To improve the mining ability of this algorithm,
Revised: 25 October 2025 the relationships of the whale algorithm have been used in
Accepted: 26 November 2025 combination with it. This algorithm has been used to cluster

infiltrated and normal data. Then, a decision tree classifier
was used to classify the infiltrated data on the NSL-KDD
dataset. To evaluate the proposed method, its results have been compared with the case without
clustering. In terms of the error and sensitivity criteria for the test data, the proposed method is equal
t0 0.2211, 0.5816, and the decision tree without clustering is equal to 0.2477, 0.5692, respectively. In
terms of specificity and accuracy criteria, the proposed method has obtained better results compared
to the decision tree without clustering. Therefore, the results showed that the proposed method has
better efficiency and performance compared to the decision tree method without clustering.
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Figure 1: Improved Random Fractal Algorithm
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Figure 2: Flowchart of the Proposed Intrusion Detection System
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Table 1: Result of the Training Data Using the Proposed Method
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Table 2: Confusion Matrix Results for the TP, FP, FN, TN Metrics of the Training Data Using the Proposed Method
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Table 3: Comparison Results Between the Proposed Method and the Decision Tree Classifier Without the Clustering Step
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Table 4: Test Data Results of the Proposed Method
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Table 5: Multi-class Confusion Matrix Results for the Test Data Using the Proposed Method
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Table 6: Training Data Results Using the Decision Tree Method Without Clustering
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Table 7: TP, FP, FN, TN Metrics Results for the Training Data Using the Decision Tree Method Without Clustering
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Table 8: Test Data Results of the Decision Tree Method
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Table 9: TP, FP, FN, TN Metrics Results for the Test Data Using the Decision Tree Method Without Clustering
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Table 10: Results of Training Data Category Prediction Using the Proposed Method
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Table 11: TP, FP, FN, TN Metrics Results for the Training Data Using the Proposed Method
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Table 12: Test Data Results Using the Proposed Method
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Table 13: Comparison Between the Proposed Method and the Decision Tree Without Clustering

SXRAD9> (39 prenal )0 ol (9, s

Sialejl ools Losgel ool Siolejl ools Soygel ools &
0.7615 0.9991 0.7748 0.9993 ods
0.2384 9.0000e-04 0.2252 6.5000e-04 Uas-
0.5640 0.9483 0.5702 0.9483 Sl
0.9201 0.9997 0.9233 0.9997 S guaz
0.8118 0.9757 0.8472 0.9930 Covo
0.0799 3.1541e-04 0.0767 2.5337e-04 G ol o 5
0.5875 0.9610 0.6008 0.9683 F1 ;L
0.5658 0.9612 0.5882 0.9693 39 (e g

00l 5 +/A2AY L ol gl 0ols (sl (soloiian (bg, 5l sdeliawsds CBs jlre jlake aS 09d o cdalice VY Jgax o

VEND 5 VYA L ol oolitns b, 5l odeliamsds el gosls sy cBo Jlame cenl +/238) L ol 5jee]
ol S IYYOY bl imlasT oslo < 6.50008-04 L ]y 559l 00l sl csolgiiuns s, 5l odoliamots slbs Lxn e
el oo el SIYYAF b s ilejl ool 9.00008-04 sl (skiadisd (30 prai 0 s, slp slons
Combar Sl ool ¢ /OV-Y L ply Giolesl ools ¢« </AFAY L ol o390l ools (glp golgin oy, 5l odelawmsa
Cmogas Loe sl oas +[OFF 5 +/AFAY L ol s (55500 00ls (gl (goiadigs 90y paedl 50 S s sl iamdds
ol 5o el oal JAVYY L plp iolesl eols ¢ +/22QY L plp bigel ools (gl (solpition (g, SaS 4 odelawsa
Sl oo <AV Ll ciolejT ools (gl (Jg ool +/332Y L ply g0l ools (gl plp Ko gy SaS 4 Las
oals INFYY Ll sislesl ools (sl g +/2Y L ply igel ools (gl (goloiian (b, 5 edelcuwsds Como jlre
sdelewddy o yob Codio F53 Cal TAVYA o /AVOY L ol 590l o0l (sl ;508 g, 5l sdwlcawsds jlas ol .l
0ol (gl slre oyl sl </ VEY Ll sislesl eols (sly 5 2.5337-04 L ply ijgel eols (sl (goloin i, 5
olpinn g, 5l saeliewsds F1 jLitel Jlias sl oo +/+ VAR L plyy iolejl ools (gl 5 3.1541€-04 Ll 1y (ojg0]
AN Ll el 0alo gl Jlaxe ol sl 0 <5+ A L ply ool ools (gl 5 +JAPAY b ply iel o5l gl
J99z 50 sl 00 &8l,] (goiualigs gy paendl S50 4 by o gl dnlsl )3 .l eals IOAVO b pl s iulesl sols g

ol 00l ooly lid (gaiuabg 9y peenal C3 0 Sl bbans Jio i 4 bgy e mls VY

GnadisS (9 eedl S350 gy Gigel ool & bgs el N Y Jgar
Table 14: Training Data Results Using the Decision Tree Method Without Clustering
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Table 15: TP, FP, FN, TN Metrics Results for the Training Data Using the Proposed Method
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Table 16: Classification Results for the Test Data Using the Decision Tree Method Without Clustering
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Table 17: TP, FP, FN, TN Metrics Results for the Test Data Using the Proposed Method
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