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Abstract:

Since the victory of the Islamic Revolution in Iran, the United States of America, in accordance
with its interests, has adopted extensive aggressive approaches and strategies against the Islamic
Republic of Iran. Analyzing the characteristics of hybrid warfare and comparing them with the
concrete and practical actions of the United States since the beginning of the third millennium
reveals the intelligent use of hybrid warfare by this country against the Islamic Republic of Iran.
This study aims to answer the question: what is America's objective in hybrid warfare against the
Islamic Republic of Iran? This study utilizes a descriptive-analytical method, documentary and
library studies, as well as questionnaires and interviews with university professors and political
and cultural elite. The findings indicate that the United States' strategy towards the Islamic Re-
public of Iran since the 1979 Revolution has been pursued at three levels: "containment," "behav-
ior change," and "structure change," each implemented through both soft and hard approaches.
Although the United States, at certain times, has managed tensions with the aim of maximizing
its own interests, avoiding immediate attribution of the overthrow or collapse of the Islamic Re-
public of Iran to itself, an examination of its step-by-step strategies shows that the country has
aimed, through multi-layered strategies and comprehensive containment, to change the behavior
of the people and rulers and alter the value and civic structures of the Islamic Republic of Iran,
thus putting the country in a strategic bind and expanding the groundwork for internal collapse
through intensified comprehensive pressures.
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Introduction

In recent decades, the concept of hybrid war-
fare has become one of the most challenging
and complex international phenomena. Hy-
brid warfare combines military, economic,
cyber, informational, diplomatic, and other
tools. It is used by major powers like the
United States in countering regional and
global rivals as a dynamic and multi-dimen-
sional strategy. The Islamic Republic of Iran
has always been a primary target of these strat-
egies. The United States has aimed to achieve
its strategic objectives against the Islamic Re-
public of Iran by employing hybrid warfare.

This research is significant due to the increas-
ing challenges posed by hybrid wars and the
intelligent strategies of the United States
against the Islamic Republic of Iran. Hybrid
warfare, as one of the most complex and
multi-layered modern war tools, employs a set
of tactics executed simultaneously and on dif-
ferent levels, from economic sanctions target-
ing the livelihood of the Iranian people to psy-
chological and media warfare aimed at under-
mining public trust in the government. Addi-
tionally, cyberattacks and informational
threats target the country's critical infrastruc-
ture as part of this war, directly threatening
Iran's national security. Therefore, an accurate
analysis of these strategies and their execution
methods is crucial, as these tools often operate
indirectly, requiring a deep understanding of
their function and practical applications to
identify and counter them effectively. The ne-
cessity of such research lies not only in identi-
fying the various dimensions of the United
States' hybrid strategies against Iran but also
in offering practical solutions to counter them.
In facing these threats, the Islamic Republic of
Iran needs to devise and implement appropri-
ate defensive and offensive strategies, which

are only possible through a correct under-
standing of the tools employed by the United
States in hybrid warfare against Iran. Further-
more, this research can assist Iranian policy-
makers and decision-makers in leveraging op-
portunities in the international arena and uti-
lizing similar tools, such as soft and hard
power, effectively to counter hybrid warfare.

This research aims to explore the lesser-
known dimensions of hybrid warfare, contrib-
uting to a deeper understanding of the United
States' hybrid strategies against the Islamic
Republic of Iran and playing a crucial role in
developing new and practical perspectives in
countering them. This study can serve as a re-
liable scientific reference for designing defen-
sive and counter strategies by relevant institu-
tions and, especially under current conditions
where hybrid warfare and intelligent strategies
have become an integral part of U.S. foreign
policy against the Islamic Republic of Iran,
can play an important role in enhancing Iran's
defensive capabilities.

1. Research Background

Ghaderi Kangavari (2023), in an article titled
"America's Hybrid War Against the Islamic
Republic of Iran as Portrayed in Diplomacy
and Negotiation: From Coercive Diplomacy
to Informational Deterrence," mentions that
alongside the use of conventional and uncon-
ventional tools of hybrid warfare, such as eco-
nomic warfare, informational warfare, internal
insecurity, and destabilization, "diplomacy"
and "diplomatic warfare" are also among the
main and important aspects of this type of hy-
brid war. The main question of the article is
how the nature and dimensions of America's
hybrid war against the Islamic Republic can be
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outlined and framed within the realm of diplo-
macy and negotiation. The findings indicate
that despite significant achievements in de-
fense and military deterrence, the Islamic Re-
public of Iran has not been very successful in
informational deterrence. Thus, the lack of in-
formation deterrence capabilities has gener-
ally led to surrendering to coercive diplomacy
or paying heavy and sometimes irreparable
national security costs.

Ebrahimi (2020), in an article titled "Hybrid
Warfare: The United States' Approach to Con-
fronting the Islamic Republic of Iran," points
out that the failure of the United States in hard
war tactics, such as the Tabas raid, the Iraq
war, the attack on the Iranian passenger plane
by the USS Vincennes, as well as threats of
military action and soft war tactics like propa-
ganda and psychological warfare against the
Islamic Republic of Iran, led the country to
adopt a new approach towards Iran in the late
fourth and early fifth decade. This approach,
known in political and military circles as hy-
brid warfare, is examined through the study of
its indicators, demonstrating that most aspects
of hybrid warfare are prominently reflected in
U.S. actions against Iran during this period.

Karami er al., (2019), in a study titled "The
Perspective of Hybrid Warfare: A Foundation
for Understanding the Trump Administration's
Strategy Against the Islamic Republic of
Iran," examine the U.S. actions against Iran
during the Trump era, noting that Iran and the
United States experienced intense tensions
during this period. The intensity of these ten-
sions was such that some speculated about the
possibility of an unintended war in the region.
The study's findings also indicate that Trump's
strategy against Iran was explained with more
precision within the framework of the concept

of "hybrid warfare" rather than maximum
pressure policy.

Otkinkova (2021), in her master's thesis titled
"Cyber Attacks Against Iran as a Tool of Hy-
brid Warfare," examines whether cyberattacks
against Iran can be considered evidence of hy-
brid warfare by certain states. To answer this
question, she reviews data and reports on
cyberattacks, outlining their fundamental
characteristics and comparing them to the def-
inition of hybrid warfare, concluding that
cyberattacks against Iran cannot be considered
hybrid warfare due to the failure to adhere to
the basic principles of the hybrid warfare con-
cept.

Wiseman et al., (2021), in their book "Hybrid
Warfare: Security and Asymmetric Conflict in
International Relations," describe hybrid war-
fare as the combination of various types of
war, such as conventional, irregular, and
cyberattacks, along with other influential
methods like fake news, diplomacy, and for-
eign political intervention. A strength of this
book is its analysis of the perspectives of key
Western actors such as NATO, the United
States, and the European Union regarding hy-
brid warfare, as well as an examination of the
hybrid warfare capabilities of Russia and
China.

2- Theoretical Framework: Smart Power

To conduct a scientific and precise study,
choosing an appropriate and guiding theoreti-
cal framework is of special importance. A the-
oretical framework, as a roadmap, guides the
researcher in the right direction and provides
a conceptual tool for better and more accurate
analysis of the subject. In examining the cur-
rent research topic, which investigates the
U.S.'s hybrid warfare strategy against the
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Islamic Republic of Iran, selecting the theoret-
ical framework of smart power is of particular
importance. This theoretical framework
serves as a guide to understanding the com-
plex and multilayered nature of the combined
strategies that the U.S. employs against the Is-
lamic Republic of Iran. This theoretical frame-
work comprehensively and multidimension-
ally analyzes the tools (hard, semi-hard, and
soft) used by the U.S. in hybrid warfare. In
such circumstances, the smart power frame-
work can help the researcher understand how
these tools synergistically and coherently
threaten the national security of the Islamic
Republic of Iran. Through the smart power
framework, the researcher will be able to sys-
tematically and comprehensively analyze how
these two dimensions of power, in the form of
a combined strategy, have effectively and op-
timally acted against the national security of
the Islamic Republic of Iran. Moreover, the
theory of smart power allows the researcher to
go beyond traditional analyses based on hard
power and also consider the indirect and long-
term effects of soft power. Consequently, this
framework not only helps to better understand
the complex methods of hybrid warfare but
also enables the researcher to evaluate Iran's
defensive and deterrent strategies based on the
combination of hard and soft power.

Given the importance of the smart power the-
ory in analyzing the U.S.'s hybrid warfare
strategies against the Islamic Republic of Iran,
examining and understanding the components
and propositions of this theory is crucial for a
comprehensive and accurate understanding of
the topic. Therefore, before addressing the
main subject of the research, it is necessary to
provide a comprehensive definition of the
concept of smart power.

The emergence of the concept of smart power
dates back to 2004 when Suzanne Nossel pub-
lished it under this title in ‘Foreign Policy’
magazine. (Mohammadian and Abedi, 2017,
p. 25) She used the concept of smart power to
mean the purposeful and wise combination of
hard and soft power to counter threats, arguing
that coercive and persuasive resources, includ-
ing military, economic, cultural, and ideologi-
cal advantages, must be coordinated in one di-
rection to ensure the country's continued dom-
inance. (Saleh Nezhad, 2019, p. 16) Later, Jo-
seph Nye, a political scientist and former as-
sistant Secretary of Defense in the Clinton ad-
ministration, defined smart power as an ap-
proach in international relations that can com-
bine hard and soft power and turn their com-
bination into a winning strategy. "Since Nye
first coined the term 'soft power' in 1990, he
himself has refined and expanded the concepts
of hard and soft power, and later in the early
21st century, smart power, in response to crit-
icism and global changes." (Harley, 2021, p.
28) Nye's smart power theory has a strategic
nature. He defines smart power as a set of in-
telligent strategies that combine the tools of
hard power (using coercion and payment) and
soft power (achieving desired outcomes
through attraction). (Nye, 2009, p. 162)

3- History of the Emergence and Transfor-
mation of the Hybrid Warfare Concept

Hybrid warfare has a historical background. In
this regard, it is clearly not a new concept.
There are numerous examples of hybrid tech-
niques and approaches at tactical, operational,
and strategic levels that date back at least to
the Peloponnesian War and the writings of the
Chinese philosopher Sun Tzu in the 5th cen-
tury BC. (Wither, 2016, p. 74) However, the
first mention of the term "hybrid warfare"
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goes back to 1998 when R.J. Walker used the
term in his master's thesis on the U.S. Marine
Corps and special operations, describing hy-
brid warfare as consisting of two distinct ele-
ments: "special operations" and "conventional
operations." (Walker, 1998, p. 5)

Another instance of the term hybrid warfare
was in 2002 when Nemeth used it in his mas-
ter's thesis titled "Future War and Chechnya:
A Case for Hybrid Warfare." In it, Nemeth il-
lustrated the nature of hybrid warfare in rela-
tion to the specific situation of Chechnya dur-
ing its violent struggle for independence after
the dissolution of the Soviet Union. (Nemeth,
2002, p. 65) Although R.J. Walker and
Nemeth can be considered pioneers of hybrid
warfare, their work largely went unnoticed.

In 2005, Frank Hoffman and his colleague J.
Mattis, the most influential authors on hybrid
warfare literature, described this type of war-
fare in purely military terms as "the integra-
tion of various modes and means of warfare."
Hoffman and Mattis further developed their
concept based on a previous idea by General
Charles Krulak, called the "Three Block War,"
and based on past experiences of the U.S. Ma-
rine Corps during previous missions. Krulak
stated that "battle" is only one of the three
"blocks" of warfare that American forces find
themselves in. Thus, beyond conducting
purely military actions, they must be prepared
to engage in two other areas: "peacekeeping”
and "humanitarian operations." (Hoffman &
Mattis, 2005, p. 1) It seems Hoffman and
Mattis agreed to add a "fourth block" to Krula-
k's three-block war, emphasizing the need to
manage the information space of the battle-
field, akin to a "battlefield of ideas." (Pinkas,
2021, p. 7) Hoffman referred to the 2006 Hez-
bollah war in southern Lebanon as an example

of hybrid warfare by Hezbollah, which suc-
cessfully resisted a much stronger conven-
tional adversary (Israel). (Hoffman, 2006b)

In 2008, John McCuen proposed that hybrid
warfare consists of two symmetric and asym-
metric wars and three battlefields: "the popu-
lation in the conflict area,” "the domestic front
population,”" and "the battlefield consisting of
the international community." To win a hybrid
war, all three battlefields must be controlled.
McCuen emphasized the cognitive and psy-
chological aspects of this warfare more than
Hoffman did. (Pinkas, 2021, p. 10) Nathan
Freier, in 2009, reflected on the appropriate-
ness of the term "hybrid warfare," as he be-
lieved it unnecessarily limits our understand-
ing of hybrid warfare to its purely military as-
pect. Freier suggested focusing on broader
"hybrid threats" such as political, military, so-
cial, economic, and natural. (Freier, 2009, pp.
7-8)

4- The Nature, Objectives, and Tools of Hy-
brid Warfare

The essential features of hybrid warfare in-
clude conventional and unconventional ac-
tions; military and non-military; overt and
covert with the aim of creating ambiguity and
confusion regarding the nature, origin, and ob-
jective of the threat; the ability to identify and
exploit the vulnerabilities of targets; and the
capacity to keep hostility levels below the
"threshold" of conventional war. (Andersson
and Thierry, 2015, p. 2) The multifaceted na-
ture of hybrid warfare distinguishes it from
other types of irregular warfare, such as com-
pound warfare or guerrilla tactics. However,
the question that always arises is whether non-
military hybrid methods truly constitute war-
fare. Hybrid warfare is often used to describe
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wars that are not entirely conventional. Thus,
it can be said that the term hybrid warfare is
very ambiguous for analysts and policymak-
ers. As the Latvian analyst Janis Berzins
states: "The word hybrid is attractive because
it can signify a hybrid of anything." (Berzins,
2015a, p. 24)

General Valery Gerasimov, Chief of the Gen-
eral Staff of the Russian Armed Forces, de-
scribed the new generation of warfare in Feb-
ruary 2013 as "the extensive use of political,
economic, informational, humanitarian, and
other non-military tools hidden among local
population discontent and armed forces."
(Gerasimov, 2015, p. 12) NATO defines hy-
brid warfare as "a war that is barely war, a de-
liberate strategy of deception that combines
the use of force with misinformation and in-
stability to create ambiguity in leaders' minds
about the best responses.” (Lindley, 2015, p.
4)

In hybrid warfare, traditional physical do-
mains such as land, sea, air, and space increas-
ingly combine with social and constructed
spaces like political, economic, cultural, infra-
structural, and cyber spaces. Achieving politi-
cal and strategic objectives is no longer solely
limited to traditional military means, as cogni-
tive and psychological spaces have become a
significant aspect of warfare. At the same
time, the convergence of political, economic,
informational, humanitarian, and other non-
military tools that can lead to desired strategic
effects reduces the necessity for deploying
hard military power. (Berzins, 2014, p. 6) The
objectives of an actor employing hybrid war-
fare include creating surprise, seizing the ini-
tiative, creating deception and ambiguity,
avoiding attribution or maximizing denial of
responsibility  for  aggressive  actions,

disrupting the target's situation, encouraging
economic instability, fostering population dis-
satisfaction, inciting minority divisions or af-
fecting vulnerable populations, creating con-
ditions that encourage controlled or uncon-
trolled migration, suppressing civil resistance,
and  disrupting critical infrastructure.
(Utinkova, 2021, p. 8)

In hybrid warfare, the main battlefield is the
mind, and as a result, new generation wars are
dominated by informational and psychologi-
cal warfare. The primary goal is to minimize
the necessity for hard military power deploy-
ment and to reduce the military force to a min-
imum. In this scenario, the civilian population
supports the attacker to the detriment of its
own government and country. (Berzins, 2015,
p. 24) Therefore, one of the key objectives of
hybrid warfare is "reflexive control" or "per-
ception management." (Wither, 2016, p. 82) It
can be said that the main goal is not the de-
struction of the army or the destruction of the
military capabilities of the opponent country
in order to surrender, but the main goal is the
perception of key decision-makers and policy-
makers and the cognitive space of key popula-
tions (domestic, international or in the opera-
tional area).

5- The Role of Hybrid Warfare in the U.S.
National Security Strategy

In 2005, General James Mattis—then the com-
mander of the U.S. Marine Corps Combat De-
velopment Command—and Frank Hoffman
from the Center for Emerging Threats and Op-
portunities in Quantico, Virginia, argued that
"future adversaries of the United States are
likely to ‘mix and match’ forms and methods
of warfare to neutralize the power of the
United  States' conventional  military
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battlefield." Therefore, it is clear that the term
hybrid warfare is a complex and ongoing ef-
fort to understand and express the ever-chang-
ing nature of war. This is important because if
it is properly understood, it allows for the de-
velopment of a future force capable of deter-
ring and defeating potential adversaries who
seek new ways to achieve victory. As Hoff-
man and Mattis stated in 2005: "The United
States' conventional superiority provides a
compelling rationale for both state and non-
state actors to move away from traditional
warfare and seek some unexpected hybrid ca-
pabilities of technologies and tactics to gain an
advantage" (Mattis & Hoffman, 2005, p. 2).
However, in the discourse of U.S. smart
power, hybrid warfare has taken on a much
broader concept, utilizing various tools rang-
ing from cyberattacks to propaganda and sub-
version, economic extortion and sabotage,
support for proxy forces, and creeping military
expansion. This term somewhat surpasses
Mattis and Hoffman’s ideas about the evolv-
ing nature of armed conflicts. As a Swedish
analyst states: "The term hybrid warfare has
traveled far in its definition" (Gunneriusson,
2017, p. 111).

6- The Nature of America's Hybrid War
Against the Islamic Republic of Iran

One of the critical operational nodes of the
United States in the covert power battlefield,
in the face of great world powers to establish
a new world order, is the Islamic Republic of
Iran. Iran, as a Gordian knot in the Middle East
and within the strategic depth of the United
States, is vital for victory in the Middle East
and the establishment of a new world order.
For the United States, Iran is paradoxical and
contradictory. Therefore, it cannot be subdued
with the use of hard power alone. The lack of

U.S. soft power penetration into the rigid lay-
ers of Iranian acceptance is due to two factors:
"xenophobia" and "Western distrust." The in-
tensification of these two factors, due to the
Islamic Revolution and its redefinition in re-
sponse to U.S. support for the Pahlavi regime
and various negative actions against the revo-
lution over its duration, is evident. These two
strategies have led the Americans not only to
stand against Iran but also to recognize on a
global level the damage to their value image,
prompting them to place smart power strate-
gies against Iran on the agenda and to intelli-
gently combine hard and soft power, utilizing
new tools on the battlefield. (Motaharnia,
2009, p. 2)

The behavioral performance of the United
States against the Islamic Republic of Iran re-
inforces the idea that, over time, with the en-
hancement of contextual intelligence, the U.S.
has not only paved the way for the replace-
ment of hybrid strategy over conventional war
but has also managed to upgrade its policy-
making capability for formulating smart strat-
egies. This enables it to simultaneously har-
ness all its superpower potential and align tac-
tics with its objectives in the Persian Gulf re-
gion and in opposition to the Islamic Republic
of Iran. In this context, the use of a complex,
asymmetric, flexible, fluid, and agile network
structure, ambiguity in time, ambiguity in
identifying the exact location or battlefield
(physical including land, air, sea, space, and
cyberspace, and psychological including pub-
lic opinion), ambiguity in fighting methods,
ambiguity in the tools used, and the use of
complex and simultaneous methods are fea-
tures of the new U.S. hybrid strategy against
the Islamic Republic of Iran. The country is
well aware of the weaknesses, strengths, nerv-
ous reactions, and hidden desires of the
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Islamic Republic of Iran in the region and the
world and has acted in such a way through a
range of smart actions under the banner of hy-
brid warfare that Iran simultaneously faces se-
rious challenges in various domains.

7- Research Methodology: Combining Doc-
ument Studies, Questionnaires, and Inter-
views

In this study, to achieve a comprehensive and
multidimensional analysis of the U.S. hybrid
war against the Islamic Republic of Iran, three
data collection methods were used: documen-
tary and library studies, questionnaires, and
interviews. The combination of these methods
not only deepens the analysis and enables a
more precise evaluation of the dimensions and
components of hybrid warfare but also facili-
tates the gathering of multi-purpose and relia-
ble information from various sources. Docu-
mentary and library studies were used as one
of the primary sources in analyzing historical
and political data. This method provided ac-
cess to scientific articles, official reports, and
strategic texts, offering a precise and docu-
mented view of U.S. actions and policies. Ad-
ditionally, questionnaires were used to collect
quantitative and measurable data. This method
allowed the researcher to derive scientific and
consistent results from the responses of vari-
ous groups, including elites and experts, pre-
senting perceptions and opinions related to hy-
brid warfare strategy in the form of analyzable
data. Finally, qualitative interviews with ex-
perts and elites in various diplomatic, secu-
rity/military, cultural, and social fields played
a significant role in completing and strength-
ening the data. This method provided the op-
portunity to gain deep insights and practical
experiences from specialists, adding to the
documentary and library analyses to paint a

more comprehensive picture of the U.S. hy-
brid strategy against the Islamic Republic of
Iran. These three methods were combined to
provide a multi-dimensional examination of
this complex issue, ensuring that the research
results are based on solid and reliable data.

7-1- Findings from Documentary Studies:
Reviewing Sources and Analyzing Library
Data

Documentary and library studies, as one of the
main research methods in this study, played a
crucial role in analyzing and examining the
U.S. hybrid strategy against the Islamic Re-
public of Iran. This method provided access to
credible sources, official reports, scientific ar-
ticles, and specialized books related to the
topic, offering a foundation for deeper and
more documented examination of U.S. actions
and policies against Iran. In the U.S. hybrid
war against Iran, a diverse and complex array
of tools have been employed, each playing a
specific role in achieving the strategic objec-
tives of the U.S. These tools, combining tradi-
tional and modern methods, are designed to
exert pressure simultaneously on Iran’s inter-
nal and international weaknesses. The most
important tools the U.S. uses in implementing
this strategy will be discussed in detail below.

1) Utilization of Regular and Conven-
tional Military Forces: Nowadays, the
deployment of regular and conven-
tional military forces alongside other
methods is one of the tools of the
United States’ hybrid warfare against
the Islamic Republic of Iran. The
U.S., by establishing numerous mili-
tary bases in countries surrounding
the Islamic Republic of Iran and ex-
panding surface and subsurface
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combat vessels in the Persian Gulf
and the Gulf of Oman, has stationed a
wide range of military equipment and
forces in these bases.

2) Terrorism: Terrorist groups have
always played significant roles and
functions in global, regional, and do-
mestic competitions among rival ac-
tors and are thus considered a geopo-
litical tool. Since the victory of the Is-
lamic Revolution in Iran, various ter-
rorist groups, such as the Mujahedin-
e Khalq, Al-Qaeda, ISIS, and Jaish al-
Adl, have been used as tools and
weapons by countries like the U.S.
against the Islamic Republic of Iran.
These terrorist groups have even been
exploited by regional powers like the
Zionist regime, Saudi Arabia, and
Turkey to counter the regional pres-
ence and influence of the Islamic Re-
public of Iran and the power of the re-
sistance front. (Hosseininasrabadi,
2020, p. 161)

3) Cyber Warfare: Cyber warfare is a
key element of hybrid warfare. The
U.S., being the most advanced coun-
try in this field, possesses considera-
ble power. (Groll, 2019) The U.S.
cyber warfare campaign against the
Islamic Republic of Iran began widely
in a covert campaign codenamed
“Olympic Games” in 2006, under the
leadership of George W. Bush’s ad-
ministration, initially targeting Iran's
nuclear capabilities. The next U.S.
president, Obama, expanded the
Olympic Games campaign to include
the use of offensive cyber weapons
against Iran’s nuclear enrichment

facilities. (Kaminski, 2020, p. 64-70)
In total, over the past two decades, nu-
merous cyber-attacks by the U.S. and
its allies, such as the Zionist regime,
have been carried out against Iran’s
critical infrastructure, causing exten-
sive damage. Some of the most nota-
ble attacks include the Stuxnet virus
attack on Iran’s nuclear facilities in
2010, the Duqu or “Son of Stuxnet”
virus attack on Iran’s telecommunica-
tions company and several electronics
manufacturing companies, and the
Flame virus attack in 2012, as well as
the Wiper virus attack in 2011 on the
Iranian Ministry of Oil’s website and
some of its subsidiaries.

4) Color Revolution: Russian re-
searcher Andrew Korybko, in his
book Hybrid Wars: The Indirect
Adaptive Approach to Regime
Change, mentions that Iran's most sig-
nificant potential for a successful
color revolution lies in the revival of
the Green Movement, ethnic and ra-
cial conflicts, intensifying cultural
differences, and the emergence of a
divisive event such as a presidential
election. The simultaneous involve-
ment of domestic pro-democracy or-
ganizations alongside social media
campaigns, especially if protests
begin simultaneously with the an-
nouncement of election manipulation,
news of a major economic corruption
scandal, or any similar event, could
impose heavy costs on Iran’s govern-
ment. (Korybko, 2015, pp. 30-45)

5) Irregular Forces and Unconven-
tional Warfare:  Unconventional
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warfare can enable a movement or in-
surgency to control, disrupt, or over-
throw an independent government
through underground and guerrilla
forces in areas where successful clas-
sic operations are not feasible. Uncon-
ventional warfare imposes conditions
that lead to the independent state's ac-
ceptance of defeat or the surrender of
any governing authority. (Petit, 2012,
p. 13) The United States and its re-
gional allies, such as Saudi Arabia and
the Zionist regime, have used and or-
ganized irregular forces to carry out
widespread and comprehensive sup-
port for armed and terrorist groups
against the Islamic Republic of Iran,
aiming for armed attacks and terror-
ism inside Iran and creating insecurity
along Iran’s borders. Therefore, the
extensive support and reorganization
of the terrorist MEK group in Albania
for backing terrorist operations inside
Iran, as well as supporting other ter-
rorist groups like the Ahvaz Arab Lib-
eration Movement in southern Iran,
Jaish al-Adl in southeastern Iran, and
the PJAK group in northwestern Iran,
which occasionally engage in armed
conflicts with Iran's military forces or
conduct terrorist activities within Ira-
nian territory, can be assessed in this
context.

6) Intelligence Dimension: The U.S.
intelligence war against Iran is one
where not the recognized command-
ers of the American army but the un-
known intelligence officers design
and execute operations against Iran.
The main domain of the new intelli-
gence war is Iran’s economy, with the

aim of weakening or perhaps destroy-
ing it becoming the main objective of
the opposing side. U.S. intelligence
officers and spies, using various tac-
tics and disguises such as business-
men, tourists, students, researchers,
and even university professors, infil-
trate Iran. These individuals are, in ef-
fect, spies whose activities result in
gathering information about Iran and
eventually closing Iran’s remaining
economic bottlenecks.
(mshrgh.ir/969096)

7) Internet Espionage: Christopher
Soghoian, a senior security expert at
the American Civil Liberties Union,
said in an interview with The Guard-
ian: “The U.S. government pursues
disturbing and secretive practices to
hack into computers and steal their
data.” (Organization for Passive De-
fense, 1394, p. 13) The leak of classi-
fied Iranian military information on
American websites in November
2009 is an example of U.S. cyber es-
pionage against the Islamic Republic
of Iran. At the time, it was announced
that some classified information re-
lated to Iranian missiles, including the
Hoot missile, had been posted online.

8) Promotion of Digital Democracy
and Inciting Iranian Society to Elec-
tronic Civil Disobedience: The pro-
motion of digital democracy by the
U.S. is another threat stemming from
America’s hybrid warfare strategy
against the Islamic Republic of Iran.
In this regard, several research insti-
tutes and media outlets, such as “Free-
dom House,” “Washington Prism,”
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and the “Foundation for Defense of
Democracies,” have been established
and supported alongside several web-
sites and other satellite media.
(Abdollahkhani & Kardan, 2011, pp.
35-40) Virtual demonstrations, infil-
tration of popular websites, and post-
ing images, news, and political con-
tent against the government, as well as
the use of search bombs, are among
the most important methods of elec-
tronic civil disobedience against the
Islamic Republic of Iran.
(Mabhpishanian, 2009, p. 125)

9) Political Support for Domestic Un-
rest in Iran: With the beginning of the
fifth decade of the Islamic Revolution
in Iran, and due to the significant
growth in information exchange glob-
ally through technological advance-
ments by leading countries, particu-
larly the United States, these countries
have been given the opportunity to
use this as a weapon against dissent-
ing countries like the Islamic Repub-
lic of Iran. With the new communica-
tion tools, creating managed chaos
and insecurity within the rival na-
tion’s territory has gained special sig-
nificance in  hybrid  warfare.
(Korybko, 2015, p. 25)

10) Psychological Warfare and Prop-
aganda: The United States has always
sought to launch satellite networks,
virtual social networks, and other
means to incite popular demands and
even ethnic movements in Iran by dis-
seminating provocative content. Ac-
cordingly, it has attempted to wage a
soft war against the Islamic Republic

of Iran using tools such as propa-
ganda, rumor-mongering, misinfor-
mation, and psychological manipula-
tion, intelligently combining public
demands with its political and ideo-
logical goals. (Mahpishanian, 2009, p.
127)

11) Economic Warfare and Smart
Sanctions: With the victory of the Is-
lamic Revolution in Iran and due to
the hegemony’s assessment of its ina-
bility to confront the Islamic Republic
of Iran militarily, the United States
has utilized economic warfare and
sanctions as a powerful tool, in coor-
dination with other hybrid warfare
tools against the Islamic Republic of
Iran, increasing their scope and inten-
sity over time. The U.S. aims to create
economic constraints for the Iranian
government and prevent structural re-
forms in Iran’s domestic economy by
using economic weapons in hybrid
warfare against Iran. “Following the
inauguration of Barack Obama, a
dual-track foreign policy of ‘engage-
ment and containment’ or ‘engage-
ment and pressure’ on Iran led to the
introduction of new sanctions known
as ‘smart, targeted, or crippling sanc-
tions.” (Fashandi & Ghaderi, 2017, p.
135) This approach has been pursued
by subsequent U.S. administrations as
well.

12) Iranophobia: Iranophobia is a stra-
tegic plan aimed at constructing a ma-
jor threat from Iran, not only for the
region but also as a significant threat
to global peace and security. It seeks
to instill fear and, by influencing the
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behavior of international actors
against Iran, aims to weaken, under-
mine, and marginalize the country.
This phenomenon expresses opposi-
tion or hostility toward Iran's policies,
culture, society, economy, or interna-
tional role. Besides the Western coun-
tries, Iranophobia has also expanded
among the Arab countries in the re-
gion and has been driven by extensive
political movements in Arab media
and networks. This plan is based on
exaggerating some existing realities
in the Middle East, along with various
fabrications and distortions. In this
context, it is suggested that if the Is-
lamic Republic of Iran gains power,
the countries of the Middle East will
be forced to bear significant costs and
face serious dangers. (Shariatinia,
2010, p. 193)

13) Containment Policy: One of the
soft strategies adopted by the United
States against the Islamic Republic of
Iran is the "Containment Strategy,"
which was approved during George
H.W. Bush's administration and con-
tinued through subsequent U.S. presi-
dencies. The containment strategy
pursued six main objectives: "build-
ing an iron wall around Iran," "isolat-
ing the country,” "applying external
pressure to cripple the economy,"
"spreading public dissatisfaction,"
and "reducing the popular base of the
regime and proving its inefficacy to
disprove the theory of Islamic govern-
ance." The pillars of this strategy were
also based on weakening Iran's finan-
cial strength and national capabilities,
crippling the country's economy

through comprehensive sanctions,
and striking at the country’s most cru-
cial sources of income, namely oil and
gas. (Akhavan & Seraj, 2013, p. 11)
Thus, in the third decade of the Is-
lamic regime's existence, the soft con-
tainment of the Islamic Republic of
Iran, under the title "Delta Project,”
was put on the U.S. agenda. In this re-
gard, Mark Palmer explicitly opposed
the idea of a military invasion against
the Islamic Republic of Iran, stating
that due to Iran's vast territory, large
population, quality human resources,
substantial military capabilities, abun-
dant natural resources, and its strate-
gic geographical location in the Mid-
dle East and the heartland of the inter-
national system, it has become an al-
most unparalleled power that can no
longer be overthrown by military ag-
gression. (Seraj, 2007)

14) Behavior Change: Behavior
change is a process in which the tar-
get, either through coercion or persua-
sion, alters its approach, rhetoric, and
political behavior. The ultimate goal
of employing the behavior change
strategy is the "retreat of the target
country from its national objectives."
This process has been part of the
U.S.'s overall strategy since the vic-
tory of the Islamic Revolution, and
considering the identity-based and
discourse-driven nature of the Islamic
Revolution, changing the behavior of
the Islamic Republic means deviating
from its original path aligned with its
ideological foundations and, in real-
ity, changing the identity of the Is-
lamic Republic of Iran. Ayatollah
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Khamenei states: "The U.S. view of
the Islamic system is one of denial of
existence. The behavior change they
speak of, even though they don't al-
ways insist on it, means denying iden-
tity. In other words, the fundamental
behaviors that are the markers of be-
ing Islamic must change." (Supreme
Leader, 08/18/2010). He also states:
"The significance of this issue lies in
the fact that directional changes are
gradual and imperceptible. It is not as
if this change occurs with a 180-de-
gree turn from the start. The change
begins with much smaller angles, and
the longer it continues, the further the
path diverges from the main route,
which is the straight path, and this de-
viation grows day by day." (Supreme
Leader, 06/04/2010)

15) Structural Change: Changing the
structure of the Islamic Republic of
Iran through hard and soft approaches
has been one of the oldest and most
repeated methods of confrontation by
the United States against the Islamic
Republic of Iran. According to the Su-
preme Leader: "The enemies of this
system and revolution have targeted
the structural change of the core of the
system, and in their view, reforms
mean changing the system and trans-
forming the Islamic Republic into a
dependent and subservient regime to
arrogant enemies." (Supreme Leader,
03/21/2004). Regarding the historical
trend of the various subversive meth-
ods used by the United States against
the Islamic Republic of Iran, he says:
"In that first 10-year period, they be-
gan with a hard overthrow plot— the

imposed war and economic sanc-
tions— but they couldn't achieve any-
thing... In the next period, they pur-
sued a soft overthrow— cultural inva-
sion and cultural offensive— which
also led nowhere." (Supreme Leader,
06/19/2006). Ayatollah Khamenei
further states: "The objectives they
pursued were, first and foremost, the
fall of the revolution and the fall of the
Islamic Republic system. The primary
goal was overthrowing. The next goal
was that if the overthrow of the Is-
lamic Republic did not materialize,
they would seek to transform the rev-
olution, meaning that the appearance
of the revolution would remain, but
the essence, the spirit of the revolu-
tion, would be eradicated." (Supreme
Leader, 02/04/2011). In recent years,
White House politicians have used a
combination of hard and soft ap-
proaches in the three processes of
"behavior

"containment  policy,"

change," and "structural change."

7-2- Results and Analysis of Data Collected
from the Questionnaire

To prioritize the components of the United
States' hybrid warfare against the Islamic Re-
public of Iran, a questionnaire was used as one
of the reliable and efficient research methods.
This questionnaire was designed and distrib-
uted to collect data and opinions from experts
and analysts in political, military, and eco-
nomic fields. In designing the questions of this
questionnaire, an effort was made to compre-
hensively cover the eight dimensions of hy-
brid warfare, including information, eco-
psychological,
regular

diplomacy/political,
military forces,

nomic,
cyber,




America's Smart Hybrid War Strategy against ...

special/irregular forces, and support for inter-
nal conflicts. The target group for this ques-
tionnaire included 60 experts and specialists
with experience in related fields who possess
knowledge and experience in analyzing U.S.
strategies and developments related to Iran.

The results obtained from the analysis of the
questionnaires provided a comprehensive and
accurate picture of the prioritization of the
components of the United States' hybrid war-
fare strategy against the Islamic Republic of
Iran. This analysis, based on valid data and ex-
pert opinions, clearly shows which compo-
nents are most significant in the United States'
hybrid warfare strategy against Iran and the ef-
fectiveness of each component.

Based on the obtained results, some compo-
nents are clearly at the top of the U.S. priori-
ties in its hybrid warfare strategy against the
Islamic Republic of Iran, while others are seen
as less important in these strategies.
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These differences indicate the United States'
varying focus on different components of hy-
brid warfare against Iran. Each of these com-
ponents plays a unique role in U.S. policies to-
ward the Islamic Republic of Iran.

After identifying and examining the most im-
portant tools of the United States' hybrid war-
fare against Iran, some of which were men-
tioned in the documentary studies section of
this research, these tools have been catego-
rized into 8 essential components: 1. Informa-
tional; 2. Economic; 3. Psychological; 4. Dip-
lomatic/Political; 5. Cyber; 6. Regular mili-
tary forces; 7. Special/Irregular forces; and 9.
Support for internal conflicts. In the section
related to the questionnaire, the goal was to
determine the priority of using each of these
components by the U.S. against Iran and then
determine the effectiveness of each on Iran's
national security. The results obtained from
the questionnaire analysis are shown in the
chart below.
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Chart 1: Priority in exploitation and effective-
ness of America's hybrid war components
against the Islamic Republic of Iran

As shown in the above chart, from the per-
spective of the statistical community of this
questionnaire, among the eight components of
U.S. hybrid warfare against Iran, the economic
component is identified as the top priority with
high effectiveness compared to other compo-
nents. Additionally, the special/irregular
forces component is identified as the lowest
priority with low effectiveness compared to
the other components. An important point in
this chart is related to the cyber component,
which, despite being ranked fifth in im-
portance by the statistical community of the
questionnaire, ranks third in effectiveness in
the U.S. hybrid warfare strategy.

7-3- Results and Analysis of Data Collected
from Interviews

Understanding the nature of hybrid warfare as
a complex and multifaceted strategy of the
United States against the Islamic Republic of
Iran requires a comprehensive investigation
through the aggregation of opinions from ex-
perts in various fields such as diplomacy, pol-
itics, defense, security, culture, and society.
This method not only helps uncover the in-
depth perspectives and direct experiences of
individuals but also plays a crucial role in ex-
amining complex issues like hybrid warfare.
These interviews provide the researcher with
the opportunity to gather diverse and special-
ized views on hybrid warfare from knowl-
edgeable and experienced individuals to reach
a comprehensive and multidimensional analy-
sis of this complex phenomenon. Given that
many aspects of this strategy are not observa-
ble or examinable at the public level,

interviews with specialists and individuals di-
rectly or indirectly involved in this field play
a fundamental role in uncovering the hidden
and unknown layers of hybrid warfare.

The necessity of conducting these interviews
is highlighted from several aspects. First,
many components of the United States' hybrid
warfare are not properly reflected in public
data and academic reports due to the secrecy
and concealment involved in using various
tools. These tools are employed using com-
plex methods to penetrate and influence Iran,
and only individuals or organizations directly
confronted with these phenomena can provide
accurate information about their functioning
and impacts. In fact, interviews with experts
and analysts have enabled the researcher,
alongside examining library documents and
questionnaire-related data, to gain deeper in-
sights into the U.S. hybrid warfare strategy
against Iran.

To extract concepts and keywords related to
the data collected from the interviews, the
qualitative-quantitative ~ content  analysis
method (identifying main categories and
counting and repeating related themes around
the key concept) was used. In the first step, the
keywords and themes used by the interview-
ees were openly coded. In the second step,
with axial coding, the themes and keywords
were categorized and differentiated, and in the
third step, with selective coding, the U.S. hy-
brid strategy was analyzed. The results are
presented in the tables below.
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Table 1: Beliefs of the interviewees about the objectives of America's hybrid war against
Iran

operational Themes and related indicators Abun-
goals dance

Direct and indi- | Hard regional war, irregular war, in- | 160
rect subversion | formation war, proxy war, economic
war, cultural war, propaganda war,
psychological war, media war, cogni-
tive war, drone war, electronic war, en-
vironmental war, diplomacy war,
space war, ethnic war, drug war, mi-
crobial war, ecological war, terrorism

containment and | Economic containment, political con- | 44
control policy tainment, cultural containment, influ-
ence containment, regional contain-
ment, international containment, mis-
sile containment, coalition-building
containment, tension management pol-
icy with the aim of obtaining maxi-
mum benefits from the existing situa-
tion, limitation, compliance, compro-
The general objec- mise, surrender. Building, nuclear con-

tives of America's hy- tainment, companionship
brid war against Iran

Change policy | Changing people's behavior, promot- | 51
ing western patterns and western life-
style, socio-cultural changes, changing
beliefs and values, changing the be-
havior of rulers, complicity, passivity,
submission, indifference, management
multiploidization.

Change of value, religious, cultural,
social and cognitive structures
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Change of legal structures, legal and
political system

collapse

political collapse, psychological col-
lapse, structural collapse, social col-
lapse, economic collapse, cultural col-
lapse, identity collapse, security col-
lapse

30

Table 2: Belief of the interviewees in the tools used by America in new hybrid strategies

against Iran

America's hybrid war
tools against Iran

Operational Themes and related indicators Abun-
tools dance
Hard tools and | Hardwar, military action, terrorism, | 23
methods proxy groups, military coup, assassina-

tion and physical elimination
Semi-hard and | Media, media battle, virtual networks, | 170

soft tools

virtual space, internet, satellite, culture
building, state building, cyber war,
civil coup, elitism, electronic war, reli-
gion building, psychological war, bio-
logical war, diplomacy war, Human
rights excuses, regional and interna-
tional consensus building, political
isolation, sanctioning of political and
security officials and figures, ecologi-
cal war, environmental war, space war,
information war, distrust of the gov-
ernment, war cognitive, making the
system ineffective, economic war, im-
port and export ban, commercial and
financial sanctions
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8- Integration of the Results from Docu-
mentary Studies, Questionnaires, and In-
terviews

The results from the integration of information
obtained from documentary and library stud-
ies, along with data collected from various
questionnaires and interviews, indicate that
the ultimate goal of the United States in its
confrontation with the Islamic Republic of
Iran is the overthrow of this regime. Although
the official policies and public statements of
American officials often focus on containing,
controlling, and pressuring Iran, a deeper and
more precise analysis of the United States' hy-
brid strategies against the Islamic Republic of
Iran reveals that all the tools and measures em-
ployed are ultimately directed toward weaken-
ing the governing structure and collapsing the
Islamic Republic.

One of America's primary objectives in this
regard is to create public dissatisfaction and
reduce the legitimacy of the Islamic Republic
system within Iran. The United States, using a
combination of hard, semi-hard, and soft tools,
has launched a hybrid war against Iran, de-
signing all these tools meticulously and simul-
taneously to create continuous pressure on
Iran's economic, military, and social sectors.

A more precise integration and analysis of all
the data collected from the three studies—doc-
umentary, questionnaire, and interview—
show that although the United States does not
seek the immediate overthrow of the Islamic
Republic in the short term and advances its
policies gradually and intelligently, the coun-
try's ultimate goal is the overthrow of the Is-
lamic Republic system and its replacement
with a government aligned with Western inter-
ests and the unipolar international order led by

the United States. The ultimate objective of
the United States is to remove the Islamic Re-
public, as one of the main obstacles to estab-
lishing a unipolar world order led by the
United States, from the international scene and
replace it with a regime aligned with Ameri-
can interests and its allies.

It can be said that the United States' strategy
toward the Islamic Republic of Iran is built on
"gradual attrition." Instead of a rapid collapse,
the U.S. aims to gradually weaken the power
structures of the Islamic Republic of Iran until
they reach an irreversible point where the col-
lapse occurs domestically without the need for
direct external intervention.

9- The Strategy of America's Hybrid War
and the National Security of the Islamic Re-
public of Iran

The application of modern strategies by the
United States against the existence and na-
tional security of the Islamic Republic of Iran
has long been accompanied by paradoxical
policies and dualities. These strategies have
sometimes created ambiguity and challenges
among the Iranian public. These hybrid strat-
egies, characterized by complex, simultane-
ous, fluid, multi-dimensional, multi-stage ap-
proaches, accompanied by attractive slogans
and humanistic and cultural appeals, mixed
with pleasing and exciting but populist and ap-
pealing behavior and slogans, have, at times,
succeeded in establishing hegemony in the
realms of ideology, culture, society, economy,
and behavior. The use of such deceptive and
ambiguous strategies, often accompanied by
complex and unsolvable issues, has some-
times led to the injection and promotion of un-
conventional, incorrect, and misleading con-
tradictory information, even pushing the
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country’s management domains toward inap-
propriate orientations. Consequently, this has
led to hypothetical, hasty, and fluid planning,
increasing the defense costs of the Islamic Re-
public of Iran at various levels and dimen-
sions.

The results of this research indicate that the
continuation of current trends, neglect of solu-
tions, and the failure to adopt appropriate of-
fensive and confrontational strategies by the
Islamic Republic of Iran could result in dam-
aging and threatening political, security, eco-
nomic, and social challenges for Iran. There-
fore, serious attention to the strategic depth of
America’s hybrid war is of paramount im-
portance. By carefully assessing threats and
especially the internal weaknesses of the
country, it is possible to restore the people’s
damaged hope and trust, which are primarily
caused by the disastrous and destructive ef-
fects of American sanctions.

Conclusion

Today, it is impossible to confine the foreign
policy directions of the United States toward
the Islamic Republic of Iran to one or a few
fixed and unchangeable rules, as everything is
rapidly changing. The changes related to the
explosion of technology, the replacement of
military weapons and equipment, the develop-
ment of security concepts, the adjustment of
strategic objectives, the ambiguity of battle-
field boundaries, and the expansion of the
scope and scale of non-military means and
personnel involved in warfare have all altered
the nature of threats and the methods of
fighting and even threatening, to the extent
that many scholars refer to it as the strategy of
hybrid warfare. This research aimed to answer
the question of how the United States employs

the strategy of hybrid warfare against Iran.
The findings indicate that past experiences of
American actions have led the country to
move beyond the traditional meaning of war
in its confrontation with the Islamic Republic
of Iran, initiating coordinated, simultaneous,
and complex actions across various political,
military, economic, cultural, informational,
and other domains, under the new battle title
of hybrid warfare against the Islamic Republic
of Iran.

The results of integrating data from documen-
tary, library, questionnaires, and interviews
indicate that the U.S. strategy toward the Is-
lamic Republic of Iran since the 1979 revolu-
tion has been pursued at three levels: "contain-
ment," "behavior change," and "structure
change," each implemented through both soft
and hard approaches. This strategy has always
been based on a combination of "containment"
and "pressure" or balancing between "contain-
ment" and "controlled collapse." The findings
indicate that the United States has not sought
the rapid and overt collapse of Iran's regime,
so that an action could have led to unpredicta-
ble and destructive regional and global reac-
tions. Another goal of this strategy was to pre-
vent the collapse of the Islamic Republic from
being attributed to the United States, as Wash-
ington aimed to maintain its image as a bal-
anced power in the region. Thus, the objective
has been for the process of Iran's regime ero-
sion to occur internally without direct Ameri-
can involvement, ensuring that the ultimate re-
sponsibility lies with Iran's own structure. For
this reason, Washington has tried to imple-
ment step-by-step and phased strategies, indi-
rectly and in the long term, to push the Islamic
Republic toward weakening and eventually
collapsing from within. America, relying on
non-military methods and tools, including
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economic sanctions, soft warfare, support for
opposition groups, and more, has sought to in-
tensify public dissatisfaction and internal di-
vides in Iran without being directly responsi-
ble for the collapse. One of the main pillars of
this strategy has been to control Iran's econ-
omy through economic sanctions and isolate
the country from the international financial
system. By targeting key sectors of Iran's
economy, particularly the oil and gas industry,
the U.S. has aimed to weaken the Iranian gov-
ernment’s economic capabilities while simul-
taneously increasing domestic pressures on
the population. This economic pressure, in
turn, has exacerbated livelihood problems, in-
creased public dissatisfaction, and set the
stage for social and political movements.

In this context, the United States, rather than
solely focusing on aggressive foreign policies,
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