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Initialize:

- Set initial values for B, z, u, p, A

- Set convergence thresholds &1 , &5

- Set maximum number of iterations MaxlIter

- Set initial values for HitRate(j3) and PollutionRate(p)

For k =0 to MaxlIter:
1. Update B using the minimization formula:

¥+  arg mﬁin (—HitRate(B) + A.PollutionRate(B) + g (B—z® + u("))z)

Subjet to 0< p<1
2. Update z using the projection operator:
z*D  Projectionpg 11(B*+Y + u®)
3. Update dual variable u:
uk+D)  yk+1) 4 (B(k+1) + Z(k+1))
4. Check for convergence:

! PollutionRate
2 HitRate
3 Projection
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If
|B+D — BB| < £y and |2V — 20| < &,
Break (converged)
End for
Return B(k+1)’ Z(kﬂ), u(k+1)
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Figure (1) ADMM algorithm in cache memory improvement
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Initialize:

- Set initial values for f, z, u, p, A

- Set convergence thresholds &1 , £

- Set constants o, f_A

- Set maximum number of iterations MaxIter

- Set initial values for HitRate(f§) and PollutionRate(J3)
For k = 0 to MaxIter:

1. Update B using the minimization formula:
(L)
B¥+D  arg mBin(—HitRate(B) + A PpollutionRate(B) + PT (B — z® + u)?)

# Apply optimization method to minimize the objective function
2. Update z using the projection operator:
z**D < Projectionjg 1;(B**Y + u®)
# Ensure that z stays within the range [0, 1]
3. Update dual variable u:
uk+D)  yk+1) + (B(k+1) + Z(k+1))
# Adjust dual variable to enforce the consistency between  and z
4. Update p adaptively:
k+1 k
AB — [BAGH1) - AR AB « BT — B
Az « |27 (k+1) - 27(K)| Az « [zK+D — z(0)]
pltD  p) (1 4 o2

max(Az,g)

# Adjust the penalty parameter p based on changes in  and z
5. Update A adaptively:
AHitRate < |HitRate(B**V) — HitRate(p™) |
APollutionRate — max( | PollutionRate(B**+1) — PollutionRate(p®)|, )

l(k+1) P )L(k)_ (1 + B)L .APAHitRate )

ollutionRate

# Adjust A based on the change in the hit rate and pollution rate
6. Check for convergence:
if
|Bk+D — 8| < &, and |z — 2| < &,
Break (converged)
# If both B and z have converged, stop the algorithm

End for
Return B(k+1)9 z(’”‘l), )L(k+1) , p(k+1)
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Figure (2) The pseudo-code algorithm of the proposed improved ADMM

¥
5 el iz o B canl ool oslinul JaSo I3l 99 oS5 5l e Jlos 5 g loand ploxil sl cigsy cnl 5o
Silwainge J18; Jodod 5 ooleiiay o, (ilwosly sl ools ilgy 580 O jgoar SlaSd sla bl oo 5 go0e
o Sl celie Sl Blsi ¢ Vb s b Lases pl sl 0ids plool MATLAB 2020Rb Lo ;5 B yiel b
Sloge )l 55 1,58 o Shae b3l sl caslsl jo izl 03,87 wal )3 1) Jow (o0 (quy 5 Lol melas ol Ko
380 gilwars Sl Il cpl ol 418 )3 040 « NS-3 0 e « ndnSIM pawss jluacs 51« NDN glaaSls  #8ly
il 5 L Tntel Core i7 oasjls Lol oolizul 50 53l 015 o pals |, alax Lal s o les aliils dao S Lol
Jolo Gl 65350 3lF )Rl oS 5 crl Sl 035 Windows 10 Jelepians Codi o) ColS A 5 55,0185 V.7
el 05, sbml sl Lanzeo 50 o8l Sles (b3l s B30 soue
iyl sl ybre—)-F
dnlie g el )0 (oS i a5 wlows a8 57 Sy (Lol Jlne 50 cooleining (b, o ,5ee (b5, sl ool (5o
3 Lo.,.w saoologiwly (slacuslys 1o auo o (soaiasylis « (CHR)' fles alasl> colol # 5 ¢l (udgl .ails Lo ;I
26 alS 4 e g5 ol Gl oS |z 009 0 gmne GBS s IS Giris sl (ooll oo 5 a5
9o )5 425 dgete g Igiome Jagod 50

CHR% Number of cache hits OY)
0 =

Total number of content requests
oS 4 baulal slass) wloads osls Zeuwly (led abadl> 5l aS™ Slacwwlss ;o olasxs Number of cache hits alayl, ol jo
L wloas ools el (257 5l asyl 51 Jlaicd o) )l 5 slgioms slacwlss jo IS slaxiTotal number of content requests

Sl (45

oS ‘;o}ﬂ oz g Ao i slgiome ralS g Glulil o g ol ‘(CPR)"QLQ_; alasl> (;%J—I oy Gl paegd
Al oo 000 >3 srosly CoalS Lars 10 1,65 oLl ,Klo 5 ]
Number of polluted contents in the cache OY)

CPR% = x 100
% TTotal number of cached contents

Total § o\l alasl> ;0 54290 wgumme mé b 039l (slaosls slass Number of polluted contents in the cache alul, -y o

Ailodds 0,33 lgs aladl> (o aS olaesls S slaxs number of cached contents

g )b 9 1o S3glg95-Y-F

slae 5 aload b (F JS8) o 5 48,y ook s oilpmalude ol 4505 55050 &5 ez ias onl
(il SO 51 il (5905155 50 058 o)l T i3l 39 a5 s ADMM oy )50l 03,50 (g0leiin o550
ol b Sl sloo,S 45 pgd Y 00,5 o 1 o | lstone 00iiSuss (sloo,S a5 Jgl a¥ sl a¥ as Lol aSit
ol 1] o b 5l s egielass ol 0 10 S 3T )0 BUliS G pme (slae S 45 pgw 4Y g it Sy
59501 ()91 (gm0 42 93 (S92l 3310 2 oo cilizin JJae duw 50 (25 Eed )b ST ) 2 4 el St
b Ol s pgas (S0 5l oles )0 el ABNs G Bee slacnlgs o slass il L (CPA) (15 Sogll cdles ol yo
S o0 et 4l )0 CawlgB o Ve B 5l Selns jsbay lacuulss )0 25 (] jo a5 wed oo )8 g 9550 | (SIS
Ol e ol alasls b ailes 5 00iiS B pan oaiiSadel slae )3 il Y A Jold aSll (o JSEY) ool (g5e0g9 o

Aoz gl g0 oy g0le Loyl il o o oS s Slas a5 Jlauly 4SS (g0l 1wl ool b g L A 55 (S59lanes

! Cache Hit Rate
2 Cache Pollution Rate



Slo — ol plo— oliw s Laelyl . gbools slaaSiiis jo iS5 slop o3l o Slos anslis ya

SUIP oy 4 a5 (Sl b Olynis 5 wgboe Jols 1) e glaculys ;o b Sdlex (siluands a5 (45 Sogll
51000 lausls ;o 255 5 5 slasd o Lgy Ol L ablie )5 o 565l

o5 13 ADMM 2,630l sla il )y (Sl y59,40 b il peabds 51 (g Foszmn Sl (g JSOT)A8 500 (G55l o
sl oS hes lly aSl jo el 5 70 4 (slanss nl 5o gl dw Sl sad (b ealim 6 O g0 Slee
an S (Sl Ddlam il 50 w2 ysNl Cuoglio  (CPA) 25 (Sogll alox j0 055 oo b)) alom (y9s Laulys 5o
sdise (i)l S35 5L (Seolad Slisd @y ol 5o w2 )ssl LUl dbgy) (S35 L Dl s 50 5 998 o0

dw oS50 95 (nl )3 e Ll 50 ;000 b allaisy oYL L g 35 peie 08 Sjgods lao S o JS2Y) e S3e0205 50
Joleo e S35 Co i o ﬁ,.‘;.l)jﬂl llgs gy 4 aS ol Gy g grdge plmojl: Sl 00y pa5 gyl
sindan alex g g ge Jols 1) a5t slo s ply 50 2psT oslol 5 oluly (i) &5 il (5 ol w0l o0
Sl o 1S (Sogll eadias o8 e ol 50 1 )5Sl Ceaglin sy ds 45 cabee

Runs proposed Runs proposed e Runs proposed
ADMM-b. d = S
et + ADMM-based <« ADMM-based “— ADMM-based
Intermediate methods method methods
R Intermediate - Intermediate
CHER Routar Intermediate Router
Cache RO‘-':“IE'" Cache
Cache 1

Inte / \' ./ l \

Router Router

Cache Cache

/ \ / \ Intermediate Intermediate Intermediate : 3 Intermediate Intermediate

Router Router Router termediate Intermediate Router Router
e e Cache Cache Cache Router Router Cache Cache
Producer Consumer Consumer Producer / \ / \ / \ ?aChe\ /CaCh{ \ /
B e

oducer Consumer Consumer Producer

oducer Consumer Consumer Producer
oducer Producer

Ui (5 i iy (7 0ol (@ ol po Judis (W0 sy s (S59ques (F) SIS

Topologies examined a) hierarchical, b) simple, ¢) advanced, d) mesh

5 Do aloz jl (glaSl iz Lylpl o 1) goloing lopi )Xl LUls aelz jsbas gl 5 sisdes o
ol e eadgiluas iz slag b 5 bsigdass slp sl ¥ oo anlol o 0SS oo bl (S8l ol poss

w‘ AW 00)5] 7"‘6 5})
oali gl calie slag )l g lasisle s aalz (quyp (V) Jooz

Table (2) comprehensive review of different simulated topologies and scenarios

A PTBEIRS RO 3ol S S5 m s
whom g g oole Ll 5o o550 0 Shos () g S abdl> cud )b 4 o2 Sl cols L)
B ) cilises oo duw jo (15 Cub)l (LA L S (Sogll g iS colal 5 oy Sl e

(|9_:2AY‘.“\.‘

S (Sogll ez pl 3 0,65 (659l ol (o) 2 Sl Ses ply )3 03,581 Saeglie b))

s sl S5Pns
40 5 o ype acaslys s olasi om0 il b gyt S B> 5 S A5 ol alem

CPA 51 ea
4l yo Cuwlgm o Ve ( ) Jf‘f
(O PS J UG JOUF S LVSVRVISRI N RV | gy ] ey e Lol pl 50 0205951 (6 & Guda i S b ol
40 ) ey, £ 5 lplS Sl o oy S a0 Shos Liis g 4 < ”(:') =
(4l yo cunlgs 0 ¥ i
Ao g g 5l Ll 5o o580 Shoe (o) 2 S (Sogll § (CHR) (5 colol £ 5 b))
Ol Caslgm 0 F5 g call (S8l L L asis o alox> a0y <ol g gole Lyl ,o(CPR) Sl aCl o3l Lﬁjjjjij;

Zipfas ;9 b @illae




Y. VE-YANYEY QL‘;‘M‘U/‘«:go o)Lo..f:/J5‘ Jb/w)ﬂl QL....:l;uBo‘.\.i 31 GLQ (o jO (263 ‘_gl.m ‘_g)jL:.édJ.?u

9 S slacalys o ply j0 0,680 o Sloe (o)
slalddl> 4 plezlee bawgs ol Jlo )l Ggemmaué

ol

u;"?ﬂ oz pl 50 o651 Cengliio (s 2
DS (Sodl zals g 15 colol &5 Laas g 1S

(CPA)

9 Ol ol o (2,05 b (SUSL St (o) 2
G )3 02,08 (U5 (Dbl g lacamles o & 5
b Ol bl s boogs

b Sl b Gadas 50 020,051 oUlg (o)
Aop Psloyiel b 093 melais 5 (S35

bl b ol
L)

Sl b alom g0y Lame 55 o 581 0 Shos (o) 2
‘OL@‘J Lgl.a:d..la'_éb ‘a..x;.;So.'Jy) 44\/..).0 9 Poduztn
(owg_é)..a.e

Lis g alem oo byl 5o w65 CBo roniw
S Sogll Lmals 5 1S colol &5

Sl el

G5 S35l om0 025 (6551l (o) 2
Cge e sosls 5 L slaciles o b
Olezlge lawgi oais JLu)l

Sl Ses ply )3 03,5801 Caeglie (L)
b ol )l (g5lwdinge 9 25 CodsS Lade g (1S

oS &fasﬂ o>
(CPA)

29 by Slsd o e )0 0%0,50! oLl om
u)d.é gb))l 9 L&bwl}})b Cf' 9 Q‘).g)ls Slows
A yeiie dayl s b 095 Gankad 50 02,551

b Bl ol 50 o265 (6 s lidail Ghomiws
Seolizs Ll i o a0 ,See Laa> 5 (S8l
S

bl b ol
L)

945d ol slaisy jo K (SIS 5L )0
Lig g plrsl Copae j0 00,080 oUly b))
Ol Gl e le diliiadsn jobay

Las g )b olse @555 5 i yes D jad ol
lgore 9w, 5l als g o uS Jolas

9 o9 pl>o)l
ol e (sl e

20 o888 Sles sy g oS ol (iloan
61y ool 5 lanSad sl | adad Ll

S o Skee Lis ol p S0l

9 LS ol s )0 00,6l Blasil L)
ST g lime a9 9 g s ndS Jad>

bSi 5 gl

F) s_i.JbLon u){A} ﬁl).g )«) f""")?ﬂ‘ o)iLa.c 5]
cilizo 5l s 5l Glojed D jgod 4 ondis ;s
Jlo)l 856t @ Cgama sl 5 (o slacalys o

2580

o..\....‘é.:)y Mo ﬁ‘ﬁ » p.u)9§.” wsl.a.g U’“"L"“"
9 S cehS L o o] Sy g 1S Segll
lgiee (g 5luaig

RSPy alos>
35 oo

o SiAn s

(o> Gg0) ol et s o5l ks (S3803095 ) g )l (V) Jgor

1y ks G3glg198 5o (2L 5H-T-F
50 a8 cilisee g9, 4w ;o (ADMM-Enhanced) )] a8l 8gup a5eas g ADMM (slapis ;5501 o ,Shas ¢ tagh ool 5o
4 o ADMM-Enhanced § ADMM (glap o0 (Y Jouz) Jlaul aSiils g3 )l 10 0l gy (o0 abds (55909095
2 iomb iS (Sogl as e g 5L S colol 5 b wsials g 0, Slee LRU § LFU-DA sl SedlS slo b,
O Sl g aims yliad OMaz ply )0 (6 iun Caeglie diitwilys e oSl cpl o Jgaz) (25 (Sogll ales (g4l
b Oleds gyl 50 030 5 pds ol SIS slayog, a5 Il 0 wisS Las | (1S Colol 5 5 eols als |,
woldae o, 8lae Lgy byl 0 YU 65 3dai oUlss L ADMM-Enhanced g ADMM (slap ;o1 (@ Jgoz) (S8l 5
Crms g )l pled j0 s ,o301 ol o IS j9b a0 .50, JpuS 1y (15 Sogll 00,5 Laas | 25 colol &5 9 ails
slasis o ol glealadl> cupow Gl 5 Sl SO Glgeay 5 wilosls lis 65 0 Sles pgwye sla g, 4
g oo Slgidoy Hgmreosld

Table (3) Hierarchical topology scenario 1: stable network (no attack)

5951 oS colol 5 (CHR) a5 509l w00 (CPR)  culol ¢ Top 100 colol £, Top 50
PFP-DA 21.00% 10.00% 68.00% 78.00%
LFU-DA 15.00% 20.00% 55.00% 65.00%

LRU 12.00% 25.00% 48.00% 58.00%

ADMM 23.00% 8.00% 70.00% 80.00%

ADMM-Enhanced 25.00% 7.00% 72.00% 82.00%
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Table (4) Hierarchical Topology Scenario 2: Network Under CPA Attack

595! S colol g5 (CHR) 35 S0l awoyo (CPR) ool ¢, Top 100 culol &, Top 50
PFP-DA 19.02% 15.00% 62.80% 75.53%
LFU-DA 12.67% 36.00% 41.17% 50.00%

LRU 8.82% 36.00% 28.72% 34.64%

ADMM 21.00% 12.00% 65.00% 77.00%

ADMM-Enhanced 23.00% 10.00% 68.00% 80.00%

Table (5) scenario 3 of hierarchical topology: traffic load changes (dynamic)
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595! S colol g5 (CHR) 35 S0l awoyo (CPR) ool ¢, Top 100 culol &, Top 50
PFP-DA 18.00% 14.00% 60.00% 70.00%
LFU-DA 11.00% 28.00% 45.00% 52.00%

LRU 9.00% 30.00% 40.00% 48.00%

ADMM 20.00% 11.00% 63.00% 75.00%

ADMM-Enhanced 22.00% 9.00% 65.00% 77.00%
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Table (6) Scenario 1 Simple topology: stable network (no attack)

5951 oS colol 5 (CHR) s (So9lT o0 (CPR)  culol ¢ Top 100 colol £, Top 50
PFP-DA 20.00% 11.00% 67.00% 77.00%
LFU-DA 13.00% 21.00% 53.00% 63.00%

LRU 10.00% 27.00% 47.00% 57.00%

ADMM 22.00% 9.00% 69.00% 79.00%

ADMM-Enhanced 24.00% 8.00% 71.00% 81.00%
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Table (7) Scenario 2 of simple topology: CPA attack

5951 oS colol 5 (CHR) a5 59T w00 (CPR)  culol ¢ Top 100 colol £, Top 50
PFP-DA 18.50% 16.00% 61.00% 73.00%
LFU-DA 11.50% 35.00% 40.00% 49.00%

LRU 7.50% 37.00% 27.00% 33.00%
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ADMM 20.00% 13.00% 64.00% 75.00%
ADMM-Enhanced 22.00% 11.00% 67.00% 78.00%
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Table (8) scenario 3 simple topology: traffic load change (dynamic)

PEIR] oW colol 5 (CHR) 45 Sog)T w3 (CPR)  culol ¢, Top 100 culol & 5 Top 50
PFP-DA 17.00% 15.00% 58.00% 68.00%
LFU-DA 10.00% 29.00% 44.00% 50.00%
LRU 8.00% 31.00% 39.00% 46.00%
ADMM 19.00% 12.00% 62.00% 73.00%
ADMM-Enhanced 21.00% 10.00% 65.00% 76.00%
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Table (9) advanced topology scenario 1: stable network (no attack)

5951 oS culol 5 (CHR) a5 (o9l a0 )0 (CPR)  culol 5 Top 100 colol &, Top 50
PFP-DA 25.00% 8.00% 70.00% 80.00%
LFU-DA 18.00% 18.00% 60.00% 70.00%

LRU 15.00% 22.00% 52.00% 62.00%

ADMM 27.00% 6.00% 72.00% 82.00%

ADMM-Enhanced 29.00% 5.00% 75.00% 85.00%
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Table (10) Advanced Topology Scenario 2: Network Under CPA Attack

o 395! oS colol 5 (CHR) a5 So91 aoyd (CPR)  colol &5 Top 100 culol & 55 Top 50
PFP-DA 23.00% 12.00% 65.00% 77.00%
LFU-DA 16.00% 30.00% 50.00% 60.00%
LRU 11.00% 32.00% 40.00% 48.00%
ADMM 25.00% 10.00% 68.00% 80.00%
ADMM-Enhanced 27.00% 8.00% 70.00% 82.00%
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Table (11) scenario 3 advanced topology: traffic load changes (dynamic)
5951 o Colol £ 5 (CHR) oS ;o,ﬁ do 0 (CPR)  colol 7, Top 100 culol & 45 Top 50

PFP-DA 21.00% 10.00% 63.00% 74.00%
LFU-DA 14.00% 24.00% 47.00% 56.00%
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LRU 12.00% 26.00% 42.00% 52.00%
ADMM 24.00% 8.00% 66.00% 78.00%
ADMM-Enhanced 26.00% 7.00% 68.00% 80.00%
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Table (12) Mesh topology scenario 1: stable network (no attack)

PP oW Colol #5 (CHR) S ;o,ﬂ Jo 0 (CPR)  colol 7,5 Top 100 culol # 5 Top 50
PFP-DA 20.00% 11.00% 67.00% 77.00%
LFU-DA 13.00% 21.00% 53.00% 63.00%
LRU 10.00% 27.00% 47.00% 57.00%
ADMM 22.00% 9.00% 69.00% 79.00%
ADMM-Enhanced 24.00% 8.00% 71.00% 81.00%
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Table (13) Mesh Topology Scenario 2: CPA

s 595! oS colol 55 (CHR) 35 50987 a0y (CPR)  colol &5 Top 100 cubol &5 Top 50
PFP-DA 18.50% 16.00% 61.00% 73.00%
LFU-DA 11.50% 35.00% 40.00% 49.00%
LRU 7.50% 37.00% 27.00% 33.00%
ADMM 20.00% 13.00% 64.00% 75.00%
ADMM-Enhanced 22.00% 11.00% 67.00% 78.00%

(L) (S5 b st e Sl ¥ sl (VF) Jgor
Table (14) scenario 3 mesh topology: traffic load change (dynamic)

PEIPA] oW colol 5 (CHR) (35 53981 w0 )3 (CPR)  colol &, Top 100 culol &5 Top 50
PFP-DA 17.00% 15.00% 58.00% 68.00%
LFU-DA 10.00% 29.00% 44.00% 50.00%
LRU 8.00% 31.00% 39.00% 46.00%
ADMM 19.00% 12.00% 62.00% 73.00%
ADMM-Enhanced 21.00% 10.00% 65.00% 76.00%
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Table (15) comparing the performance of algorithms in scenario 1 (no attack)

PEIPIA] oS colol 5 (CHR) 35 50981 a0y (CPR)  colol &5 Top 100 cubol &5 Top 50

PFP-DA 21.3% 10.3% 68.2% 75.5%
PFP-B-DA ($=0.05) 25.0% 0.0% 93.1% 98.8%

ADMM 28.0% 0.0% 95.0% 99.0%
ADMM-Enhanced 30.0% 0.0% 96.5% 99.5%

olae L 70 L (Esiie mazlis olawi b alos) Y gy lis 1o by o5 o Shos dglin (V8) Joiz

Table (16) comparing the performance of algorithms in scenario 2 (attack with a diverse number of attackers) with 5% attacker load

PEIPI] oW Colol 55 (CHR) 35 Sogll woyd (CPR)  culol &5 Top 100 cslol & 5 Top 50

PFP-DA 19.0% 10.0% 65.0% 75.0%
PFP-B-DA (B=0.05) 23.0% 0.0% 70.0% 80.0%

ADMM 26.0% 0.0% 74.0% 84.0%
ADMM-Enhanced 28.0% 0.0% 77.0% 87.0%
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Table (17) comparing the performance of algorithms in scenario 2 (attack with a diverse number of attackers) with 30% attacker load

peagycl]] oS colol 5 (CHR) a5 So9lT o0 (CPR)  culol 5 Top 100 colol £, Top 50
PFP-DA 10.0% 30.0% 50.0% 60.0%
PFP-B-DA ($=0.05) 12.0% 25.0% 55.0% 65.0%
ADMM 16.0% 20.0% 60.0% 70.0%
ADMM-Enhanced 18.0% 18.0% 63.0% 73.0%
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Table (18) qualitative comparison of algorithms in all defined topologies and scenarios
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Abstract

Intelligent cache management in Named Data Networks
(NDN) is a critical component in optimizing network
performance and enhancing the quality of user experience.
Tuning cache sensitivity based on behavioral changes using
the B parameter and Zipf distribution is very important in
cache management. Considering that B has a direct effect
on the balance between resistance to pesticide
contamination and keeping the real popular content,
setting and determining this parameter plays a
fundamental role. In this research, a new framework based
on the algorithm of directed incremental Lagrange
multipliers (ADMM) is presented for distributed and
adaptive adjustment of B parameter. The proposed model
with a decentralized structure can be implemented at the
level of network nodes and leads to fast convergence and
precise adjustment of B through coordinated updates of
primary and secondary variables. In addition, a more
advanced version called ADMM-Enhanced has been
developed, which achieves more stability, accuracy and
adaptability to network dynamic conditions by using the
automatic adjustment of A and p parameters. To evaluate

the efficiency of this method, four network topologies (simple, hierarchical, advanced and mesh) were
designed and simulated in different scenarios. The simulation results and comparison with the
reference algorithms showed that the ADMM-Enhanced algorithm in the stable scenario increased the
hit rate by 30% and reduced the contamination to zero. In the face of severe attack (30% attacker), it
has shown stable, adaptable and resistant performance by maintaining CHR equal to 18% and CPR
equal to 18%. Also, in complex topologies such as mesh, the proposed algorithm was able to maintain
cache efficiency and quality against distributed threats, congestion and link interruption, and showed
high compatibility with dynamic environments.

Keywords: ADMM algorithm, ADMM-Enhanced, named data networks, cache memory, cache hit rate,

cache pollution percentage
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