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Abstract: Recent advancements in Internet of Things (IoT) technology have led to its widespread adoption across
various domains, such as smart buildings, cities, and healthcare. Fog computing, as a distributed platform at the network
edge, enables real-time execution of IoT applications. Due to the dynamic nature of fog environments and the
continuously changing behavior of IoT applications, one of the key challenges is the optimal and dynamic provisioning
of IoT services over available fog resources. This study aims to address this challenge by proposing a dynamic and optimal
service provisioning mechanism using reinforcement learning techniques, such as learning automata. The proposed
framework consists of a three-tier architecture (IoT, fog, and cloud layers) and a Dynamic Service Provisioning Manager
(DSPM) component. The DSPM comprises three subcomponents: A service request and fog node status monitor, A
workload analyzer, and A service provider, which collectively handle service provisioning at the fog layer. The
mechanism is evaluated under three distinct scenarios: Analysis of real-world traffic flow, Comparison with optimal
solutions, and The impact of service delay thresholds.Simulation results demonstrate that the proposed approach
effectively reduces service delay, cost, and delay violation compared to existing mechanisms.
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Extended Abstract

1- Introduction

Recent advancements in Internet of Things (IoT)
technology have facilitated its widespread adoption across
domains such as smart buildings, smart cities, and
healthcare. However, the stringent latency requirements of
real-time applications, including augmented reality,
autonomous vehicles, and industrial robotics, pose
significant challenges to traditional cloud computing. Fog
computing, as a distributed platform at the network edge,
offers a novel solution by reducing latency and enhancing
Quality of Service (QoS) for IoT applications. Given the
dynamic nature of fog environments and the continuously
changes behavior of IoT applications, the optimal and
dynamic provisioning of services over available fog
resources emerges as a critical issue. This study aims to
address this challenge by proposing a dynamic and
efficient service provisioning mechanism leveraging
reinforcement learning techniques, particularly learning
automata. The proposed framework incorporates a three-
tier architecture (IoT, fog, and cloud layers) and a

Dynamic Service Provisioning Manager (DSPM)
component responsible for intelligent resource
management.

2- Methodology

The proposed approach is built upon a three-tier
architecture comprising the IoT, fog, and cloud layers. The
IoT layer includes smart devices such as sensors and
gadgets, the fog layer consists of distributed computational
nodes, and the cloud layer encompasses powerful servers
for heavy processing. The DSPM, the core component of
this framework, comprises three subcomponents: a
monitoring component for node status and service
requests, a workload analyzer, and a service provider. To
predict future needs, time series analysis (ARIMA model)
is used, and for dynamic decision-making, an algorithm
based on learning automata is used. Simulations were
conducted using the iFogSim toolkit, evaluating various
scenarios with real traffic data (e.g., MAWI archive) and
synthetic data (based on Markov chains). The time
complexity of the proposed algorithm is formulated as
O(JA[+|F|), indicating its suitability for dynamic
environments.

To increase the flexibility of the method, the DSPM
component uses a feedback-based learning process in
which the learning automata dynamically adjusts service
placement decisions based on real-world performance
metrics such as latency and resource utilization. This
adaptive mechanism is optimized through repeated
interactions with the fog environment, ensuring optimal
resource allocation under varying loads. Also, the
workload analyzer improves the accuracy of workload
forecasts using the ARIMA model by integrating historical
data patterns and enables proactive resource provisioning

to mitigate potential bottlenecks.

3- Results and discussion

Performance evaluation was conducted across three
scenarios: analysis of real-world traffic, comparison with
optimal solutions, and assessment of service delay
threshold impacts. The results showed that the proposed
method significantly reduced the service delay (close to
the optimal method), greatly optimized the cost, and
reduced the delay violation to about 3%. Compared to
baseline methods such as All-Cloud, Min-Viol, and Fog-
Static, the proposed approach exhibits efficiency
improvements of 15.99%, 18.21%, and 15.53%,
respectively. Traffic prediction via ARIMA, combined
with learning automata-based decision-making, enhances
load balancing across fog nodes and reduces reliance on
the cloud. Increasing the delay threshold also showed that
the proposed method still performs better in resource
management and cost reduction.

For a deeper analysis, a real-world traffic scenario
focusing on varying patterns throughout the day showed
that the proposed method, by dynamically adapting, avoids
resource congestion and maintains system stability. This
adaptation represents a significant advantage, especially
compared to the Fog-Static method, which becomes
inefficient due to its static nature as the load increases.
Also, the cost analysis in the second scenario showed that
the proposed method reduced communication costs by up
to 20% compared to the All-Cloud method by optimizing
the deployment of services in fog nodes close to the
devices.

In the third scenario, examining the impact of different
latency thresholds showed that the proposed method, by
intelligently adjusting resources, even at high thresholds,
minimizes latency violations and prevents unnecessary
migration of services to the cloud. This is achieved using
ARIMA-based forecasting and decision-making based on
learning automata. Also, comparing the distribution of
services between fog and cloud layers in all scenarios
showed that the proposed method uses fog nodes on
average 30% more than the baseline methods, which leads
to improved response time and reduced load on cloud data
centers.

4- Conclusion

The proposed approach, integrating time-series analysis
and learning automata, provides an effective solution for
the dynamic provisioning of IoT services in fog
environments. By optimizing resource utilization,
minimizing latency, and improving QoS, it effectively
addresses the needs of real-time applications. The
computational simplicity and high decision-making speed
of learning automata render this method suitable for
latency-sensitive environments, thereby enhancing user
satisfaction. Simulation results confirm that this
framework not only boosts system efficiency but also
enables flexible service deployment near IoT devices.
Future research directions include integrating deep
learning techniques for enhanced prediction accuracy and
extending the framework to real-world multi-fog
environments.
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3 Internet Of Energy

4 Industry 4.0

3 BigData Stream

6 Quality of Service
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Algorithm DSPM Proc

1:Begin
2:for each (Time interval 7) do
//Monitoring

3:  for each (IoT Service s) do
4: Receive reqmsg for s

// The Extraction()
Deadline, Processing_required,
Memory_required,Storage_reqired

and Bandwidth_required from inside the message

function extracts

5: Sdata_info= EXtraction(reqmsg) !/ Sdata_info 1s 10T service
information record
6: Update Service_Database with Sdaa info

7: end for each
8:  for each (Fog node ') do
9: Connect to f node
10: Receive fiaa msg from f node
// The Extraction() function extracts CPU_Capacity,
Memory Capacity and Storage Capacity
from inside the message

11: .fdutaiinfoz EXtraCtionO{damimsg ) /(ﬁlutaiinfo is
information record for fog node f°
12: Update Service Database with fiaa info

13:  end for each
//Workload_Analyzer
14: Initialize ARIMA parameters: P=1, D=1, Q=1, m=0,
p=3, d=0, q=3, prediction_Size=300;
15:  for each (IoT Service s) do
16: for each (Fog Node f) do

17: traffic_data_array=read(traffic(s,f)) //incoming
Traffic of service s to fog node f until now
18: Prediction_Array=ARIMA(traffic_data_array, P,

D, O, m, p, d, q, prediction_Size)
19: end for each
20: end for each

/I Service_Provisioner
21: for each (Fog Service s) do
22: for each (Fog Node f) do

23: Initialize action probabilities: Ppepioy(t=1) =1-
Pretcase(tF1), Ppeease(t=1) =Initial-value()

24: Initialize parameter: a=0.3 ; b=0.7; VP, .01

25: Select one of the actions randomly (Deploy, Release)
26: while (t<300) do

27: Calculate the VP in the time ¢

28: if (VP)>VP jresiora) then

29: PRelease(t+1) = PRelease(t)Jr a (I'PRelease(t))a
PDeploy(t+1) = (l'a) PDeploy(t)

30: else

31: PRelease(t+1) = (l'b) PRelease(t)s PDeploy(t+1) =
(b/(r'l)) + (l'b) PDeploy(t)

32: end if

33: end while

34: Selected action (a;)=Select one action with maximum
probability; //Max(PDeploy, PRelease)

35: Return Selected action (a;) as optimal service

provisioning decision for fog service s
36: end for each

37: end for each

38:end for each

39:End

! traffic generator
2 Discrete-Time Markov Chain
3 Penalty Price
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