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Introduction

The rapid growth of digital technologies, especially the Internet of Things (loT),
is significantly transforming manufacturing and supply chains by increasing
efficiency, transparency, and competitiveness. While 1oT has become essential for
modern supply chain management worldwide, its adoption faces ongoing
challenges such as technical, organizational, security, and cultural barriers. In
Iran, particularly in the automotive sector, smart supply chain development and
loT integration lag behind developed countries due to weak infrastructure, limited
technology, funding shortages, and a lack of skilled workforce. Furthermore,
existing global frameworks for loT adoption often do not fit the specific needs of
developing countries like Iran. Therefore, this study aims to identify key barriers
and facilitators of 10T adoption in Iran’s automotive supply chain and to develop
a contextualized, practical framework to support effective implementation and
boost competitiveness.

Literature Review

Numerous studies highlight the significant benefits and diverse applications of
IoT in supply chain management (Ben-Daya et al., 2019). By converting digital
signals into actionable data through tools like RFID tags and sensors, 10T enables
real-time information flow across manufacturing, warehousing, logistics, and
distribution, which is essential for data-driven decision-making. Evidence
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consistently shows that loT adoption improves inventory management, logistics
tracking, preventive maintenance, and operational sustainability (Karam et al.
2023; Akbari et al., 2024). In the automotive sector, 10T enhances quality control,
reduces production downtime, and boosts overall flexibility (Piritla et al., 2019).
While developed countries have accelerated 10T integration thanks to strong
infrastructure and supportive policies (Ben-Daya et al., 2019), Iranian firms still
face major hurdles—such as weak ICT infrastructure, high implementation costs,
low state support, skill shortages, data security concerns, and insufficient
regulations (Akbari et al., 2023; Esmaeili et al., 2020). Furthermore, mainstream
adoption frameworks like TAM and UTAUT, created for developed economies,
are often poorly suited to the specific needs of developing contexts like Iran
(Abbas et al., 2023). Therefore, there is a clear need for locally tailored models
that address the unique infrastructural, cultural, and managerial challenges present
in these settings—a need this study addresses using a grounded theory approach.

Research Methodology

Acknowledging the early stage of 10T adoption and the distinctive complexities
within Iran’s automotive supply chain, this study utilized a qualitative
methodology based on Grounded Theory. Data were collected through semi-
structured, in-depth interviews with twelve carefully selected industry and
academic experts, representing both practitioners and scholars. Interviews
continued until theoretical saturation was reached during 2023 and 2024. The data
analysis rigorously followed Strauss and Corbin’s (2007) three-stage model: open
coding (identifying and grouping key challenges and drivers of 10T adoption),
axial coding (clarifying relationships among causal, contextual, and intervening
factors, as well as strategies and outcomes), and selective coding (integrating
insights into a comprehensive conceptual framework). To ensure validity and
reliability, member checking and constant comparison were employed throughout
the process. This systematic approach enabled a deep exploration of the unique
barriers and enablers of 0T adoption in Iran, culminating in the development of a
localized, practical framework.

Results

In this study, a comprehensive and multi-layered conceptual model was developed
for the effective adoption of the Internet of Things (IoT) in Iran’s automotive
supply chain. The model identifies five main groups of causal factors:
organizational (such as ownership, governance, policies, strategy), social
(consumer and stakeholder needs), managerial (leadership and commitment),
industrial (sector readiness and infrastructure), and financial (economic benefits
and transparency). It also takes into account contextual and intervening
conditions—Iike partner maturity and technological infrastructure—as well as
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barriers such as cultural resistance, lack of trust, technical limitations, and high
costs. Key strategies proposed by the model include capacity building, fostering
an organizational culture, improving communication and change management,
and standardizing processes. The outcomes of successful 10T implementation, as
highlighted in the model, include enhanced organizational synergy, improved
efficiency, cost reduction, intelligent and traceable supply chains, and broader
societal benefits such as environmental improvement and the expansion of e-
business. Notably, this model offers practical, context-specific guidance for
industry managers and researchers in Iran.

Discussion and Conclusion

The developed model both confirms and expands upon previous Iranian and
international research, making explicit the nuanced challenges facing loT
adoption in Iran’s automotive supply chain—particularly those related to
infrastructure, skills, regulation, and organizational culture. The ineffectiveness
of imported, one-size-fits-all models is evident, underscoring the need for locally
grounded approaches. A main strength of the present model is its contextual
sensitivity, constructed through direct engagement with industry and academic
experts in Iran. Notably, the model specifies clear steps for capacity building,
culture development, organizational restructuring, and standardization, thus
bridging the gap between universal adoption frameworks and Iran’s unique
circumstances. Despite these contributions, the primary limitation is the
gualitative, context-specific nature of the findings, which may restrict broader
generalization. For greater validation, future studies are recommended to apply
quantitative methods and extend the model’s applicability to other sectors or
through cross-country comparative analysis.
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Figure 1 — The 10T Acceptance Model within the Axial Coding Paradigm




WX b qeadsl Jlo /¥ ojlod [ (95 Copde (swdine v

S5 4ol 9 Cox -0

e @lio ) cp Bl g IS slaglyp 5l (S plsie 4 eldl <ol 0ol

3o ©less 5 spttio & b b adgl dlse s Sl el 0285 (silodiare sl ) st
2 bl ol (s (sl oesrde Mo Sl Ban b ol Simgdy sl o)) ool 393
slojle Jolse a5 Iy L Gimgh (sbadil .ol 43,5 &g ol 9)365 Catio (ol 0,505
id o JeSts Ll oyl ey o 1y (e bl (o) oalatdl g intio ¢ e o Slao) sl
5 (NS gyl cunlw e a3, Sgy 10 (awlwl SV diojls sludl Con] (65,8
bl olacus s Ll conl ipdy (Slejlwim 5 Slojlw i jl .cwl ple yauass
03255 slmails ales )3 (55ib peaws (5185 5 15 15 1y i 31 8 Lt ale Mol cblih (gl
sl lgie 4 e slagsyold 4 o yind 31 5 o (6 San ¢ SeMb] Cublasd o olaalsie 359l o 3939 4
b5 5 lyolis (clacloys dgng 0255 S5 Eol o] 2 09V i gl ogeie Jia 53950
Lol sledl iyl ey Jeted > IS U285 laies blyd plgis 4 5 el 05 oo
o )3 392wl (il gy (655l ul 3890l pdiel cclio CELu g g (S Eok (g S 0
Py Jalse J) pslate aialy |y b oyt Jlo 5 (B el o (Simp Jelse o Selslie Loty
(398 & U 2,5 oyl dais) ogr b Sk (Sanh Jelse Logas ¢ Salslis
b Bkl cdyls g diej o Canl Slojlu g2 g QLS Shwr e 9 350k @ JleS i
g odls jl cblis 4y bgye (il Jolge S (oo (s 0p005 gLl plee 3 1) 9 (slas)glid
bl siloaz ) bSe bl 5 ()5l slacslop; 4 (8 Jelse 2dg (symle Sy Copie
OV (05055 3 Waiz 38 oonsl 5 bl (ol (U5 2 JBL Btes ( Jlo Jolge 5 faizils
Jhlize Colds ditd )5 Hgua S8 jludalad (g5l &5 glASUD )3 0319 4 SS9 S
B y ol les 5 ool & a3 yjs 0 (2B Oldlas S b Giagh opl slaasl
18T (Simph g 5 ladi p Fote & )en g o g ohlSen 5 iy 4l olaingg
Ol st le 4 yel cplyls a5 cgd ol 5 Jlo Jelse o)l ! (golaidl glad > i)l
e ol 33 45 33,5 003l 9S> (Bl syl alep g Mg 4SS Eoby pdaw
(il Jold iy Jde (oolpiin (sbadpdly )y dblaswss (sla,lb b puReiis slacsgles
Candg b canliio Oyao a4y djualy cpl &5 Cunl o3V g sl (gjluainrles 5 (asilojls (gjlucSin b



Y s 001 3,509, S iyl )09 Camivo (ol 0 yz0; )0 Wil oyl (o pds Jde

ol 4 jocie Wl oo sbil il I 3390 (g pS o W (alal oy g ES pE )3 (cog
3 8lonssl il g s e Syl Juens dadiul b J5S sgu0 el 0055 (Sl
23,5 020 el )3 lad gy alS g SV giame (0l 639290 Cu e done B2l

Ol 9355 Cartio s 0285 3 sledl oyl oyl enbiseg Mo Siagh ol
ey el Bl ) laome 13 o (glatioj g o Jelge Comt] 45T L il 03,8 1)
03y yyplx plii (9398 o o (Sl Shg 4 i b it Jallip s 4 Cuns
2l DS cwla 5 glpte (Jgd g o glacoles 4 b5 5 jloadd So S slacs )
Syl by Culdge Sl)) gl aimd 1B Coglgl )3 1y (oBisel 5 o s i le slacoles
Sl yote 5 phite (Bjgel (slaasly ojo> cul (lpe Conl (59900 9955 Caxio 3 5L
9 S Ll flpde o (USHE Gy pet slag)sld & dleiel sbul 5 Jluows dlgw iol38l
igled g 1y el 05285 SCS b g laanly oo (6)Sam 5 s oy S (pinen
5ol Slilse 420 sals  Sim b gilse | o sLiSal) o ) Cosi 5 Sgo Slbol)) &5 12
Cotel ¢ 38 lacdlo ¢ Ll <oyl 0308 sl 5l iy 1l (stel Glacamwlus 4 w95 L
oaazS il 2,8 (Giledylulinl g (Sloyjerd (93 4l (o pied slajgme Copde w9 Laodl>
g Jl 2oy ool dSSon weds sl SleMbl ()5l g (pmle Cuial ojg> olglie
Sa5r «2Bsysld gz Gilwodly @l Jlo IS wloyw 4 drgr LBl 4 dagi b S0
Iy LS 1 39y5 slods s yidlS g CMpud gllael ¢ los slacuwluw Gk 5l clsd cul
02955 0 012295 b @Blie 5 bl it 1 (e 220 35 e (S b 5 S Jiges
S )] pslite 4 SSasS e ) (©shl) (dalefl slaofy sl prien S
dnrgi 0))3 (65 o (Sl (oolie paSLS dmofyy pl @l g g Lt oyl ods ]
5 &Syl slaasl ol g bl ga5 (ol p ogdMe .cuillS slgs HLisl )5 (g)gld o35S
y Olilwasad 5 (f5lug g (e ()lS0n gl g Al a9 390 maend (leMb] Cdlid (gl
il sy s«

ST B iR 5 9 bCasgae

s 0P S o o g (S W90 (092 dgdoe gy (] Cudgioe (n Sieke
grtg) Cudgione by plio plo 4 @l JolS prasd Conl (Sae 9890 (nl sl 9,395 Contio
g SBsyld (hpd dine; 3 395 el lapille 5 b (Shy (b Cato p & e S
oG 0255 (S9) 2 (S pARbe § §iGres hmbs Cllllas o 295 00 Sl cplpliy -l



WX b qeadsl Jlo /¥ ojlod [ (95 Copde (swdine ¥

pasede Sl ol )3 45,5 plodl (e glio b (65, Caio siile) )5S 0l lio S0
2 e g 5 278 Ollas bl pizmen 33,5 JloS g (lulid Caio p (S s 5 8
S g Jele pn b o lp o)l SYsle (sloJre ke (oS slaodld
Opped S9d oo dnog Mapllas ok 4y  ANP (Jlie gly) 0)lnesis (63 pronal SloSuiSS
5 Ll ol (6)9ld jlyal 5 il (g ymle cutel g (Jamaun j  eloinl Gl Groe b))
D9 By 6y9kd ol b dlul B35 5l)8 o gyl

gitie o5 o3 -5

Ml oas ol QBN bawgs e ()l WS

o =Y

Abbas, T., Asif, M., Zameer, H., & Yasir, M. (2023). Unearthing the barriers
of Internet of Things adoption in food supply chain of developing countries: A
critical review and future research directions. Internet of Things and Cyber-
Physical Systems.

Abdel-Basset, M., & Imran, M. (2020). Special issue on industrial Internet of
Things for automotive industry — New directions, challenges and applications.
Mechanical Systems and Signal Processing, 142, 106751.

Abdel-Basset, M., Manogaran, G., & Mohamed, M. (2018). Internet of Things
(1oT) and its impact on supply chain: A framework for building smart, secure and
efficient systems. Future Generation Computer Systems, 86, 614-628.

Akbari, S., Bahrami, M., & Hosseini, A. (2024, August 10). The study of the
Internet of Things in supply chain management. Proceedings of the 7th National
Conference on New Technologies in Electrical, Computer, and Mechanical
Engineering of Iran [In Persian]

Al-Fugaha, A., Guizani, M., Mohammadi, M., Aledhari, M., & Ayyash, M.
(2015). Internet of Things: A survey on enabling technologies, protocols, and
applications. IEEE Communications Surveys & Tutorials, 17, 2347-2376.
https://doi.org/10.1109/COMST.2015.2444095

Al-Khatib, A. W. (2023). The impact of industrial Internet of Things on
sustainable performance: The indirect effect of supply chain visibility. Business
Process Management Journal, 29(5), 1607-1629. https://doi.org/10.1108/BPMJ-
03-2023-0198

Ashton, K. (2009). That ‘internet of things’ thing. RFID Journal, 22(7), 97—
114.

Bahmani, M., Abyati, M. H., & Mohammadi, A. (2022). The evolution of
artificial intelligence and Internet of Things applications in the automotive



https://doi.org/10.1109/COMST.2015.2444095
https://doi.org/10.1108/BPMJ-03-2023-0198
https://doi.org/10.1108/BPMJ-03-2023-0198

I s 001 3,509, S iyl )09 Camivo (ol 0 yz0; )0 Wil oyl (o pds Jde

industry. Proceedings of the 11th International Conference on Management and
Humanities Research in Iran [In Persian]

Barbosa-Povoa, A., Paula, P., & José, M. (2020). Process supply chains:
Perspectives from academia and industry. Computers and Chemical Engineering,
132, 106606.

Ben-Daya, M., Hassini, E., & Bahroun, Z. (2019). Internet of Things and
supply chain management: A literature review. International Journal of
Production Research, 57(15-16), 4719-4742.
https://doi.org/10.1080/00207543.2017.1402140

Cella, C. H., Duffy, G. W., & McGuckin, J. P. (2019). Methods and systems
for the industrial internet of things (U.S. Patent No. 10,394,210). United States
Patent and Trademark Office.

Corbin, J., & Strauss, A. (2007). Basics of qualitative research: Techniques
and procedures for developing grounded theory (3rd ed.). Sage Publications.

Crawford, A. L., Weber, M. R., & Lee, J. (2020). Using a grounded theory
approach to understand the process of teaching soft skills on the job so to apply it
in the hospitality classroom. Journal of Hospitality, Leisure, Sport & Tourism
Education, 26, 100291.

Dai, H.-N., Wang, H., Xu, G., Wan, J., & Imran, M. (2019). Big data analytics
for manufacturing internet of things: Opportunities, challenges and enabling
technologies. Enterprise Information Systems, 1-25.

Denzin, N. K., & Lincoln, Y. S. (1994). Introduction: Entering the field of
qualitative research. In N. K. Denzin & Y. S. Lincoln (Eds.), Handbook of
Qualitative Research (pp. 1-17). Sage Publications.

Diéne, B., Rodrigues, J. J. P. C., Diallo, O., Ndoye, E., & Korotaev, V. V.
(2020). Data management techniques for Internet of Things. Mechanical Systems
and Signal Processing, 138, 106564.

Ebadi, N., & Shiri, Z. (2021). The role of the Internet of Things in improving
supply chain performance. Quarterly Journal of Industrial Management Research,
16(4), 35-46. [In Persian]

Esmaeili, M., Rezaei, M., & Farahani, A. (2020). Challenges of implementing
the Internet of Things in Iran’s supply chain. Journal of Industrial Engineering of
Iran, 51(2), 218-229. [In Persian]

Fang, C., Liu, X., Pei, J., Fan, W., & Pardalos, P. M. (2016). Optimal
production planning in a hybrid manufacturing and recovering system based on
the Internet of Things with closed-loop supply chains. Operational Research,
16(3), 543-577. https://doi.org/10.1007/s12351-015-0213-x

Guan, Y., Liu, Y., & Wang, L. (2020). From data to smart manufacturing:
Internet of Things and big data applications in manufacturing environments.



https://doi.org/10.1080/00207543.2017.1402140
https://doi.org/10.1007/s12351-015-0213-x

WX b qeadsl Jlo /¥ ojlod [ (95 Copde (swdine 5

International Journal of Production Research, 58(22), 6748-6762.
https://doi.org/10.1080/00207543.2020.1732347

Haller, S., Karnouskos, S., & Schroth, C. (2008). The Internet of Things in an
enterprise context. In Future Internet Symposium (pp. 14-28). Springer.

He, L., Xue, B., & Gu, M. (2020). Internet-of-Things enabled supply chain
planning and coordination with big data services: Certain theoretic implications.
Journal of Management Science and Engineering.
https://doi.org/10.1016/j.jmse.2020.03.002

Jamali, G., & Karimi Asl, A. (2018). Evaluating competitive strategies of
large supply chain management based on gap analysis in the cement industry.
Production and Operations Management, 9(1[16]), 29-54. [In Persian]

Karam Sallam, M., Mohamed, A. W., & Ali, W. (2023). Internet of Things
(1oT) in supply chain management: Challenges, opportunities, and best practices.
Sustainable Machine Intelligence Journal.
https://doi.org/10.61185/SM1J.2023.22103

Kerrem, A., Ahmad, B., & Fathi, M. (2023). Applications of 10T in supply
chain and logistics: A systematic review. Sustainability, 15(2), 1583.
https://doi.org/10.3390/su15021583

Khan, W. Z., Rehman, M. H., Zangoti, H. M., Afzal, M. K., Armi, N., & Salah,
K. (2020). Industrial Internet of Things: Recent advances, enabling technologies
and open challenges. Computer and Electrical Engineering, 81, 105522.

Kuckartz, U., & Réadiker, S. (2019). Analyzing qualitative data with
MAXQDA. Springer.

Lincoln, Y. S., & Guba, E. G. (1985). Naturalistic inquiry. Sage.

Markey, K., Tilki, M., & Taylor, G. (2020). Practicalities in doctorate research
of using grounded theory methodology in understanding nurses’ behaviours when
caring for culturally diverse patients. Nurse Education in Practice.
https://doi.org/10.1016/j.nepr.2020.102751

Masum Sadique, K., Rahmani, R., & Johannesson, P. (2018). Towards
security on Internet of Things: Applications and challenges in technology.
Procedia Computer Science, 141, 199-206.

Mello, J., & Flint, D. J. (2009). A refined view of grounded theory and its
application to logistics research. Journal of Business Logistics, 30(1), 107-125.

Miles, M. B., Huberman, A. M., & Saldafia, J. (2020). Qualitative data
analysis: A methods sourcebook (4th ed.). Sage.

Nitschke, P., & Williams, S. P. (2021). Conceptualizing the Internet of Things
data supply. Procedia Computer Science, 181, 642—649.

Pal, K., & Yasar, A. (2020). Internet of Things and blockchain technology in
apparel manufacturing supply chain data management. Procedia Computer
Science, 170, 450-457.



https://doi.org/10.1080/00207543.2020.1732347
https://doi.org/10.1016/j.jmse.2020.03.002
https://doi.org/10.61185/SMIJ.2023.22103
https://doi.org/10.3390/su15021583
https://doi.org/10.1016/j.nepr.2020.102751

Y s 001 3,509, S iyl )09 Camivo (ol 0 yz0; )0 Wil oyl (o pds Jde

Patton, M. Q. (2015). Qualitative research & evaluation methods (4th ed.).
Sage.

Pirttil4, M., Virolainen, V. M., & Sillanpéd, V. (2019). The role of IoT in
automotive  supply chains.  IFAC-PapersOnLine, 52(13), 330-337.
https://doi.org/10.1016/j.ifacol.2019.11.081

Quan, F., Mingming, Z., Hu, S., & Yuhang, C. (2020). Research on data fusion
scheme of power internet of things based on cloud and NFV. Procedia Computer
Science, 183, 115-119.

Rehan, M., Javed, A. R., Kryvinska, N., Gadekallu, T. R., Srivastava, G., &
Jalil, Z. (2023). Supply chain management using an industrial Internet of Things
Hyperledger Fabric network. Human-centric Computing and Information
Sciences, 13(4). https://doi.org/10.22967/HCIS.2023.13.004

Safari, F., Heydari, S., & Mansouri, S. (2023). Understanding the Internet of
Things adoption barriers in hospitals in developing countries (Master’s thesis,
Uppsala University). https://www.diva-
portal.org/smash/get/diva2:1949860/FULL TEXTO1.pdf

Sasikumar, A., Logesh, R., Malathi, D., Selvalakshmi, A., Almaktoom, A. T.,
Almazyad, A. S., Xiong, G., & Mohamed, A. W. (2024). Blockchain-assisted
hierarchical attribute-based encryption scheme for secure information sharing in
industrial  Internet of Things. IEEE  Access, 12, 12586-12601.
https://doi.org/10.1109/ACCESS.2024.3354846

Shuai, M., Xiong, L., & Wang, C. (2020). A secure authentication scheme
with forward secrecy for industrial Internet of Things using Rabin cryptosystem.
Computer Communications. https://doi.org/10.1016/j.comcom.2020.06.012

Sisinni, E., Saifullah, A., Han, S. J., & Gidlund, M. (2018). Industrial Internet
of Things: Challenges, opportunities, and directions. IEEE Transactions on
Industrial Informatics, 14(4), 1-28.

Strauss, A., & Corbin, J. (1990). Basics of qualitative research: Grounded
theory procedures and techniques. Sage Publications.

Strauss, A., & Corbin, J. (1998). Basics of qualitative research: Techniques
and procedures for developing grounded theory (2nd ed.). Sage Publications.

Supply Chain Council. (2012). Supply chain operations reference model
(Revision 11.0). Chicago, IL.

Valmohammadi, C. (2016). Examining the perception of Iranian organizations
on Internet of Things solutions and applications. Industrial and Commercial
Training, 48(2), 1-9. http://dx.doi.org/10.1108/ICT-07-2015-0045

Vas, K., Laszld, A., Ficzere, P., & Zih, Z. (2021). Internet of Things: An
overview. Sensors, 21(7), 2343. https://doi.org/10.3390/s21072343



https://doi.org/10.1016/j.ifacol.2019.11.081
https://doi.org/10.22967/HCIS.2023.13.004
https://www.diva-portal.org/smash/get/diva2:1949860/FULLTEXT01.pdf
https://www.diva-portal.org/smash/get/diva2:1949860/FULLTEXT01.pdf
https://doi.org/10.1109/ACCESS.2024.3354846
https://doi.org/10.1016/j.comcom.2020.06.012
http://dx.doi.org/10.1108/ICT-07-2015-0045
https://doi.org/10.3390/s21072343

VP F 5ol qemajl Jlo /Y ojladds / (pg Co e (awdige A

Vermesan, O., & Friess, P. (2014). Internet of Things: From research and
innovation to market deployment. River Publishers.
https://www.riverpublishers.com/research_details.php?book_id=100

Xu, X., Han, M., Senthil, M., & Anandhan, P. (2020). Industrial Internet of
Things for smart manufacturing applications using hierarchical trustful resource
assignment. Computer Communications.
https://doi.org/10.1016/j.comcom.2020.06.004

Zare Mehrjerdi, Y., Falahnejad, M., & Naji Moghaddam, A. (2016). Applied
simulation of RFID technology and business intelligence in improving supply
chain management of the automotive industry. International Journal of Industrial
Engineering & Production Management, 27(3), 310-321. [In Persian]

Zhou, L., Chong, A. Y. L., & Ngai, E. W. T. (2015). Supply chain
management in the era of the Internet of Things. International Journal of
Production Economics, 159, 1-3. https://doi.org/10.1016/j.ijpe.2014.11.014

COPYRIGHTS

© 2023 by the authors. Licensee Modern Management Engineering Journal.
This article is an open access article distributed under the terms and
conditions of the Creative Commons Attribution 4.0 International (CC BY
4.0) (http://creativecommons.org/licenses/by/4.0/).



https://www.riverpublishers.com/research_details.php?book_id=100
https://doi.org/10.1016/j.comcom.2020.06.004
https://doi.org/10.1016/j.ijpe.2014.11.014
http://creativecommons.org/licenses/by/4.0/

