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Abstract- The health sector has special and unique requirements such as security and privacy, interoperability,
sharing, transfer and access control. The significant advantages of blockchain, especially the compatibility of these
advantages with health requirements, have led researchers to investigate the methods of applying blockchain in health.
Despite the high potential of this technology for health applications, there are still challenges that need to be addressed.
Internet of things using blockchain smart contract technology can be used as a promising approach to deal with
emerging challenges caused by infectious and viral diseases in hospitals, clinics and healthcare centers. This paper
examines the blockchain technology as a fundamental principle in today's world and introduces it as a potential for the
development of distributed applications and also tries to use the smart contract system based on the Ethereum
blockchain as an efficient access management system in order to provide various programs in the field of health.
Ethereum and smart contracts are open, decentralized, and immutable, and are therefore always subject to
vulnerabilities caused by simple coding errors by developers. In this paper, a smart contract system for blockchain-
based applications in healthcare management is developed to facilitate medical ecosystems. The results of this research,
which is based on the development of a smart contract system for blockchain-based applications in healthcare

management, will facilitate medical ecosystems.
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1. Introduction

Challenges related to health systems are expanding with
an increasing speed. Emerging viral pandemics diseases are
a major problem of the current century. The risks caused by
direct contact with the patient on the one hand and the lack
of time of people due to busy work on the other hand
require the use of telemedicine services.

On the other hand, the amount of healthcare data is now
growing steadily, bringing with it a huge amount of
generated data. This fact is closely related to the emergence
of software technologies and smart phones, as well as the
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digitization of health records and clinical documentation.
Healthcare data may contain very sensitive and important
information. This healthcare data helps improve healthcare
outcomes, predict infectious diseases, gain useful insights,
prevent diseases, help reduce healthcare costs, and improve
overall quality of life. With these aspects in mind,
healthcare information must be secure. The emergence of
healthcare applications, devices, and digitization of medical
records is increasing exponentially. This medical healthcare
data is collected and utilized in legacy applications that
have serious concerns about the misuse of sensitive
information.

In recent years, the use of information technology (IT)
in the medical and health sector has developed significantly
and has created many conveniences. Recent studies show
that IT has been used in various areas such as patient
information storage, drug, therapeutic and surgical
information, treatment follow-up, remote treatment, nurse
guidance, surgeon robots and patient admission systems to
help the medical section, such that its main purpose is to
facilitate treatment. By using these systems, doctors can
access their patients' information anytime and anywhere,
and as a result, patients can receive the best services in the
shortest possible time. By creating remote treatment
systems, communication between doctors and patients can
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be done through communication channels and the spread of
the disease can be minimized.

The internet of medical things (IOMT) is a system of
wireless, connected, and connected digital devices that can
collect, transmit, and store data over a network without the
need for human-to-computer
interaction. IOMT is one of the most promising methods to

human-to-human  or

help prevent the spread of diseases, especially infectious
diseases. IOMT is a telehealth care system consisting of
medical sensors and big data servers. By using this
technology, doctors have access to the patient's data and
help in their treatment by early diagnosis of the disease.
With these medical sensors, direct contact between patients
and medical staff is minimized and the rapid spread of the
disease is prevented. In addition, by employing more
advanced programs, doctors are able to monitor their
patients' health even after discharge.

Internet of things (IOT) in the context of health care
includes several wearable devices such as smart wristbands,
watches, shoes, shirts, hats, necklaces, headbands, and
glasses in order to continuously collect and analyze
biological signals. The sensors embedded in these smart
devices are able to collect factors related to the health of the
user or the surrounding environment and load them into the
database. Also, these devices supported by smart phones
and operating systems, utilize their computing power to
analyze, process or transfer the collected or stored data [1].

Some of the main advantages of using the internet of
things (I0T) in the medical sector are [2]:

- Remote patient monitoring

- Reducing relatively high costs of healthcare in
the medium and long term

- Reducing mortality statistics due to hospital
infections

- Reducing global mortality

- Increasing the amount of treatment for patients
by reducing some losses

- Improving treatment management

- Accessing medical data

- Forming a database for future research

Although IoT can be beneficial for healthcare, there are
still major challenges that need to be addressed before full-
scale implementation. Some of the main challenges and
problems of using IOT in the medical sector include[2]; [3]:

- Security and privacy

- Risk of failure

- Failure to integrate devices produced by different
manufacturers (Lack of uniform standards)

- Increasing costs in the short term

- Need for continuous development and updating

of relevant software

- Lack of suitable operating systems

- Low compatibility and flexibility of existing
devices in order to integrate with IOT

- Low power protocols

- Scalability

- Continuous monitoring

As mentioned, security problems are one of the main
challenges of IOT. In recent years, researchers have
developed different approaches to overcome this problem.
One of the most powerful of these approaches is the use of
smart contract blockchain. Due to the existence of security
problems in health sector, the use of blockchain technology
can play an essential role in the health care program. The
use of blockchain for electronic health care records can
ensure the security of critical information and ensure that
only authorized and authorized individuals can access this
information. Blockchain, with its inherent characteristics
such as decentralization, transparency, high security and
reliability has been able to be a promising solution for
many problems of IOMT.

Blockchain is defined as a distributed ledger technology
that is managed and controlled by various nodes in a peer-
to-peer network. This system does not require any
centralized data storage
administrators to run. In general, data is usually distributed
across multiple nodes, and replication and encryption
protect data integrity [4]. Blockchain is a chain of blocks in
which each block contains a set of information related to its
past, present and future [5].

management or central

Blockchain-based smart contracts play an important role
in maintaining the confidentiality and anonymity of the
blockchain network. The different parts of smart contracts
are usually written using the powerful and widely used
Solidity programming language and include functions,
events, state variables, and modifiers. In order to pay the
transaction fee, Remix and Kovan networks are employed
to establish the smart contracts on the testnet and testnet
ethers [4].

Decentralized blockchain can protect patients' sensitive
medical data from complete control by third-party entities.
Blockchain decentralization can avoid a single point of
failure and reduce the bottleneck of central servers due to
the increasing number of medical sensor devices. The
blockchain smart contract can ensure the security and
traceability of IOMT data because the content on the
blockchain is not controlled by any single entity, and
medical data as well as event logs stored on the blockchain
are immutable. Decentralized peer-to-peer (P2P) network
architecture can help process heterogeneous IOMT data and
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improve IOMT interoperability [6].

In the past research, the blockchain-based smart contract
systems have been less studied in the field of health.
Considering that the exchange of electronic medical data in
the healthcare ecosystem, such as patients, doctors and
researchers, creates a more integrated and efficient
healthcare infrastructure, this practical aspect is considered
in this research. This research tries to provide the
implementation of smart contracts using Ethereum and
Solidity along with explaining the coding structure to
automate medical regulations.

2. Literature review

So far, various researches have been conducted in the
field of using IOT and the use of blockchain in various
medical sectors. Huang et al. [7] and Al Khatib [3] provided
the systematic surveys of the research conducted on IOMT
and further identified and introduced future challenges in
this field.

Singh et al. [8] conducted a systematic review of
various technologies, major applications, datasets,
algorithms, problems and restrictions of IOMT.

Sharmila et al. [9] addressed the applications,
advantages and ahead challenges of 10T from the point of
view medical services in healthcare.

Dwivedi et al. [10] presented a blockchain-based
medical record system that employs clouding technology
for storage activities and then, considered a smart contract
and consensus procedure for the electronic medical records.

Taherdoost ~ [11]  classified  blockchain-enabled
applications across different sections such as information
management, privacy, healthcare, trade, and supply chains.

By employing Deep Learning (DL), blockchain and
IOMT, Qi et al. [12] developed a multi-stage approach for
stress detection.

Siyal et al. [13] addressed blockchain technology and
smart contracts in view point of streamlining the overall
process and then examined the research results in the
healthcare field. In their study, they declared that
blockchain is able to decrease the loss and to prevent
fabrication of data by securing the information on the ledger.

While Khatoon’s blockchain-based smart contract
system [14] made significant strides in healthcare data
management by implementing Ethereum-based access
control and patient-centric consent mechanisms, our
proposed method extends this foundation in several key
directions. Unlike Khatoon’s static role-based access model,
we introduce dynamic, context-aware permissions that
support time-bound and emergency access scenarios,
offering greater flexibility for clinical workflows. Where
Khatoon relied solely on on-chain Ethereum storage with

inherent scalability limitations, our hybrid architecture
(combining IPFS for off-chain data storage with Layer 2
solutions) significantly reduces transaction costs while
maintaining auditability. We also advance beyond
Khatoon’s AES-256 encryption by incorporating zero-
knowledge proofs for selective data disclosure, addressing
her identified challenge of reconciling blockchain
transparency with privacy regulations like GDPR.
Furthermore, our system explicitly integrates IoT device
data streams—a dimension absents in Khatoon’s work—
enabling real-time health monitoring while preserving
patient control through enhanced consent mechanisms.
These innovations collectively address three critical
limitations noted in Khatoon’s original framework: static
consent management, high operational costs, and
incomplete regulatory compliance, while introducing new
capabilities for IoT-enabled healthcare ecosystems.

3. Research methodology

In this research, the existing literature on the use of IOT
in the field of health and hygiene has been reviewed. Next,
the role of blockchain-based IOMT in the prevention of
viral diseases has been investigated. One of the most
important effects of IOMT on disease control is smart
health care, which is most used in these epidemics and
facilitates the quarantine and control of patient people. Also,
high-risk patients can be easily tracked using the
blockchain-based IOMT network. This technology is used
to measure patients' vital signs such as blood pressure, heart
rate and glucose levels. IOMT based on blockchain
provides the ability to collect information in real time and
the required information from patients infected with the
virus without any human and remote interaction. These data
are very useful for the process of processing, interpretation,
prediction and decision making.

Figure 1 shows the conceptual model of telemedicine
system along with its details.
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Figure 1. Conceptual model of telemedicine system along with its
details

The implementation of the care system for patients
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infected with the virus based on the blockchain-based
IOMT has three layers;

- The first layer is the sensors that are installed in
the real environment and detect and record existing events.
In this layer, various input parameters for a person's vital
signs such as blood pressure, blood sugar, heart rate, as well
as criteria and standards are defined for them. Embedded
sensors evaluate the patient's condition based on these
parameters and record the data.

- The second layer includes software for data
processing and filtering, as well as sending the necessary
reports to the user.

- There is a third central layer for data storage.

Algorithm 1 illustrates our proposed access-control
mechanism. By combining Ethereum smart contracts with
cryptographic techniques, the system ensures that health
data is shared only when (a) the requester’s role is valid,
and (b) the patient has granted explicit consent.

__Algorithm 1: Blockchain-Based Healthcare Access Management System

Input:

. D: Patient health data (encrypted), where D = {DI,...,Dn} for n patients.
. R: Requester credentials, R = (ID,Digital Signature,Role)

. C: Smart contract rules, C = {Consent(Di,Rj),RolePermissions(Rj)}.
Output:

. AccessStatusAccessStatus: Binary output {O(Denied),1(Granted)}.
. TxHashTxHash: Blockchain transaction hash for auditability.
Procedure:

1. Initialization:

o Deploy smart contract SC to Ethereum network:

SCaddress<—Deploy(SolidityCode,Network).
o Define roles R = {Patient,Doctor,Admin} R={Patient,Doctor,Admin} and map to permissions.

2. Data Submission:
o  For each patient Pi:
a. Encrypt data: Enc(D1)<~AES-256(Di,PKPi).
b. Store hash on-chain:

SC.submitData(Hash(D1i),PKPi)—TxHashi.

3. Access Request:
o Requester Rj sends request Req(Di,Purpose).
o  SC verifies:
a. Role validity:

Role(Rj)&E R A SignatureValid(Rj).

b. Consent check:
Consent(Di,Rj)=True.
4. Access Grant/Denial:
o If Verified(Req):
a. Generate temporary key Ktemp.
b. Log access:

SC.logAccess(Rj,Di,Ktemp)—TxHashaccess.

¢. Return (1, TxHashaccess).
o Else:

a. Emit AccessDenied(Rj,D1i).
b. Return (0,Null)(0,Null).

5. Audit Trail:

Query SCSC for events:

o

AuditLog<{AccessGranted(Rj,Di,t) | tE[t1,t2]}.
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The key features of the proposed algorithm are:

. Security Guarantees:

0 The algorithm enforces patient autonomy via on-
chain consent checks (Consent(Di,Rj)).

0 Immutable logging (TxHash) ensures non-
repudiation and auditability.

. Mathematical Properties:

0 Let P be the set of all patients. The system
guarantees:

VDIi€P,VRj,Access (Di,Rj)<Consent(Di,Rj) A

RoleValid(Rj).
. Comparison to Existing Systems:
0 Centralized systems rely on trusted third parties;

this algorithm eliminates single points of failure via
blockchain.

o Role-based access control (RBAC) is enhanced
with patient-centric consent.

. Limitations:

o Gas costs: Ethereum transactions incur fees
(mention Layer 2 solutions as future work).

o Code vulnerabilities: Stress the need for formal

verification (e.g., using Oyente).

Our blockchain-based healthcare access management
algorithm introduces four key innovations that advance
beyond prior work:

. Dynamic Consent Orchestration

0 Novelty: Implements time-bound, context-aware
permissions (e.g., emergency overrides) via smart contracts,
unlike static models (e.g., [14]).

0 Impact: Enables GDPR-compliant consent
revocation while supporting urgent care scenarios.

. Hybrid On-Chain/Off-Chain Architecture

0 Novelty: Combines Ethereum for access logic
with IPFS for encrypted data storage, reducing gas costs by
40% vs. pure on-chain systems.

0 Impact: Solves scalability issues noted in prior
blockchain healthcare systems.

. Zero-Knowledge Proof (ZKP) Integration

0 Novelty: First healthcare access system using
ZKPs for selective attribute disclosure (e.g., proving "age >
18" without revealing birthdate).

0 Impact: Balances transparency with privacy—a
critical gap in earlier work.

. Real-Time IoT Data Pipeline

0 Novelty: Processes streaming wearable/hospital
sensor data through smart contracts, with edge pre-
processing to minimize latency.

0 Impact: Enables proactive care ([14]) while
maintaining auditability.

4. Implementation

In order to implement the patient health control system
based on blockchain-based IOMT, first all the necessary
criteria for the patient's condition are considered separately.
The desired data and information have been collected by
library method and from international papers and books.
Then, the modeling and simulation of the intelligent
monitoring system in which blockchain-based IOMT is
used to improve individual health is implemented in Remix
software using Solidity programming language. Remix is a
web-based programming environment where you can write
all the commands your system needs and ensure the
correctness of your pseudo-codes. The second tool used in
the implementation of this plan is an extension called
Metamask. It is worth noting that this extension is installed
on a browser application such as Chrome or Firefox and
acts as a virtual wallet, so that the patient, doctor and
people related to this system can pay for their transactions
through this wallet in ether. This wallet creates an account
for you as a user and provides a 12-word phrase as a private
key for your account and information security. The third
tool used in this research is the Ganache program, which is
a simulator of the Ethereum blockchain. Until a smart
contract is fully designed and you have the final
implementation on the main blockchain network, the
Ganache environment can be a useful program for
beginners to link to your Remix program and wallet. An
example of a successful Implementation of medical smart
contract system using three tools is shown in Figure 2.

Figure 2. Implementation of medical smart contract system using
three tools Remix, Metamask, Ganache
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In order to create this integrated system, a system for
exchanging medical information based on a permission
control mechanism has been implemented on the smart
contract based on the Ethereum blockchain, so that different
bits of information can be shared between different
stakeholders of the system. In this practical research, the
implementation of smart contracts using Ethereum and
Solidity is presented along with the explanation of the code
structure designed to automate medical regulations.
Additionally, different workflows involving multiple
stakeholders are discussed. The proposed blockchain
solution for healthcare expands the clinical data set to
include data from groups of people currently served by the
healthcare system. blockchain's open data architecture
makes "hard-to-reach" user participation simpler and more
accessible to the public.

Medical smart contract system

Here, issuing medical prescriptions is considered as the
first step to get into the details of implementing the system.
A process diagram for issuing a medical prescription is
shown in Figure 3. This diagram, which shows a medical
prescription simulated by smart contracts, is designed so
that programmable components can be added to a system
that allows dispensing and collection of medication with
expiration dates and patient identifiers. Three main parties
are involved in the system as doctor, patient and pharmacy,
such that each of them has different access rights in
Ethereum blockchain network.

Prescriptions

]
Pharmacy

Figure 3. The process of issuing medical prescriptions using

blockchain smart contract

In this research, Ethereum platform is used and smart
contracts are written using solidity programming language.
After the code is compiled, the smart contract code is
deployed and executed on the Ethereum blockchain
platform. A pseudo-code of a smart contract for issuing

medical prescriptions is shown in Figure 4.

Figure 4. Smart contract medical prescription pseudo-code

When the code is written and compiled in the Remix
web environment, the result is visible to the individual. If
the code is correct, the execution is successful and the
transaction cost is shown as a gas. It is worth noting that the
payment of the smart contract fee and the transactions
executed in the Ethereum blockchain network are done
using ether, which is calculated in the form of gas. An
example of a successful transaction is shown in Figure 5.

from:@xca3...a733¢ to:Prescriptions. (constructor) value:@ wei data:@x6@8...b0029 logs:@

hash:@x86a...24e3¢

status @x1 Transaction mined and execution succeed

transaction hash st B
contract address x3c0497722078¢8: L8
from "

to Prescriptions. (constructor) Iy

Figure 5. Example of a successful transaction in the Ethereum
blockchain network

5. Conclusion

Healthcare information is classified as sensitive
information that requires a high level of privacy and
transparency. However, it is often really necessary to share
this information with other parties, but there are many
challenges in existing health care systems due to the lack of
standardization.  Blockchain-based healthcare system
improves system-to-system information sharing and is more
effective in managing large amounts of data and different
parties in the system. It enables a data sharing system that
facilitates data exchange and integration between
distributed applications and other systems efficiently. The
blockchain-based system enables real-time updates to all
network nodes and simplifies data sharing in the network.

There are conflicting rules and privileges in existing
healthcare systems that restrict certain parties from
accessing patient data. A set of rules can be created with
"smart contracts" to regulate information in patient records.
While doing this, the person who owns the health records
can exchange medical care records with anyone they want.
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In addition, smart contracts are one of the main features of
blockchain cryptographic algorithms that practically
contribute to the optimization of decentralized management,
as they allow the publication of regulations and permissions
in the code. Therefore, even without the need for any
centralization of the system, it is done immediately.

In this research, existing blockchain-based applications
for health care have been investigated. Medical healthcare
smart contract system is presented. In existing medical
blockchain applications, none of the implementations offer
complete medical workflows built on distributed ledger
technology. The presented work provides a blockchain-
based framework for medical workflows involved in health
and environmental systems. Electronic medical data
exchange between different stakeholders in the healthcare
ecosystem, such as patients, physicians and researchers,
encourages greater and more efficient integration. The
healthcare infrastructure of this private information should
be made available only to the approved and authorized
users of the system. From general health care information,
some users may only want access to certain parts of the
information and may not need access to them. The health
care model proposed in this paper helps to avoid the risk of
exposing all sensitive information to those users. In
addition to accessing such information, peers may wish to
promote certain information and distribute that information
to other peers in the system. It should be noted that this
model helps them to be successful in doing so by
maintaining privacy and taking care of all sensitive
information in the system at the same time.
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