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 The Internet of Things is a network of smart devices that can connect 

and exchange data with other things. Due to the heterogeneous nature 

of IoT devices and constrained resources, creating a secure connection 

between IoT devices is very important. The use of previous algorithms 

for encryption, such as RSA and AES, involves complex and heavy 

computation and is unsuitable. Therefore, lightweight encryption 

methods are required. This paper presents a new and essential pre-

distribution scheme proposed to attain high security. This scheme is 

based on a design derived from combinatorial algebra, namely the re-

sidual design. According to this scheme, each device in IoT will have a 

set of keys called the key ring from a key pool assigned to it. It should 

be noted that the residual design that is built from block complementa-

tion is being used in the IoT for the first time. A basic mapping from 

residual design to key pre-distribution is illustrated. Another advantage 

of this approach is improving the IoT resilience while maintaining high 

scalability. The evaluations performed indicate that our approach leads 

to an improvement in secure connectivity and an increase in IoT scala-

bility with high resilience. 
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1. Introduction 

The Internet of Things (IoT) is defined as a network of 

smart devices that share information through interact-

ing with one another. “Things” refers to any physical 

object with a device with a unique IP address. This 

device can connect to a network to send and receive 

data. The IoT is now used to define several things, 

such as the convergence of multiple technologies, real-

time analytics, machine learning, object sensors, and 

implant systems. The IoT can be considered a frame-

work for the Smart City and Smart Energy Manage-

ment Systems that are widely used today. Each IoT has 

various devices, such as sensors, actuators, RFID tags, 

and smartphones or backend servers, which vary in 

size, capability, and functionality. The 6LoWPAN has 

recently been used to help even the smallest devices 

connect to the Internet. The idea behind 6LoWPAN is 

that everything is expected to support the TCP/IP pro-

tocol stack and join the IoT. Making the IPv6/RPL 

connected 6LoWPANs secure is challenging since the 

devices are connected to the untrusted Internet. Also, 

the resources used are constrained, and the communi-

cation links are lossy. A second challenge is related to 

the limitations and constraints of IoT devices in terms 

of memory and processing power. These limitations, in 

https://en.wikipedia.org/wiki/Analytics
https://en.wikipedia.org/wiki/Machine_learning
https://en.wikipedia.org/wiki/Embedded_system
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turn, indicate a restriction in the size of keys, IDs, and 

Rings [1]. 

The sensors on the IoT, in addition to the senses, can 

process and store sensed events. They can even intelli-

gently recognize if a sensed event is a repeating one. 

IoT combines multiple technologies such as RFID, 

wireless sensor networks (WSN), NFC, etc. WSN is a 

subset of IoT. IoT is responsible for data processing, 

manipulation, and decision-making. In IoT, the data is 

sent to the Internet in only one hop. First, in IoT, rout-

ing is not implemented. Sensors send their data direct-

ly to the Internet because they have an Internet connec-

tion. In IoT, each device is identifiable with a unique 

ID: its IP address [2]. 

IoT is gradually becoming a significant part of differ-

ent aspects of our lives. It is used in smart homes, 

wearable devices, healthcare, etc. Its wide range of 

applications yields common data, such as the enor-

mous value of user’s private information. Hence, the 

security of this information is very consequential. Sev-

eral factors, such as data confidentiality, data integrity, 

authentication, access control, and privacy, are re-

quired to provide security for the IoT. It should also be 

noted that the authentication of IoT devices is of par-

ticular significance [3]. 

We need to use proper cryptographic methods to 

achieve high security in IoT. Cryptographic methods 

are divided into two categories, including symmetric 

key and asymmetric key cryptography. Asymmetric 

key cryptography, such as RSA and ECC (Elliptic 

Curve Cryptography), requires high computational 

cost, more processing time, and larger key sizes. Thus, 

for these reasons, the use of asymmetric key cryptog-

raphy in IoT is limited, and as a result, symmetric-key 

cryptography is recommended [4]. 

Since IoT security depends on the method used to dis-

tribute keys between IoT devices, an effective key es-

tablishment method is required to distribute the cryp-

tographic keys between the IoT devices. As already 

mentioned, public-key cryptography requires high 

computational costs. So, key pre-distribution is a solu-

tion to the key establishment problem in IoT, where 

each device is pre-loaded with a finite set of keys be-

fore deployment. The key pre-distribution scheme 

(KPS) determines which nodes store which keys [5]. 

Traditional cryptographic methods cannot provide au-

thentication in their present form for the expected 50 

billion devices. Using related technologies such as 

DES, 3DES, and AES to encrypt resource-constrained 

IoT devices requires too much energy  [6] [7]. 

An IoT has various criteria that analyze key distribu-

tion solutions, such as memory overhead, connectivity, 

scalability, resilience, and communication overhead. 

Memory overhead is the required memory to store 

keys in every device. Connectivity refers to the proba-

bility of a shared key between two nodes. Resilience is 

the persistence of the IoT against node capture. Scala-

bility is the maximum network size supported by a 

KPS, and communication overhead is the number of 

messages sent between nodes [8].  

A KPS uses three methods: random, deterministic, and 

hybrid. The first schemes require that the keys be se-

lected randomly from a key pool and stored in each 

object. This method will not guarantee the direct 

communication of each two nodes. Lack of direct 

communication creates a path between the two nodes, 

reducing communication speed. Also, a deterministic 

method should be used to design a key pool and key 

rings to achieve better key connectivity. A combina-

tion of both the deterministic and random approaches 

creates a hybrid method that can be used to improve 

scalability and resiliency [9]. 

The key pre-distribution scheme is a good solution for 

IoT security and is used in most research studies. Each 

KPS has three phases: 
1) Pre-distribution 
2) Shared-key discovery 
3) Path-key establishment 

A key pool is produced during the first phase. Subse-

quently, a subset of the key pool, namely the key ring, 

is assigned to each sensor node. The second phase is 

carried out after the deployment of sensor nodes. Each 

pair of nodes must communicate with each other to 

find at least one shared key between them. In the final 

phase, the two nodes without a shared key that want to 

communicate with each other may create a secure path 

using one or more intermediate nodes in which each 

pair of nodes shares a standard key [10]. 

Applying combinatorial designs in KPS with proper 

parameters can cause a decrease in the length of the 

key path and increase the maximum connectivity. The 

solid mathematical structure of combinatorial designs 

results in the communicational algorithms that can be 

reduced to 𝑂(1) in the path-key establishment and 

shared-key discovery phases. 

The IoT wants to convert traditional devices into con-

nected devices by using interchanging data and com-

munications to monitor and control the devices. To get 

the required security on the IoT, we must consider the 

following challenges [11] [12]: 
• Resource constraints: IoT devices frequently 

operate on channels with low-bandwidth com-
munication. Therefore, it is impossible to execute 
directly standard conventional security protocols 
of the Internet in the context of IoT. 

• Resilience to attacks: IoT devices are typically 
small and inexpensive, with low physical protec-
tion. For example, a mobile device can be stolen, 
or fixed devices can be moved.  

• Scalability: The IoT is universally composed of 
a large number of devices. The proposed security 
approach must be able to scale all those included.  

This paper focuses on combinatorial constructions for 

key pre-distribution schemes in IoT. To improve IoT 

resilience while maintaining high scalability and se-
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cure connectivity, we illustrated a novel basic mapping 

from residual design based on block complementation 

to key pre-distribution. The residual design is con-

structed from block complementation and is used on 

the IoT for the first time. The new approach has been 

analyzed and compared analytically and experimental-

ly with other state-of-the-art KPSs, examining various 

evaluation criteria. It was indicated that the proposed 

scheme amended network scalability and decreased 

memory overhead compared to other works [13]. 

The rest of the paper is organized as follows. In section 

2, related work is summarized. In section 3, we pro-

vide a brief overview of key pre-distribution and com-

binatorial design theory. In sections 4 and 5, we intro-

duce and analyze the proposed scheme and present 

how to map the residual design to key distribution. 

Section 6 presents the implementation and simulation 

results. Finally, Section 7 concludes the paper. 

 

2. RELATED WORK  

A q-composite random key pre-distribution scheme 

has been proposed by Chan et al. [14]. This scheme 

can enhance the security of communication between 

the two nodes. Based on this scheme, every two nodes 

may create a secure link on condition that they have at 

least q shared keys. Qian proposed A key pre-

distribution scheme [15]. This scheme contained a 

hash function to improve the resilience against node 

capture attacks. Recently, binational design in key pre-

distribution has been proposed as a solution. In this 

study, a -PBIBD combinatorial design is introduced 

and constructed, and the mapping of such design as a 

key pre-distribution scheme in the resource-

constrained IoT network is explained. Using such a 

pre-distribution scheme, more keys are obtained for 

communication between two devices in the IoT net-

work [16] [17]. 

A new key pre-distribution scheme named POK (adaP-

tive and rObust Key pre-distribution) is presented in 

[18]. POK improves the way keys are generated and 

pre-loaded in the sensor nodes. The main idea of the 

POK is that newly added sensor nodes will be pre-

loaded with pairwise keys computed by using a hash 

function and having knowledge of the number of fu-

ture post-deployments. A comparison study with relat-

ed works concludes that POK offers less communica-

tion overhead and doesn’t require time synchroniza-

tion, leading to an energy-efficient scheme.  

Different encryption and hash algorithms were pro-

posed by Vinayaga et al. [19] to enhance the security 

of smart home systems. Their algorithms were de-

signed to secure any communication between the de-

vices within an IoT System. Thus, a hash algorithm 

was created based on RC4, and its efficiency was 

measured against the existing hash algorithms. 

In [20], a key pre-distribution scheme has been pro-

posed based on the combinatorial design for IoT. This 

scheme has increased the scalability of the network. 

For the proposed scheme, a kind of mapping from the 

unital design to the key establishment has been pro-

posed, which yields a network with high scalability. 

The results indicate that the proposed scheme increases 

network scalability considerably with high resilience. 

To combine security in an IoT-based Smart Home Sys-

tem, Santoso et al. [21] proposed a method to maintain 

user comfort. Their paper explained how to implement 

a WiFi-based IoT Smart Home system, including IoT 

devices such as sensors, actuators, and equipment. 

These devices were connected to the Home Gateway 

over the Home network. They designed a user device 

to control and monitor the system. This device was 

connected to a Home gateway over the Internet. The 

home gateway made it possible for IoT devices to 

communicate securely. Also, it allowed users to ac-

cess, configure, and control the system via the user 

interface. It is an open-source IoT framework contain-

ing various libraries from cryptography (ECC, AES, 

etc). 

In [22], the current cryptographic methods, such as the 

Advanced Encryption Standard (AES) and the Elliptic 

Curve Cryptography (ECC), are expounded, and their 

functionality, together with their advantages and dis-

advantages, are discussed. Also, this paper highlights 

the need for more flexible cryptographic suites. 

The term security is a vital issue in any sensor net-

work. In these networks, key management is consid-

ered the main security service. Due to the limitations 

on sensor nodes, traditional key management tech-

niques do not fit with sensor networks. A new key pre-

distribution scheme was proposed in [23] using multi-

variate polynomials to establish the pairwise key in 

sensor networks. Based on this approach, the combina-

torial design theory must be applied in the multivariate 

key pre-distribution scheme. In this scheme, the com-

mon multivariate polynomials can be stored in sensor 

nodes before deploying the network. This idea is done 

using the identifier of sensors and the combinatorial 

design. Also, compared to previous schemes, the pro-

posed approach receives better security in terms of 

resilience against node capture with the exclusion of 

additional communication overhead. 

In [24], an advanced key administration framework for 

remote sensor networks is proposed, consolidating 

fuzzy logic and AES encryption to improve the per-

formance of the WSNs. The proposed framework uses 

fuzzy logic for cluster formation and head rotation and 

utilizes the AES algorithm to encode the information. 

It falls in the classification of techniques that depend 

on hierarchical structures, in which the sensor nodes 

use pre-distribution and post-deployment mechanisms 

to distribute keys. The proposed key management uses 

fuzzy logic, which enhances security and energy effi-
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ciency. Thus, the energy utilized by the network is re-

duced, and the network’s lifetime is improved.  

A key pre-distribution scheme was presented in [25] 

for a clustered heterogeneous WSN using transversal 

designs. In this novel scheme, key rings are assigned to 

sensor nodes before the network is deployed, and a key 

pool of each cluster is separated by adding a pseudo-

random-generated number after the network is de-

ployed. The efficiency evaluation and security analysis 

results suggested that the proposed scheme, compared 

to other key management schemes, can provide better 

security and considerably reduce communication over-

head and memory space without losing connectivity. 

The residual design, a novel combinatorial approach, 

was proposed in [26] for key establishment. This ap-

proach requires that WSNs have a highly scalable key 

management scheme. The scheme is intended to pro-

vide highly secure connectivity. This scheme implies 

that the residual design undergoes a basic key pre-

distribution mapping with high network scalability. It 

should be noted that this mapping lacks high resili-

ence. Accordingly, a new approach should be designed 

for key pre-distribution based on the residual design to 

improve network resilience, maintain connectivity, and 

high scalability. Results suggest that the use of this 

approach leads to a reduction in computational cost 

and memory overhead. Although this approach pro-

vides the same connectivity based on the first scheme, 

the analysis and numerical results suggest that the op-

timized approach yields better network resilience. At 

the same time, it leads to lower network scalability 

against the residual design key pre-distribution scheme 

at an equal key-ring size [27]. 

In [28], the authors propose a new key pre-distribution 

scheme for wireless sensor networks based on combi-

natorial design.  The proposed scheme divides the 

WSN into cells of the same size, where the sensor 

nodes are distributed evenly. Each cell has two types 

of sensor nodes, including the cluster head and the 

sensor node. The communication within the cell is di-

rect; the communication between the nodes of the dif-

ferent cells is done through the cluster head.  This  

scheme would reduce the key storage overhead and 

increase overall network resistance. 

With a symmetric key, shared key allocation methods 

could be accomplished in cryptography before or after 

the network deployment. The one that occurs before 

the deployment is called the key pre-distribution. The 

Key Pre-distribution Schemes (KPSs) are the most 

desirable choices due to their limited computational 

costs and constrained energy and communication ca-

pacities of end devices. Therefore, keys are assigned to 

the end device’s memory before their distribution in 

the network. According to these schemes, every pair of 

nodes can usually communicate securely because of 

the shared common credential(s) [29]. 

Cryptography schemes such as asymmetric or public 

keys normally facilitate secure communication be-

tween objects. Of course, it is not advisable to use 

these schemes for the sake of deployment on low-

power battery operating devices. This is because they 

are required to compute costly cryptographic opera-

tion(s). However, the approaches proposed in [30] to 

reduce the number of exchanged messages are intend-

ed to design asymmetric key schemes for environ-

ments with resource constraints, such as the IoT. Other 

researchers [31] revealed that asymmetric solutions 

should be used for resource-constrained devices. The 

reason is that they have acceptable flexibility and 

scalability regarding shared key management.  

Camtepe and Yener have proposed combinatorial de-

signs for key pre-distribution in WSNn [32]. Their pa-

per presented a new deterministic KPS based on the 

Symmetric Balanced Incomplete Block Design 

(SBIBD). The SBIBD is mapped onto the key pre-

distribution to create m2 + m + 1 key-rings from a key 

pool S of m2 +m+1 keys. There are k = m+1 keys in 

each key-ring. Also, precisely one common key is 

shared by every two key rings. The main advantage of 

the Camtepe scheme is that every two nodes share ex-

actly one common key. However, SBIBD schemes do 

not match extensive networks. To construct roughly m2 

+ m + 1 key-rings, key rings of m+1 keys should be 

used. In the article [33], the SBIBD-based key pre-

distribution was used to guarantee intra-region secure 

communications in grid group WSNs. 

In [14], a perfect network resilience was proposed by 

Chan et al. aimed at obtaining network scalability of 

O(k) where k is the key-ring size. The SBIBD [32] 

could also obtain network scalability of O(k2). For this 

reason, the unital design theory was used to pre-

distribute keys. Their paper proposed mapping from 

units to key pre-distribution to achieve a good trade-

off between scalability and connectivity. Hence, the 

method proposed in their paper was designed to im-

prove network resilience against node capture attacks. 

Contrary to wireless sensor network security, security 

in the IoT involves end-to-end communications. The 

IoT devices deny the possibility of defining static cli-

ent and server roles. The devices in IoT act alternative-

ly as a client and a server. Every IoT device has four 

criteria: the number of exchanged messages, the re-

quired bandwidth, the complexity of computations, 

and the possibility of pre-computations. These criteria 

are important in the cryptographic protocol. They only 

matter when they have to be implemented by highly 

resource-constrained devices. A good metric for these 

nodes is the overall energy consumption induced by 

both computations and message exchanges. Fig. 1 

shows some applications of IoT devices. As can be 

seen from Fig. 1, secure communication is vital in eve-

ry IoT device. 
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3.  Key Pre-Distribution and Combinatorial De-

sign 

3.1. Key Pre-distribution 

Key management is the techniques and procedures for 

establishing secure communications between author-

ized parties. It is vital for a secure connection in IoT. 

Creating secret keys between sensor nodes is excep-

tionally challenging due to resource constraints (ener-

gy, CPU, and memory) on the nodes. 

Key management includes four essential functions: 

analysis, assignment, generation, and distribution of 

network keys, such as Fig 2. A central server is re-

sponsible for storing and distributing the key pool. In a 

symmetric key algorithm, the keys must be chosen 

carefully, distributed, and stored securely. 
 

 
 

 

1. Key analysis: First, the number of keys required 

for the network, as well as the number of keys 

needed for each node, are analyzed. 

2. Key assignment: This step refers to mapping keys 

to different parts. In this case, a key assignment 

manager assigns the key to the parts that want to 

create a secure communication channel. In this 

case, a key manager determines how many keys 

are assigned to each node to create a secure com-

munication channel. 

3. Key generation: This step may occur once or sev-

eral times over the network’s life. In the static key 

distribution scheme, the keys are generated by a 

central server and loaded in nodes before network 

development. 

4. Key distribution: This step involves delivering 

the generated keys to predefined nodes. 

When an attack occurs, the above steps are repeat-

ed to ensure the network’s security. 

 

Key pre-distribution is the most effective technique to 

establish secure communication between nodes. Based 

on the key pre-distribution scheme, we should assign 

determined keys to each sensor before deployment. 

Before deployment, each sensor node should be pre-

loaded with a set of keys from the large pool. Based on 

key pre-distribution, every two nodes with at least one 

shared key can create a communication path with an-

other node. Given the features of the IoT, the use of 

key pre-distribution yields better results. A KPS in-

cludes three phases: key pre-distribution, shared key 

discovery, and path-key establishment. Security keys 

should be created and allocated to nodes during these 

three phases. Two nodes should detect one or more 

shared keys to make a secure connection. These keys 

are diverse in each KPS, and then communication is 

done between nodes using these shared keys.  

The IoT includes devices with constrained resources 

that suffer from low memory capacity. Nonetheless, in 

most methods, the size of the key rings is related to the 

network size. Most of the existing techniques suffer 

from low scalability and memory overload. This prob-

lem led us to use a combinatorial design, especially 

residual design theory. To further expand, we will start 

with the definition of block complementation and the 

features of residual design theory. Afterward, we will 

propose the basic mapping from residual design to key 

pre-distribution and evaluate its performance metrics 

[34]. 
 

3.2. Combinatorial Design 

Combinatorial design theory deals with arranging ele-

ments into subsets satisfying some generalized con-

cepts of balance and symmetry. We focus primarily on 

the definition and properties of a particular kind of 

design, Balanced Incomplete Block Designs (BIBD) 

and symmetric BIBD. This paper defines a projective 

plane and blocks its complementation. Then, we build 

a residual design from block complementation.  

3.2.1 Symmetric BIBD 

A BIBD is a design (𝑋, 𝐴) with positive integer pa-

rameters v, k, and λ such that 𝑣 > 𝑘. Therefore, a 

(𝑣, 𝑘, 𝜆) − 𝐵𝐼𝐵𝐷 is a design that |𝑋| = 𝑣, and each 

block includes exactly k elements (points), and every 

both distinct points is included in precisely λ block. In 

definition, X is a set of points 𝑋 = {𝑥1, 𝑥2, … , 𝑥𝑣}, and 

𝐴 = {𝐴1, 𝐴2, … , 𝐴𝑏} is a collection of non-empty sub-

sets of X called blocks. Generally, a BIBD contains v 

Fig. 1. Secure communication is essential in the IoT 

Fig. 2. Key Management process. 

https://www.sciencedirect.com/topics/computer-science/sensor-node
https://en.wikipedia.org/wiki/Symmetric_key_algorithm
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distinct objects into b blocks with size k, so each object 

includes exactly r various blocks, and every different 

point occurs together in exactly λ blocks. Then, the 

design is explained as (𝑣, 𝑘, 𝜆), or equivalently 

(𝑣, 𝑏, 𝑟, 𝑘, 𝜆), where [35] [36]: 

𝜆(𝑣 − 1) = 𝑟(𝑘 − 1) 
𝑏𝑘 = 𝑣𝑟 

 
(1) 

A Symmetric BIBD or Symmetric Design is a BIBD 

with 𝑏 = 𝑣 and therefore 𝑘 = 𝑟. In Symmetric Design, 

every block includes 𝑘 = 𝑟 points, every object is con-

tained in 𝑟 = 𝑘 blocks, and every pair of objects is in-

cluded in λ blocks, and finally, every pair of blocks 

intersects in λ objects. This paper uses a subset of 

Symmetric Designs called a Projective Plane. 

3.2.2 block complementation 

In this study, we use a projective plane with parame-

ters (𝑞2 + 𝑞 + 1, 𝑞 + 1, 1) where 𝑞 ≥ 2 and 𝑞 is a 

prime number. Here, we state one method of construct-

ing new BIBDs from old BIBD that is called block 

complementation. Suppose (𝑋, 𝐴) is a (𝑣, 𝑏, 𝑟, 𝑘, 𝜆) −
𝐵𝐼𝐵𝐷, where 𝑘 ≤ 𝑣-2. Then block complementation is 

done by replacing every block 𝐴𝑖𝜖𝐴 by 𝑋\𝐴𝑖 for 1 ≤
𝑖 ≤ 𝑣. This created design is a 𝐵𝐼𝐵𝐷 with parameters 

(𝑣, 𝑏, 𝑏 − 𝑟, 𝑣 − 𝑘, 𝑏 − 2𝑟 + 𝜆) [37]. 

Example 1: consider a projective plane with order 

𝑞 = 2,  (7,3,1) − 𝐵𝐼𝐵𝐷; then we construct block com-

plementation with parameters (7,4,2) − 𝐵𝐼𝐵𝐷. The 

element set and blocks of both designs are as follows: 

Projective plane (7,7,3,3,1) − 𝐵𝐼𝐵𝐷: 

 
𝑋 = {1, 2, 3, 4, 5, 6, 7} 
𝐴1 = {1, 2, 4}, 𝐴2 = {2, 3, 5}, 𝐴3 = {3, 4, 6}, 
𝐴4 = {4, 5, 7},𝐴5 = {1, 5, 6},𝐴6 = {2, 6,7}, 
𝐴7 = {1, 3, 7} 

 

(2) 

 

Block complementation (7,7,4,4,2) − 𝐵𝐼𝐵𝐷: 

 
𝑋 = {1, 2, 3, 4, 5, 6, 7} 
𝐴1

′ = {3,5,6,7}, 𝐴2
′ = {1,4,6,7}, 𝐴3

′ = {1,2,5,7}, 
𝐴4

′ = {1,2,3,6}, 𝐴5
′ = {2,3,4,7}, 𝐴6

′ = {1,3,4,5}, 
𝐴7

′ = {2,4,5,6} 

 

(3) 

 

Then, using block complementation, we build residual 

design sets, as described in the following section. 

3.2.3 Residual Design 

Given a symmetric (𝑣, 𝑘, 𝜆) − 𝐵𝐼𝐵𝐷 with elements 

𝑋 = {𝑥1, 𝑥2, … , 𝑥𝑣} and blocks 𝐴 = {𝐴1, 𝐴2, … , 𝐴𝑣}, 

then for every 1 ≤ 𝑖 ≤ 𝑣, fixing a block 𝐴𝑖 Deleting 

this block and its elements from all other blocks of 

SBIBID constructs a new BIBD called Residual De-

sign. That is, for any i, {𝐴1\𝐴𝑖 , 𝐴2\𝐴𝑖, … , 𝐴𝑣\𝐴𝑖} are 

the blocks of a (𝑣 − 𝑘, 𝑣 − 1, 𝑘, 𝑘 − 𝜆, 𝜆) − 𝐵𝐼𝐵𝐷 of 

the element set 𝑋\𝐴𝑖 Provided that 𝜆 ≠ 𝑘 − 1 [38] 

[39]. 

Based on the projective plane with parameters 

(𝑞2 + 𝑞 + 1, 𝑞 + 1, 1) and the definition of the block 

complementation, we create a 𝐵𝐼𝐵𝐷 with parameters 

(𝑞2 + 𝑞 + 1,  𝑞2, 𝑞2 − 𝑞). Then, we create a residual 

design based on the new 𝐵𝐼𝐵𝐷. 

Example 2: Consider (7,4,2) − 𝑆𝐵𝐼𝐵𝐷 in example 

1. Then, we can create seven classes of residual sets 

for any 𝐴𝑖, where each building is a (3, 6, 4, 2, 2) −
𝐵𝐼𝐵𝐷 over the element set  𝑋\𝐴𝑖. Therefore, by con-

sidering 𝐴𝑖 as a fixed block in each class 𝐶𝑖, we have 

seven classes of residual sets, including the following 

blocks: 

 
𝐶1 = 𝑋\𝐴1 = {1,2,4}, 𝐴2\𝐴1 = {1, 4}, 𝐴3\𝐴1 = {1, 2}, 

𝐴4\𝐴1 = {1, 2}, 𝐴5\𝐴1 = {2, 4}, 𝐴6\𝐴1 = {1, 4}, 

𝐴7\𝐴1 = {2, 4}. 

𝐶2 = 𝑋\𝐴2 = {2,3,5}, 𝐴1\𝐴2 = {3, 5}, 𝐴3\𝐴2 = {2, 5}, 

𝐴4\𝐴2 = {2, 3}, 𝐴5\𝐴2 = {2, 3}, 𝐴6\𝐴2 = {3, 5}, 

𝐴7\𝐴2 = {2, 5}. 

𝐶3 = 𝑋\𝐴3 = {3,4,6}, 𝐴1\𝐴3 = {3, 6}, 𝐴2\𝐴3 = {4, 6}, 

𝐴4\𝐴3 = {3, 6}, 𝐴5\𝐴3 = {3, 4}, 𝐴6\𝐴3 = {3, 4}, 

𝐴7\𝐴3 = {4, 6}. 

𝐶4 = 𝑋\𝐴4 = {4,5,7}, 𝐴1\𝐴4 = {5, 7}, 𝐴2\𝐴4 = {4, 7}, 

𝐴3\𝐴4 = {5, 7}, 𝐴5\𝐴4 = {4, 7}, 𝐴6\𝐴4 = {4, 5}, 

𝐴7\𝐴4 = {4, 5}. 

𝐶5 = 𝑋\𝐴5 = {1,5,6}, 𝐴1\𝐴5 = {5, 6}, 𝐴2\𝐴5 = {1, 6}, 

𝐴3\𝐴5 = {1, 5}, 𝐴4\𝐴5 = {1, 6}, 𝐴6\𝐴5 = {1, 5}, 

𝐴7\𝐴5 = {5, 6}. 

𝐶6 = 𝑋\𝐴6 = {2,6,7}, 𝐴1\𝐴6 = {6, 7}, 𝐴2\𝐴6 = {6, 7}, 

𝐴3\𝐴6 = {2, 7}, 𝐴4\𝐴6 = {2, 6}, 𝐴5\𝐴6 = {2, 7}, 

𝐴7\𝐴6 = {2, 6}. 

𝐶7 = 𝑋\𝐴7 = {1,3,7}, 𝐴1\𝐴7 = {3, 7}, 𝐴2\𝐴7 = {1, 7}, 

𝐴3\𝐴7 = {1, 7}, 𝐴4\𝐴7 = {1, 3}, 𝐴5\𝐴7 = {3, 7}, 

𝐴6\𝐴7 = {1, 3}. 

 

 

(4) 

In this study, we build the residual design by symmet-

ric BIBD with parameters (𝑞2 + 𝑞 + 1,  𝑞2, 𝑞2 − 𝑞). 

Consider the ith class of the residual design that is cre-

ated by the select block 𝐴𝑖 as a fixed block, therefore, 

the element set of each class builds a BIBD with pa-

rameters (𝑣, 𝑏, 𝑟, 𝑘, 𝜆) = (𝑞 + 1, 𝑞2 + 𝑞, 𝑞2, 𝑞, 𝑞2 − 𝑞). 

In this paper, the focus is on a residual design that runs 

for 𝑞 as a prime power. The v×b incidence matrix, 

named M, may define a residual. In this matrix, rows 

represent the 𝑥𝑖 points and columns represent the 

𝐴𝑗 blocks. Subsequently, matrix M can be defined as: 

 

𝑀 = 𝛿𝑖𝑗 = {
1   𝑖𝑓  𝑥𝑖  ∈  𝐴𝑗

0    𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
 (5) 

3.2.4 properties 

▪ Maximum network size that is supported in re-
sidual design is 𝑵 = (𝒒𝟐 + 𝒒 + 𝟏)(𝒒𝟐 + 𝒒): 
Since the number of classes in residual design is 
exactly 𝑞2 + 𝑞 + 1, and each class forms (𝑞 +
1, 𝑞2 + 𝑞, 𝑞2, 𝑞, 𝑞2 − 𝑞) − 𝐵𝐼𝐵𝐷, therefore, we can 
have in total (𝑞2 + 𝑞 + 1)(𝑞2 + 𝑞) blocks for sup-
port nodes. 

▪ Any two classes have only one common element: 
whereas the element set for each class 𝐶𝑖 is the 
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same corresponding with the block 𝐴𝑖 in the projec-
tive plane. Therefore, as defined for the projective 
plan, every two blocks have exactly one common 
element. 

▪ Each element in the residual design is included 
in exactly 𝒒𝟐(𝒒 + 𝟏) block: Due to the point set 
each class in residual design with parameters 
(𝑞 + 1, 𝑞2 + 𝑞, 𝑞2, 𝑞, 𝑞2 − 𝑞), each element is in-
cluded in 𝑞 + 1 classes, and each element is repeat-
ed in 𝑞2 block in each class; therefore, each ele-
ment is included in 𝑞2(𝑞 + 1) blocks. 

Block designs are precisely relevant to key pre-

distribution schemes. Key rings are assigned to devices 

in a KPS system proposed for an IoT. We suppose a 

key matches with a point, and a key ring matches with 

a block. For example, a residual design based on KPS 

creates (𝑞2 + 𝑞 + 1)(𝑞2 + 𝑞) key rings from a key 

pool with 𝑞2 + 𝑞 + 1 keys. In IoT, if two key rings 

have at least one shared key, the corresponding two 

devices can be directly and securely connected since 

they have at least one common key. 

4. The Proposed Approach 

4.1. mapping from residual design to key pre-

distribution in IoT 

In our scheme, we consider an IoT of 𝑁 nodes (devic-

es), where each node is assigned a key ring from a key 

pool. As already mentioned, we build a residual design 

using a form of symmetric BIBD, including parame-

ters (𝑞2 + 𝑞 + 1, 𝑞 + 1, 1) where 𝑞 is a prime number. 

We proposed a basic mapping in which a distinct key 

matches a residual point. the key ring also corresponds 

to each block, and the key pool matches the global set 

of points. Then, we can create 𝑁 = (𝑞2 + 𝑞 + 1)(𝑞2 +
𝑞) key rings from a key pool with |𝑋| = 𝑞2 + 𝑞 + 1 

keys. The size of each key ring is 𝑘 = 𝑞 keys. We se-

lect 𝑞 as a prime number in such a way that (𝑞2 + 𝑞 +
1)(𝑞2 + 𝑞) ≥ 𝑁. 

This residual design contained 𝑞2 + 𝑞 + 1 classes 

where each class has 𝑞2 elements. In total, it creates 

(𝑞2 + 𝑞 + 1)(𝑞2 + 𝑞) blocks of size 𝑞. Then con-

structed blocks as key-rings are assigned to 𝑁 devices. 

We have indicated basic mapping from the residual 

design to key pre-distribution in Table 1. First, we cre-

ate the residual blocks according to key-rings. Then, 

we allocate a distinct key ring to each node in which 

each key ring has a key identifier. After the assign-

ment, every two adjacent devices exchange their key 

identifiers to determine a shared key. In our approach, 

every two devices share at most one common key. Ac-

cording to residual features, every two points are in-

cluded together in exactly one block, which results in 

the fact that two blocks cannot have more than one 

common point. Therefore, if two adjacent devices have 

one common key, the key is selected as a pairwise key 

that is further used to create secure communication. 

Otherwise, devices are required to determine secure 

paths, including some secure communications. 
 

Table 1 Mapping from residual design to key pre-distribution 

 

Residual Design  Key pre-distribution 

Point Set (S) Key-Pool (P) 

Blocks Key-Rings 

Object Set Size (|𝑋| = 𝑣 = 𝑞2 + 𝑞 + 1) Key-Pool Size |𝑃| 

Number of Blocks 𝑏 = (𝑞2 + 𝑞 + 1)(𝑞2 + 𝑞) Number of Key-Rings (N) 

Size of a Block 𝑘 = 𝑞 Size of a Key-Ring (K) 

Number of Blocks that an Object is in 𝑟 = 𝑞2 Number of Key-Rings that a Key is in 

Two Blocks share 𝜆 = 𝑞2 − 𝑞 Objects Two Key-Rings share 𝜆 Keys 

 

To create an IoT with 𝑁 devices, we require 𝑁 key-

rings; therefore, a residual design with 𝑏 = 𝑁 blocks 

and set 𝑋 with |𝑋| = 𝑣 points need to be constructed. 

Hence, with prime number 𝑞, we have 𝑣 = 𝑞2 + 𝑞 + 1 

and 𝑏 = (𝑞2 + 𝑞 + 1)(𝑞2 + 𝑞). Each point in 𝑋 can be 

related to a distinct random key, and each block can be 

associated with a key ring. Residual design guarantees 

that every two blocks have 𝜆 points in common; each 

key-rings (or device) has 𝜆 common keys. Table 2 in-

dicates notations that are used in the remainder of the 

paper. The key pre-distribution approach proposed in 

this paper for an IoT of size N can be explained briefly 

in Algorithm 1. 
 

Table 2 List of used notations. 

 

Notation  Definition  

N Total number of nodes in the IoT 

NCRD Number of supported nodes in CRD 

l The key size 

k Key-ring size & Block size of a given design 

q The design order (a prime number) 

Ci i-th class of residual design 

Bij j-th block in class i 

PCRD The probability that two nodes can establish a secure link 

P(L|Cx) The network resiliency when x nodes are captured 

 
The most important advantage of our approach is im-

proving the probability of a shared key. As explained 

in the next section, our approach allows us to obtain 

highly secure connectivity coverage and network 

scalability since a block with 𝑘 = 𝑞 disjoint keys is 

assigned to each device. Also, this solution provides 

good network resiliency due to the pairwise secret 

keys, which augment secure communications. Moreo-

ver, this approach illustrates that our solution can 

achieve higher network scalability than the existing 

solutions. 

5. Analyses of the proposed scheme 

5.1. Theoretical analysis 

This section analyzes the proposed scheme, consider-

ing four important metrics: network connectivity, 
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memory overhead, network scalability, and resilience 

against node capture attacks. 

1) Connectivity: Connectivity is the probability of 

every two nodes sharing at least one common key. 

We assume that 𝐵𝑖𝑗 (block j in class i) and 𝐵𝑖′𝑗′   

they are two blocks of the residual design. These 

two blocks are either in the same class or in differ-

ent classes. We continue to consider the probability 

of a shared key in both cases as follows: 

i. Same class: any two blocks are included in the 

same class (𝑖 = 𝑖′, e.g. 𝐶𝑖). In this case, the 

probability that every two blocks from the same 

class have at least a common key is 1. 

 

Proposition 1. The probability 𝑄𝑆𝐶 that each pair of 

blocks is in the same class is calculated as follows:  
 

𝑄𝑆𝐶 =
(𝑞2+𝑞

2
)

(
(𝑞2+𝑞)(𝑞2+𝑞+1)

2
)
 (6) 

Proof. We have 𝑞2 + 𝑞 + 1 classes and each class has 

𝑞2 + 𝑞 blocks.                               

ii. Different Classes: Each of the two blocks is 
included in different classes (𝑖 ≠ 𝑖′, e.g. 𝐶𝑖, 
𝐶𝑖′). In this case, the probability of a shared 
key of block 𝐵𝑖𝑗 is checked with blocks of 

two categories of classes: 
1. Classes whose point set includes exactly 

one point of the block 𝐵𝑖𝑗. 
2. Classes that do not contain any points in the 

block 𝐵𝑖𝑗. 
 

In case 1: Each block in class 𝐶𝑖 has exactly one 

common point with point set 𝑞2 other classes. There-

fore, the probability of selecting one of these classes is 
𝑞2

𝑞2+𝑞
 . 

Given the definition of the residual design, in 

each of these classes, there are 𝑞2 blocks that contain 

one common key with block 𝐵𝑖𝑗 from the class 𝐶𝑖. 

That is, the probability of choosing a block with a 

shared key in each of these classes is 
𝑞2

𝑞2+𝑞
  . 

 

Proposition 2: in case of 1, let’s assume that 𝐵𝑖𝑗 is a 

block of class 𝐶𝑖, and block 𝐵𝑖′𝑗′  is of another class, 

then we can calculate the probability of 𝐵𝑖𝑗 and 𝐵𝑖′𝑗′  

having at least one common key using the following 

relation: 

𝑃𝑑𝑐𝐴 =
𝑞2

𝑞2 + 𝑞
×  

𝑞2

𝑞2 + 𝑞
 (7) 

Algorithm 1. Mapping from Residual Design based on Block Complementation to key pre-distribution in IoT 

       Require: N {Total number of devices} 

1. Find the minimum prime number 𝑞 such that (𝑞2 + 𝑞 + 1)(𝑞2 + 𝑞) ≥ 𝑁.  

2. Generate the projective plane of order 𝑞 (Symmetric Design) with parameters (𝑞2 + 𝑞 + 1, 𝑞 + 1, 1). 

• 𝑣 = 𝑞2 + 𝑞 + 1 element 𝑋 = {𝑥1, 𝑥2, … , 𝑥𝑣}. 

• 𝑏 = 𝑣 blocks 𝐴 = {𝐴1, 𝐴2, … , 𝐴𝑣} of size  𝑞 + 1. 

3. Build block complementation, based on the projective plane, with parameters (𝑞2 + 𝑞 + 1,  𝑞2, 𝑞2 − 𝑞). 

• 𝑣 = 𝑞2 + 𝑞 + 1 element 𝑋 = {𝑥1, 𝑥2, … , 𝑥𝑣}. 

• 𝑏 = 𝑣 blocks 𝐴′ = {𝐴1
′ , 𝐴2

′ , … , 𝐴𝑣
′ } of size  𝑞2. 

4. Create a residual design based on block complementation containing 𝑞2 + 𝑞 + 1 class, each class with parameters  

(𝑞 + 1, 𝑞2 + 𝑞, 𝑞2, 𝑞, 𝑞2 − 𝑞). 

• Blocks 𝐴𝑖𝑗 = 𝐴𝑖
′\𝐴𝑗

′: j-th block in class i. 

5. Delete repeated blocks in all classes. 

6. Assign blocks to specified devices. 

Proof. The probability of selecting one class in case 1 

is 
𝑞2

𝑞2+𝑞
. Also, by definition of the residual design, the 

probability of choosing a block with a common key in 

case 1 is 
𝑞2

𝑞2+𝑞
 .                                                           

In case 2: in this case, the probability that two blocks 
in different classes have at least one common key is 
zero. 

 
Proposition 3: the probability 𝑄𝐷𝐶 that different clas-
ses own every two blocks can be calculated as follows: 
 

𝑄𝐷𝐶 =
(𝑞2+𝑞

1
) (𝑞2+𝑞

1
)

(
(𝑞2+𝑞)(𝑞2+𝑞+1)

2
)
 (8) 

Proof. We have 𝑞2 + 𝑞 + 1 classes and each class has 

𝑞2 + 𝑞 blocks. Therefore, we select two blocks in two 

different classes.                        
Proposition 4 The probability that each pair of blocks 
has one or more common keys in residual design is cal-
culated as follows: 

𝑃𝐶𝑅𝐷 = 1 × 𝑄𝑆𝐶 + (
𝑞2

𝑞2 + 𝑞
× 

𝑞2

𝑞2 + 𝑞
) × 𝑄𝐷𝐶   (9) 

Proof   it follows from Proposition 1 to 3.   
 

2) Memory overhead: In the key pre-distribution 
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scheme, each node needs the memory to store keys. 

When using the proposed residual design of order 𝑞, 

one key ring was assigned to each node. Therefore, 

there were 𝑞 disjoint keys in each node. Also, to 

store keys in each node, the memory required was 

𝑙 × 𝑞, where the key size was denoted by 𝑙. 
3) Network scalability: network scalability means the 

maximum number of nodes a network can support. 

This number is similar to the key rings that design 

can support. Hence, based on our approach, we can 

use the relation 𝑁 = (𝑞2 + 𝑞 + 1)(𝑞2 + 𝑞) calcu-

late the total number of possible key rings when the 

residual design is used. Since each block of residual 

design is repeated 𝑞 times in each class, and disjoint 

blocks from 𝑁 possible blocks of residual design are 

assigned to each node; the maximum number of 

nodes that we can support is equal to: 
 

𝑁𝐶𝑅𝐷 =
(𝑞2 + 𝑞 + 1)(𝑞2 + 𝑞)

𝑞
= (𝑞2 + 𝑞 + 1)(𝑞 + 1)    (10) 

This section will calculate the maximum network size 

based on the compromised nodes to keep the network 

secure. 

4) Resilience: Network resiliency is defined as the 

fractions of secure external links that are uncom-

promised when x sensor nodes are captured. In 

terms of resilience, we are interested in solving the 

probability 𝑃(𝐿|𝐶𝑥) that is calculated as: 

𝑃(𝐿|𝐶𝑥) = ∑ 𝑃(𝑙𝑗|𝑙)𝑃(𝐷𝑗|𝐶𝑥)

∀𝑗

 
(11) 

Equation 11 shows the probability of a link 𝐿 being 

compromised when 𝑥 randomly selected nodes and 

their related key-rings are captured by an adversary. In 

Equation 11, 𝐶𝑥 is the number of times that 𝑥 nodes are 

captured, 𝑙𝑗 is the number of times that a given link is 

secured with key 𝑗, and finally, 𝐷𝑗 is the event that a 

key ring, including key 𝑗 is compromised. 

First, we assume two nodes, 𝑣, and 𝑢 are not captured. 

If 𝑥 node is attacked and decrypted, the probability of 

an attacker’s decrypting the communication between 𝑣 

and 𝑢 can be calculated using Equation 11. The proba-

bility that communication is secured with key 𝑗 can be 

calculated as: 

𝑃(𝑙𝑗|𝑙) =
(𝑞2(𝑞+1)

2
)

(
(𝑞2+𝑞+1)(𝑞+1)

2
)
     (12) 

Also, the probability that 𝐷𝑗 key-ring includes key 𝑗 is 

compromised, with 𝑥 captured nodes computed as: 

𝑃(𝐷𝑗|𝐶𝑥) = 1 −
((𝑞2+𝑞+1)(𝑞+1)−𝑞2(𝑞+1)

𝑥
)

(
(𝑞2+𝑞+1)(𝑞+1)

𝑥
)

   (13) 

Finally, the probability that a link is compromised 

when 𝑥 nodes are captured by an adversary can be 

computed using the following relation: 
 

𝑃(𝐿|𝐶𝑥) = ∑
(𝑞2(𝑞+1)

2
)

((𝑞2+𝑞+1)(𝑞+1)

2
)

𝑞2+𝑞+1

𝑗−1

(1 −
((𝑞2+𝑞+1)(𝑞+1)−𝑞2(𝑞+1)

𝑥
)

((𝑞2+𝑞+1)(𝑞+1)

𝑥
)

) (14) 

In our approach, the resilience against node capture is a 

significant parameter. An attacker may attack our pro-

posed idea in two ways. First, the attacker agrees with 

the link key between nodes without capturing them. 

Second, sensor nodes may be captured by the attacker 

to prevent creating pairwise keys. Therefore, our main 

metrics of interest include the fraction of compromised 

secure links between pairs of uncompromised nodes 

and the fraction of compromised keys. 

6. Implementation 

The Contiki Operating System was used to develop the 

simulation. Contiki is created to run on hardware de-

vices that are severely limited in terms of 

memory, power, processing power, and communication 

bandwidth. There is a network simulator called Cooja 

in every Contiki system, which simulates network 

nodes. Contiki is designed for small-scale systems. It 

has merely a few kilobytes of memory available. The 

recently standardized IETF protocols for low-power 

IPv6 networking, including the 6LoWPAN adaptation 

layer, the RPL IPv6 multi-hop routing protocol, and the 

CoAP RESTful application-layer protocol, are support-

ed by this system. 

Eschenauer and Gligor proposed A key pre-distribution 

algorithm [40]. In the context of RPL, the performance 

was examined using a simulation experiment. The ex-

periment explicitly explores the percentage of leaves 

sharing a key in the RPL routing table. 

We compared essential metrics of the proposed scheme 

(CRD) against other methods such as SBIBD, Combi-

natorial Trade, and Residual Design (RD) with a simi-

lar approach (combinatorial design) in a key establish-

ment. 
 

6.1. Performance Comparison 

In this section, the CRD approach proposed is com-

pared with the existing schemes in terms of different 

criteria. The parameters of different existing schemes, 

such as symmetric BIBD, combinatorial trade and re-

sidual design (RD) are summarized in table 3. 
 
Table 3 parameters of SBIBD, Trade, RD, CRD 

Design 𝒗 𝒃 𝒓 𝒌 𝝀 

SBIBD 𝑞2 + 𝑞 + 1 𝑞2 + 𝑞 + 1 𝑞 + 1 𝑞 + 1 1 

Trade 𝑞2 + 𝑞 + 1 2(𝑞2 + 𝑞 + 1) 2(𝑞 + 1) 𝑞 + 1 1 

RD 𝑞2 + 𝑞 + 1 (𝑞2 + 𝑞 + 1)(𝑞 + 1) 𝑞(𝑞 + 1) 𝑞 1 

CRD 𝑞 + 1 (𝑞2 + 𝑞 + 1)(𝑞 + 1) 𝑞2 𝑞 𝑞2 − 𝑞 

Combinatorial trade: In each 𝑡 − (𝑣, 𝑘) trade (also 

known as the combinatorial trade), there are 𝑇 =
{𝑇1, 𝑇2} collections where 𝑇𝑖 (𝑖 = 1,2) is a collection of 

m blocks with the size of k (k-subsets) that are selected 

from X that the 𝑇1 blocks are different from the 𝑇2 

(𝑇1 ∩ 𝑇2 = ∅) blocks. Also, each t-set that is selected 

from X happens in the same number of blocks of 𝑇1 

similar to those of 𝑇2. Therefore, upon noticing a 𝑡 −
(𝑣, 𝑘) Steiner trade of volume m, all the k-subsets of 

https://en.wikipedia.org/wiki/Memory
https://en.wikipedia.org/wiki/Electric_power
https://en.wikipedia.org/wiki/Bandwidth_(computing)


Key Pre-distribution Based on Block Complementation Design in Internet of Things Security 

32  

𝑇1 ∪ 𝑇2 as blocks of the design can be considered. It 

should be noted that any t-subset of elements happens 

in either 2 or no blocks. As soon as it is mapped onto 

the key pre-distribution, v is the size of the key pool, 

and 𝑇1 and 𝑇2 are the sensors holding k keys [41]. 

The key pre-distribution scheme will have a key pool 

size of 𝑞2 + 𝑞 + 1, provided that 𝑞 is a prime power, 

the maximum number of nodes in the network is 

2(𝑞2 + 𝑞 + 1 ),  and the key-ring size is 𝑞 + 1. 
 

1) Scalability 

We compared the scalability of our proposed scheme 

with three existing methods, namely SBIBD [32], 

Trade [41] and RD [26] in Fig 3. As can be seen from 

the figure, considering a similar key-ring size, the 

scheme proposed here leads to a significant increase in 

scalability compared to the two methods, namely 

SBIBD and Trade. However, its scalability is the same 

as the RD method. Therefore, simulation results sug-

gest that considering similar network sizes, using RD 

and CRD schemes reduces the key-ring size compared 

to the other schemes. 

In our proposed scheme, an equal number of key rings 

and devices that can be supported by design was used. 

For instance, in our scheme and the RD scheme, in case 

a network requires 2500 devices, the smallest prime 

number that satisfies this requirement is 𝑞 = 13, which 

results in 2562 nodes. However, in SBIBD and Trade, 

to support this network with 2500 devices, the smallest 

prime number must be 𝑞 = 53  and 𝑞 = 37, respective-

ly. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

2) Connectivity 

Two neighboring nodes can have at least one shared 

key to communicate with each other directly on an IoT 

device. Fig. 4 compares the probability of a shared key 

between nodes for four specified methods. It can be 

seen from the figure that the SBIBD method has a per-

fect probability of key sharing. The reason is that every 

two nodes in this method have at least one shared key. 

Results suggest that our proposed scheme improves 

connectivity compared to the RD and the Trade meth-

ods. 

  

3) Resilience 

With a similar approach, the resilience of our proposed 

scheme was compared against node capture attacks us-

ing the SBIBD, Trade and RD methods. 

In Fig 5, all four methods are compared at an equal 

number of compromised nodes for a key-ring size of 

𝑘 = 24 and 𝑘 = 42. To calculate the resilience of three 

methods SBIBD, Trade, and RD, we used [32], [41] 

and [26], respectively. It was found that our scheme, 

compared to the three other methods for a compromised 

node number (CNN) larger than 25, provides good re-

silience considering the same key-ring size 𝑘 = 24. 

Also, the CRD resilience is compared with that of other 

schemes considering the same key-ring size 𝑘 = 42. 

For compromised nodes numbers bigger than 47, CRD 

has an advantage in terms of resilience. 
 

6.2. Discussion 

In Tables 4 and 5, we illustrated the numerical results 

comparing scalability, connectivity, and resilience of 

the four schemes, namely SBIBD, Trade, RD, and 

CRD, considering similar key-ring sizes. The proposed 

scheme provides the maximum number of supported 

nodes for network scalability. For example, if the key-

ring size were equal to 𝑘 = 90, the CRD method would 

generate nodes more than 90 times the SBIBD and 

more than 45 times the Trade. Also, numerical results 

show that the scheme proposed in this paper is better 

than the other three schemes regarding network resili-

ence. For example, considering key-ring size 𝑘 = 42 

and CNN=85, the CRD resilience=0.773, 

SBIBD=0.835, Trade=0.872, and RD=0.783. Also, our 

scheme increases the probability of shared key com-

pared to the two methods, namely Trade and RD. 
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Fig. 3. A comparison of various schemes regarding Scala-

bility 

Fig. 4. Connectivity comparison our scheme with three ex-

isting methods. SBIBD has perfect connectivity and our 

scheme is better than Trade and RD. 
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Table 4 Simulation results of different schemes in terms of connectivity and scalability 

Method 

key-ring size=20 key-ring size=30 key-ring size=48 key-ring size=68 key-ring size=90 

Number 

of nodes 
𝑃𝐶  

Number 

of nodes 
𝑃𝐶  

Number 

of nodes 
𝑃𝐶  

Number 

of nodes 
𝑃𝐶  

Number 

of nodes 
𝑃𝐶  

SBIBD 381 1 871 1 2257 1 4557 1 8011 1 

Trade 762 0.335 1742 0.356 4514 0.381 9114 0.403 16022 0.425 

RD 7620 0.860 26130 0.886 108336 0.908 309876 0.920 720990 0.927 

CRD 7620 0.885 26130 0.916 108336 0.945 309876 0.960 720990 0.971 

 
Table 5 Simulation results of different schemes in terms of resilience 

KRS-CNN 10 25 40 55 70 85 100 

SBIBD        

24 0.331 0.532 0.658 0.764 0.856 0.913 0.945 

42 0.254 0.432 0.557 0.660 0.758 0.835 0.877 

Trade        

24 0.275 0.523 0.657 0.772 0.884 0.947 0.975 

42 0.176 0.374 0.520 0.671 0.783 0.872 0.913 

RD        

24 0.346 0.521 0.637 0.734 0.812 0.885 0.910 

42 0.241 0.426 0.533 0.630 0.715 0.783 0.817 

CRD        

24 0.353 0.523 0.625 0.728 0.802 0.870 0.896 

42 0.263 0.423 0.527 0.625 0.704 0.773 0.794 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

(a) 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

(b) 
 
 
 
 

 

7. Conclusion 

This paper proposed a developing and highly scalable 

key pre-distribution scheme for an IoT device. The 

block complementation theory was used to build a re-

sidual design for the first time. We showed that a map-

ping from residual design to key pre-distribution is 

needed to achieve profoundly high network scalability 

while at the same time degrading the key sharing prob-

ability. In Figs 3 to 5, we demonstrated comparison 

results of scalability, connectivity, and resilience of 

four methods (SBIBD, Trade, RD, and CRD) consider-

ing similar key-ring sizes. The maximum network 

scalability was obtained using the RD and CRD meth-

ods. Also, the proposed scheme is better than the other 

three schemes regarding network resilience. Our pro-

posed scheme increases the probability of network con-

nectivity more than the two methods, Trade and RD, 

but its connectivity is less than that of the SBIBD 

method. 
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