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rE|"i-dE|-' evaluation of cyber security culture and awareness (2022)_. T_he populatio_n

'm'l i of employees of bank branches Ahvaz city and the statistical sample is
O ! 581 employees who were selected by simple random method. The method
L T of data analysis was factor structure, EFA and CFA, and Cronbach's alpha

coefficient.

Discussion: The fundings showed that the Cronbach's alpha coefficient
was 0.88 in reliability and factor structure obtained during the EFA had
favorable fit indices (CFI, GFI, RFI, NFI, IFI) covering 6 factors
(inefficient human resources, budgeting and awareness, capacity building,
employee position, culture of protection of information and security
behavior and understanding).

Conclusion: The results showed that this scale has an acceptable factor
structure and reliability among bank employees; Therefore, this tool can
be used as a reliable tool to evaluate and rank the factors affecting the
promotion of cyber security culture and awareness among the employees
of Bank of Country branches.
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Extended Abstract
Introduction

Today's world is highly dependent on
electronic technology and protecting this
data from cyber-attacks is a challenging
issue. For this purpose, different
organizations use different solutions to
prevent damage caused by cyber-attacks.
Cyber  security  follows  real-time
information about the latest information
technology data, and so far, various
methods have been proposed by researchers
around the world to prevent cyber-attacks
or reduce their damage [1]. Studies have
shown that efforts are aimed at increasing
awareness and culture in the cyber domain
because awareness and culture regarding
cyber security provide a critical factor that
may help improve successful cyber security
policies or guidelines in organizations [2].

In general, the lack of knowledge and
experience, work processes, prioritization
of behavior and environmental suitability
are among the factors that affect the level of
culture and awareness of a person regarding
cyber security. In this regard, things like
weak computer and user account security;
Unsafe use of e-mail; Using USB and
personal devices; remote access and work
at home; lack of encryption, backup,
updating and poor physical security [37],
training [7, 15, 22, 34]; Specialist forces
[38]; Personnel participation [7]; trust [14,
4, 11, 26]; Evaluation [3, 4, 8, 10, 13, 15,
22]; Threat response ability [9, 15, 26, 40]
play a role in cybersecurity culture and
awareness. Given that increasing cyber
security is an ongoing challenge for
security  professionals and research
consistently shows that online users are a
weak link in cybersecurity, and in
particular, privacy behavior and attitudes
are influenced by culture compared to other
variables. psychological and demographic
(such as gender and computer expertise);
Also, what kind of data people share is
derived from their culture, and in fact,
culture affects these choices, and in fact,

certain personality traits affect user cyber
security-related behavior in different
cultures; Therefore, providing a tool to help
solve the challenges faced by security
professionals in the field of education and
awareness related to cyber security in the
form of culture building is necessary.
Therefore, this research was conducted
with the aim of analyzing the factor
structure of the scale "evaluation of cyber
security culture and awareness” among the
Employees of bank branches Ahvaz city in
the spring and summer of 2022.

Materials and Methods

The research method was based on
psychometric methods (factor analysis) and
the tool used was the researcher-made scale
for the evaluation of cybersecurity culture
and awareness (2022). This scale has a self-
report form, which is set in the form of 41-
items, and finally, after examining its
factorial structure in the present study, 6
valid subscales were created as inefficient
human resources (8 items), budgeting and
awareness (8 items), capacity building. (7
items), employee position (3 items),
information protection culture (5 items) and
security behavior and understanding (3
items) are covered and all are scored on a 7-
point Likert scale to evaluate the level of
cyber security culture and awareness. ltems
are rated on a 7-point scale from "strongly
disagree" to "strongly agree". In this scale,
14-items were reverse scored, 7-items were
removed in the survey and the final
structure had 34 items, therefore the total
score of the scale can be between 34 and
238 and a higher score indicates a higher
level of culture and awareness of the
individual. Cyber security is in sub-scales
and total scale. Content validity of this tool
for a total of 41-items produced through
literature review; It was independently
reviewed and confirmed by 11 experts.

The population of employees of bank
branches Ahvaz city and the statistical
sample is 581 employees who were selected
by simple random method. The method of
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data analysis was factor structure, EFA and
CFA, and Cronbach's alpha coefficient.

Findings

In the first EFA, without fixing the
factors; A number of 9-factors were
identified that obtained an initial eigenvalue
higher than 1; But two factors covered only
one topic, so they were removed from the
total of factors. In the next step, out of the
7-investigated factors, one factor was
removed from the total of factors due to
having an unacceptable Cronbach's alpha
value (0.536) and 6-final factors remained,
which together explained and preserved
50.96% of the total variance. Fitness
indexes, except GFI and NFI, other indexes
have shown favorable values. If at least 3-
fit indices are within the acceptable range,
and on the other hand, three important
indices of relative chi-square (x2/df), root
mean square error of approximation
(RMSEA) and square root of the difference
between the residuals of the standardized
sample covariance matrix (SRMR) are
within the standard range, the fit of the
model can be confirmed. Therefore, the 6-
factor model discovered as a result of
exploratory factor analysis is confirmed in
the first-order confirmatory factor analysis.
The fundings showed that the Cronbach's
alpha coefficient was 0.88 in reliability.

Discussion

Factor structure obtained during the EFA
had favorable fit indices (CFI, GFI, RFI,
NFI, IFI) covering 6 factors (inefficient
human resources, budgeting and awareness,
capacity building, employee position,
culture of protection of information and
security behavior and understanding).

Results

The results showed that this scale has an
acceptable factor structure and reliability
among bank employees; therefore, this tool
can be used as a reliable tool to evaluate and
rank the factors affecting the promotion of
cyber security culture and awareness

among the employees of Bank of Country
branches.
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