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| A}‘s
Name [ Method] Description
- - - Managers Devices

Register Manager Tx Registers a Manager into the system. —————
Register Device Tx RegllsterS a Dev_lce into the system.. Managerin (DevicelD) (DevicelD)
Add Manager to De- | Tx Registers a Device under a Manager's . —
. Resource, <read, write>, expiration time<—| _ DevicelD
vice control.
Remove Manager to | Tx De-registers a Device from a Man- ManagerlD BeviceiD)
Device ager’s control. (Resource, <read, write>, expiration timé)«— _ DevicelD
Add Rule Tx Adds an access control rule under a

device.
De-register Manager | Tx De-registers a Manager from the sys- ManagerD |——»(DevicelD

tem. The manager should not manage

any device before being remove from

the system.
De-register Device Tx De-registers a Device from the sys-

tem.
Revoke Permission Tx Deletes a policy rule from the system.
Query Manager Call Checks if a node is a Manager. Fig. 3: Data Structure in the Smart Contract
Query Permission Call Checks if a Device can access the

resources of another Device.

TABLE I: Operations of the Smart Contract
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