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Abstract

With the increasing interest in Joint Photographic Experts Group (JPEG) image compression, one of the
most important issues in digital image manipulation is finding a proper method to detect double JPEG
compression. This paper introduces a trained adaptive filter based on spatial-domain convolutional
autoencoder (CAE). This filter can remove interference information caused by image content to have a
more accurate detection. The convolutional neural network (CNN) has been widely employed for
accurate image classification; therefore, a CNN is used in the classification part of the proposed
algorithm. The proposed model is based on consecutive CAE with CNN, which is able to provide
acceptable detection accuracy and sensitivity to quality factors (QFs) in two scenarios, i.e. aligned and
non-aligned forgeries. This model improves the sensitivity to quality factors by up to 86% in the relative
error reduction (RER) rate in some cases. Other experiments such as manipulation localization on the
RAISE dataset have been performed to evaluate the proposed method. These results show the superior
performance of this method compared to similar algorithms in the situations that the quality factor of
the second compression is greater the quality factor of the first compression.
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Gilw s s | buld 9>
ELU V7. \ \# XY \EXFEXFE \XFEXPE Conv2D-1
- $¥ - - - VEXFEXEYE \EXFEXPE BN-1
_ . Y - YXY VEXYYXYY VEXFEXFY MaxPooling2D-1
ELU YYY- \ \# ¥XY VEXYY XYY VEXYYXYY Conv2D-2
_ sf - - - VEXYY XYY VEXYYXYY BN-2
_ . Y - YXY \FXFEXPE VEXYYXYY UpSampling2D-1
Sigmoid V¥O \ \ ¥XY \XPEXFE VEXFEXPE Conv2D-3

Table (2): CNN Architecture Details
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Sigmoid AR - - - \ O FC-4 (Dense)
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Figure (4): Detection results comparison of proposed method with WZ[12], KH[7], TR[15], BB, (noise method in [6]) and BB, (histogram
method in [6]) in aligned case for (a) QF2=75 (b) QF2=85 (c) QF2=95.
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Table (4): Comparison of detection accuracy sensitivity to quality factors for the proposed method and BB, in aligned case, and their
corresponding RER values

93l 5ee <l 53 (8] 15 195 $39,) BBN g (olosiion b9 512 Conin’ el 3 4 (65l ST oo Coplins duglio :(F) Jgur
ksl Bl RER yolio

VO 5l » QF2 b (b jg0f AD 3 QF2 b hjgel
(QF1, QF2) BB, ol (QF1, QF2) BB, ol

LO,Y) AN +/AAY \Atid OO,AD) < /a8y +/840 INZAR

*F0,Y0) /AN <IYEYE | -AYIRY #0,A0) A4 +[AFAA Yy

*#+.YN) -4 +[427) Y/ V+,AA) NINg NEW Y.vY

Y+, YA) <[ M 4 ARNIEYN AN A+, AN) N4 <[OYOF | -YVIVA

#+,A) VN4 +[aFF8 | #V/VA V+,q4) IVAA | <[AVNE OF/fY
Y+, Ae) UA 4 - PEYY -04/% A+,2) 10 [ OYYS Yiay

Table (5): Comparison of detection accuracy sensitivity to quality factors for the proposed method and BB,, in non-aligned case, and their
corresponding RER values

9315l cdl 53 (171 10 3195 (bay) BBug ol (b9 (812 S il 3 4 (6305 o Copmmlins donns lio :(8) Jgor
ksl bl RER yolio
VO 15 QF2 L (53900 AD 215 QF2 L (53900
sinles] Sl 5T o RER inles] &l ST o RER%
(QFL, QF2) | BB, | wolrin (QFL,QF2) | BB, | colriny
OOYO)Y | IAVE | CIAYSY | Yias | OBA0) | -/AQY | +/30YH | OY/AQ

F0,Y0) AD | IYAE -\Y FO,A0) <JAYA | +/aY<d | YFIAY

#-YN) SIYYY | <IYAYY Y/IAY (V+,AN) CIYON | /AANDY | OYIAF

Y+, YA) IYED | s IVO0S -f A+, AN) CIYYA | IABYA | TYIY
# A SIVYY | <IYEOY AN Y-34) Qi «[¥EEY YYIY
Ve ,A) <IYY «IYYYY fiof A-,84) PV | CIYOAF | YEIeD

S 55 b Olgiiss el LSy 500l g 5liem lacdle o alie ol 45 sid oslitul aSed (oylars a5 bl
Cawd 5L &yg0 ol jo 0l bige] L\..\m I, aSs (DS&?) LAz 0ols dcgame LSS 5 (V) Jguz ,o slaosls dcgozo

21 052 3l 5eal b 5l C g0 50 40 (g3l ST GGl sl 5em (28,
DY =D uDR’ for QF2€{75,85,95} *)
Gl b ieel aul 3 s 3lacles Holaitads 555 o Dy L DY 1l 95 Dyga ool acgomee obas slass Lyl ol 5o
5l Jeols s euoged oolanl Al i, liel 5 g0l Cap |, DI\Q,IIX 0310 degezmo 4O dg>g0 palal duo,o Vo (LS
(7)) IS .ol oo ools las (7)) S ;0 A0 5 AD YO Wl QF2 9 7+ 4l QFL ol a4y (solpiinn s, 6)'L.,)L§JL‘:T
b ooloity poapsl it (o slaied mo e i QFg ol polie jo Logase | (soletdy ogy w93 o,Skos

les oo 0,30 i oSl sl eslawl a1y Lo ol ol el ool auglas BBh g BBn sl jig,

)49.-0.’ 3o 6,Uwa J::u @bu&a -Y-y-v
I8 @bl Syse S 5 (oS Dysod |y paal 13 (550w Joe o plsl slale)] 4 anisy Coselr g
09 g0 oolaiwl (V) alal, S lasbiwl Sy ! S ng.j)‘ &l OV Xy
2TP
Fl-score=—7"— )
2TP+FP+FN

vY)



Sl Lo e =551, 2,8 = oy datte [ (5 5lw00 128 (g5l 15T

0.95
0.9

0.85 =8-=BBn

BBh (N
Proposed Algorithm

0.8

Accuracy

0.75 &
0.7
0.65

0.6
(60,75) (60,85) (60,95)

0.95
0.9

0.85 BBn

BBh (&)

Accuracy
o
0

0.75
Proposed Algorithm

0.7
0.65

0.6
(60,75) (60,85) (60,95)

Cawd byl 33 ([8] 35 p1,5 gimad (o9y) BBy 9 ([£] 30 3395 (995) BB, b (g0lidcdion (995 (63Lw y (5T oo dung Ui 1(8) S

e b (@) et cdls () 0 QF2€{75,85,95} 9 QF1=60 i3l & 53!y p2 oyd )
Figure (6): Comparison of detection accuracy of the proposed method with BB, (noise method in [6]) and BB,, (histogram method in [6]) in
misaligned conditions for QF1=60 and QF2€{75,85,95} in (a) non-aligned case (b) aligned case

ol 5o el g 3 oad KT OIS e o T Ol e Meie ladly sla oSy slaws w35 4 FN g FP TP as
SUS 5o lacS sl saze (yols J18 L5 ganSsh iy, 4 azgi b eiST 3 b ool 6,5 cems LT aS 05,5 Lasein b o o
Log A pl5 ojlaslay Jlaisl aids ails Bas 5l w055l Caws @ 1) JuSlo 10 50 g 5w T Ll azis olg5 oo o2
30 &, s o K] aiss Dgd o Lateie JuSy 2 30 i Camsg /0 aliwl b Jloi! assi polie anolis
(V) U5 ;090 5 AD VO plp QF2 5 £+, QFL (ljl & Fl-score ,olie 08,5 oo dmslio e jlxo b JuSy j2

Dged odolie ol ; QF2-QF1
b9 A0 gF plpy iy 4 QF2 3 QFL oS ol o L YL S8y ol poad SO 5l o (25 b5 cu
u’_a.s QS’L’))‘ B as 4.79" 4.IL~M.A ).39..4) UJ‘ Ll 00 oo)..:l;_é )b sS.s YA ).s‘).' QF2 L:).s}.a; (_nguM.«S ).sL....' 9 IR oo).;;;é
s Jmo (b lSe (A) JSi 040 ool (5 )15 s Jloiml 4 B 09 o 5l 5T 0y g 00 (oS ol ol 7 ,lae
Lol 0a oaly lid 36,8 SOy e b US55, 1 6 )5 s Jlesa ] ali aes o LS 5l 5l g 5l e slacdl o )
Ol LB (e aS ol solain] K)o ,5 Judatuns 1 (Gaslan 0ulion jid) ool ()8 ciws Al (050 (el glated
G s (Hly o5l KT bl wuaS Colps cpl Gl 4 aS 0ed co camlie loads 00,28 Caclin & ygods Judaitue

] 009 usﬂa.c )L».w W)

YA)



FY-AY IVE ) sl foloey o,lesds fo0 s L [ 5 Caio 10 dialign sl g, 4yl

0.95

0.9 _ //
0.85 o/

sl BBN
BBh (AN

0.75 Proposed Algorithm

Fl-score
o
00

(60,75) (60,85) (60,95)

==@-=BBn

BBh (&)

F1-score
o
(=]
N

0.9 Proposed Algorithm

0.84
(60,75) (60,85) (60,95)

3y aelb cdls () 4o (5] 40 plFgmun $59,) BBy g ([F] 40 3995 (995) BB, b (solissiin gy FL-sCOTE 39 dlio dun Lo (V) JSib
e b (@)
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