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Abstract

The widespread emergence of computer networks and the popularity of electronic managing of medical
records have made it possible for digital medical images to be shared across the world for services such
as telemedicine, tele radiology, tele diagnosis, and teleconsultation. Instant diagnosis and understanding
of a certain disease as well as cutting down the number of misdiagnosis has had extensive social and
economic impact, clearly showing the need for efficient patient information sharing between specialists
of different hospitals. In the handling of medical images, the main priority is to secure protection for the
patient’s documents against any act of tampering by unauthorized persons. Thus, the main concern of
the existing electronic medical system is to develop some standard solution to preserve the authenticity
and integrity of the content of medical images. Accordingly, digital image watermarking has many
applications, one of its most important applications in Protection of medical images, engrave names,
Signatures and Patient data on pictures, Videos etc. that are not so clear. There are several ways to digital
image watermarking, but one of the most widely used methods to achieve robust watermarking to all
kinds of attacks using the combination dwt and svd.

We used in this research 2 level of haar wavelet transform on the host image and one level of single
value decomposition on its low frequency subset and combined with a watermark coefficientand another
level of singular value decomposition to embed the watermark and increase the watermark robustness
in a way that when extracting a watermark can be done semi-blindly. With this method, we were able
to improve the average peak signal to noise ratio of 55 and 7% improvement for the invisibility of the
watermark and also the average correlation coefficient of 0.97 and 34% improvement to increase the
resistance of the watermark to various attacks.
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Figure (1): An overview of a data security system
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Figure (2): Normal watermarking system framework
DAl (lad 055> ) Al g g a5 0j9> 5 (ldd )5 dts 50 4 5,0l slapk,sSl (IS 5k
SROLS pal CoksS Lad> gl g 09d oo dad Gidey pal b Oliee paal Sy e 53 i jsbay S0
SNl sl 1y 2Vl Syl 5 005 00l 5 gy by, nl 39dn 4l Glie 9l Sian 278 53 Ygane
Ol 05l aad b pair Wlgi oo SsS N0 S oS Sl () ST (nl R0s Cape S e o0l 8 K0k
lajls ol (8o 5 oilesl 6500k S (S gy nll Sl 08 Sl dlox g9 10 by bS5 dea Bdo G
Lol (35,5 95 25 b (LSB) "o (5 Cumnl 057 w052 0l 50 (6,00 Lbsy cmtaten (3] iS00 51,
Ol (63959 SOl e b Sy 5o ol Caos Slatan g 998 00 (5 72L) (29959 LSB (g, 5 ool

D)



MLé).A.LC—M Lo) L@)M/ ..... )554.«».:5'83&.06)&)0[{;

olb DYOY] wgs o ouils 55 (o il JuSy polie 4 ot ol ((25998) 5yl JuSs polie calowl o g o
P9y &5 (ol cogdlear aley (b B 5 b g (silwes i IMes o wlsi el (LS 05> slad Su, (>
el Mol B Il aseds bawg ol yds o dens (6, 0k e aiS

GogienS s DY FA O] (OFT) " 4,98 s aiile pla s o5 S00les 4t 51 U5 s 09> (6, S50e5 0
LY-T OTCWT) ® Llgs <550 soumms Soge o [V VY] OWT) FaenS S>g0 o [V#] (DCT) Taes
o Jlosl s 035> calpd 05 slp Gl 9 655 2 [YVIYIEVD) VoS5 Jlade 4526 o] €T) 7 gils
Dle Cawots has colps ol 2ol b oo (5,55 gl 090

bl Jlazms sl )55 ded 5 polie (EGS W gy So (s 4 Lrosls Sl s (50552 50 dllie cpl o
oo polie Jlumms polal 6 00k 5o @l O 5l (o mlaiSlo n oS5 polie 4525 5 dtnS Sz g o &
ewiip Olrlrgel Se glail 5 Seod JA g (owsS R Gezmes JWSew (Bilon Oe> Elal 4 o 6,00
odlizl pas 3,5 0 L5l (1 & (g o0 60k 50 45 52 )l5e ;500 3l reizes el 55z 5 IS lie (i y7en
ko al> o 93 5l Allie (pl yo Lo sl S0l gl Fel plan o 10 Gl ngal 5 Gliee poal 5 (Blas goslitul b
SRk 5 sy bS5 5 O mly 8 05,5 5 (555 95kt Jlade a2l o5 Olisee gl 59y e Szse
S Ghryots mlos,S eoliial (ks Seglio (Bl 5 ) 00lS IS sl S 35i0e Jladie (4525 K00l S g
JESs ST S a0 basgio jgbas mlatuilys by (ol b 0,8 Joe 595 ded g0 (lgia Kol gl 5l (b 5o
F¥ 5 A (Sod o po 4 hangio jsba (riizren 9 JB00L0 39 ooalive JB 18 S S 00,0V 5 00 g &
o 2 BliSe Sex 4 Cund 6000 Cueglie (al38l Sz St vy

leiing J> ol ¥ Lide clins )b ¥ i lo 890 gl pudlie ci )i ¥ ise ol allie ol o oas &l sla i
Lol (S a3 B i

3 9590 adgl padlio iy 5lai -
bl sl asls g anis S0 Jius (6, a5 S ez Eloil adgl ()l 4y 4N jgbody Ceond ol jo

S5m0l 6 ks

SO pw 50 WHlo> glgil )Y
ez 556 5 So3lal Bosb 5| )0l gy s el 5 shtag s byl she | 425 ga K0k slaghs,
2ol 095 plp 5o Sl (Ses pgal oad oslitul G BEGLS gy bl sl oad S S Rgat 59, p Bl
S| (S0 4598 3 (e Sla g (o 2i8 Mozl )0 Casglie (N Helaieds ( Jlioglgieds B b pslie S e
Slr Greles Lwgh Sl (So 45 00 alox aliSie (sloog 50,90 50 (IS s S (A% (pl 0Bl w9 ool S
ol dn s 90 50 wlys o soee it b gaee Mo ol V0] 548 solitwl oas 6,K0ks paad ) 6, Kok Bis
oaseiis (V) Jgaz j0 aiw s ,o sl Jle aus IV ] wigs ganaids o ais zlogel oMo 5 JuKw 3318 0 OMle>
ol @l S8k @l o Olgioe ) )0 lasline 5 Sdle wiliBis sl Il 5l (gaiads; l lasl (gw) p wEesl 00
(b bed BB pd Moz o3l Moz 19 (oo e B (Lo T 09)5 ez 4 0ud 65005 pslad 4 SMes ow )
0l 6,0l st Do K0 lyil e Tond 03,51 (V) Jsozr 5o a5 jsblan o i> ohlam 5 St o Do

Dol s LS5op 56, K50, o>

S S g0 Jowd -Y-Y

ool 4285 113 oolaswl 050 (69 )15 aliBre sbdaio) 31 (g ks jo aS Cewl aied ;08 Lob ;) Il SO Soge o

™



VAT 50L 1S g ol olouds (00 s Lo /(30 Caio ;0 diadig sl yog, ) il

Table (1): The first category for watermarking attacks
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Table (2): The second category for watermarking attacks
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Figure (3): Wavelet analysis of an image
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Figure (4): The process of embedding a watermark in the system used
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Figure (5): The process of extracting a watermark
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Figure (6): Collection of quality images from X-ray images
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Figure (7): A collection of quality images of animal images
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Figure (10): Collection of quality images from cloud images
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Figure (12): Collection of quality images of flower images
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Figure (13): Collection of quality images from images of fruits
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Figure (17): X-ray transformed image of a hand on a surface with multiple Haar wavelet transform
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Figure (18): X-ray transformed image in two levels with multiple Haar wavelet transform
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Figure (19): Transformed image Hand-cranked image in two levels with multiple Haar wavelet transform
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Table (3): PSNR review of the proposed method in the X-Ray image database
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Table (4): Investigation of the Correlation Coefficient resulting from the application of the proposed method in the X-Ray image database
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Figure (20): Host image, watermark image, watermark image and watermark image after extraction related to X-Ray image database

Table (5): Investigation of PSNR obtained by applying the proposed method with different watermarking coefficients
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Table (6): Comparison of PSNR proposed method with reference article method in 5 databases of first images
Jol rgbai 0old ol & ;3 [1] @2 po Ao (g, b goleiuiiny S99, PSNR (g liio :(7) Jgux

AVR.PSNR AVR.PSNR AVR.PSNR AVR.PSNR AVR.PSNR . .
Database 5 Database 4 Database 3 Database 2 Database 1 o0 &
O+/A INIAR OYV/f INIA% INTAY [\] FE %) Ao g,
R d0/F O¥/A 00/ 80/ olgiin by,

SR Geizmen 5 [V a2 e sdllie (b9, 42 S Olijie gl 65, DWT a8 mhaws Syl oslinnl Togege ol Jdo
Obiee popal sloog)S py sed 10 BE0MS &5 (sln o o812 el Gliee poal by (8 09,5 25 o Ladd IS0l

el 25 0ud 65 00MS Rl 50 g Gl Sl Jos (nl 08 (oo LEDWT Jlosl 51
obas ools oL Jolds o ey aS pgo pglai ools oL & ;o PSNR jlade 05d oo odlive a5 joboyles (V) Jgaz o
Jolo ol sl o dlons [V] g jo gallie g, g (g0lpiion g, (o el Ll ;0 5 Carnls dogan o IS o o>
F oSk joba ian pglai cols oL o woyo A (1 Sihe jobas puind glad ool oGl ;0 PSNR oS wws oo ol
0ald ol yo g a0 F 1 SKilie jobods o polad 00l oL jo w0 A L Ske jsbas piiia pglas ools oL o wus,o

ROWIPUL RROWHIRWSRY NI < RN APPSO

Table (7): Comparison of the proposed PSNR method with the reference article method in 5 second image databases
9o yolai 03ld ool & Ho[V] a2 jo Wlio (9, b (g3leuins (29, PSNR (g Lo :(V) Jgaz

AVR.PSNR AVR.PSNR AVR.PSNR AVR.PSNR AVR.PSNR . .
Database 10 Database 9 Database 8 Database 7 Database 6 o9 &8
FaY DY/ bY/A BY/- Y/ D] g o alie oo,
DYV b8/ b1 B0/0 B0/ oloiin by,

(i By S SVD oS5 5l eslal g Glijee pgal Gl W8 09,5 25 )0 DWT o ¥ Jlesl & a2
coyo yully riored § wudd Sge doyd O lagas Lawgie jebas [V] gz ye allie & o |, PSNR ol )by alaslys
55 g 0l S (IS 2 e amed (swdid zlrsel 5 JUSew 33l g4 5 cilitie Edlex Jlasl L]y Kiaen

RS St X2, 0 YL Y - Tes_» «Sod Jals 545 g

& S 4z -0
S Jalily 6 Seslwl b Oliee ppad 10 ok (o5 oaalive LB ye (o) p & 0leidey b, 5l eslitul 5l
oy sl Bl LA aies e lid sdel Cuwody mls wlaisls At (ol e Jlasl g4zl o (PSNR) o5 40 JUSw
sy Jbes! 5l Lol PSNR (pioman ol 03,5 1esd FY/A 5 VY/O0 5 PSNR Jlaie +/\Y B +/+) 51 15048 obie
oals oL o eolpiion by, Jles!l 51 Jol= PSNR AO L ply 5 Kkee j9bas X-Ray yolas ools oL o (golpaion
el bty [ lsms s 0313 oS0, 3 (ool by Jlas! 51 ol PSNR 0F Ll (Sileo 5oty Sl sl
Jol> PSNR 87 L ol Sk jobods o il gl ool oSl jo (solpinn og, Jlos! 51 Jol> PSNR 0O L il
5 eolpinn gy Jleel 5l Jol> PSNR DO L ol 5 Kkee jobas o pl jsglas ools oL jo (goloaian Sbg, Jles!
soba b S polar ool oL jo (golpiinn os, Jlesl 51 Jol> PSNR BO L ol uKke jgboas o o gl ools olSL
PSNR &Y L plp (oKl jobay Wrogeo pglar ools oSGl o (golpiian (g, Jlesl I Lol> PSNR &F L ol S5k
o9y Jlesl 51 ol PSNR 5 07 L ply (:Silee jsboas s pglas ool oSl 50 ol (g, Jles! I Jol>

%)



VAT 50L 1S g ol olouds (00 s Lo /(30 Caio ;0 diadig sl yog, ) il

sbar malaidlys ooleiin g GRS, bl 00l OF Ll (5:Sle jsboas laly o sl ools oL 5o (solpin
S Sl Sgate 0ad K0k gl o SISl Gog eaaline LB g sl jo ws 0 Y [SYCRAWEN

YF Tsgam maladlys sl ouss Jlosl oas 6 Kol ol & slalom gt oS (i 1) (Kined o yo Jlaio rinon
VE Togas mrlataslys bl oas Jlacl o (6,50l 2l 4 b csilos a5 alfin IS5 les Camglio jially o duso
Togas malaudlss asl oassJlosl ons 6,0k palas & 257 sales oS ol IS Sles Canglio el 58 2o
laiilys wil o Jlael ond (6 S led ol o 0l yoni (gala S olfim IS5 le Canglie Jrall 45 a0 VF
23l eadJlosl ool Sl polal a4 (owsS gt stk AT ln ISl Caglie jelly 3 oy YV Isgas
sasJlocl ouds (S50 ed 5k a4y Sos Jalh 5155 salas 4 ol 5 S5 led Canglin el 53 0oy ¥ Togus alasslys
oS Sl Saetn S les Caeglie eyl 4o wo s VP Tagas aulaiailes wily

References

&=
[1] B.Yadav, A. Kumar, Y. Kumar, “A robust digital image watermarking algorithm using DWT and SVD”, Soft

Computing: Theories and Applications, vol. 583, pp 25-36, 2018 (doi: 10.1007/978-981-10-5687-1_3).

[2] O. Jane, S. Elba, “Hybrid non-blind watermarking based on DWT and SVD”, Journal of Applied Research
and Technology, pp. 750-761, vol. 12, no. 4, Aug. 2014 (doi: 10.1016/S1665-6423(14)70091-4).

[3] D.Thind, S. Jindal, “A semi blind DWT-SVD video watermarking”, Procedia Computer Science, vol. 46, pp.
1661-1667, April 2015 (doi: 10.1016/j.procs.2015.02.104).

[4] T.Pham, D. Tran, W. Ma, “A proposed blind DWT-SVD watermarking scheme for EEG data”, Proceeding
of the ICONIP, pp. 69-76, Nov. 2015 (doi: 10.1007/978-3-319-26561-2_9).

[5] S.M. Mousavi, A. Naghsh, S. Abu-Bakar, “Watermarking techniques used in medical images: a survey”,
Journal of Digital Imaging, vol. 27, no. 6, pp. 714-729, May. 2014 (doi: 10.1007/s10278-014-9700-5).

[6] R. Singh, D. Shaw, J. Sahoo, “A secure and robust block based DWT-SVD image watermarking approach”,
Journal of Information and Optimization Sciences, vol. 38, no. 6, pp. 911-925, Oct .2017 (doi: 10.1080/02522-

667.2017.1372137).

[7] R. Singh, D. Shaw, S. Jha, M. Kumar, “A DWT-SVD based multiple watermarking scheme for image based
data security”, Journal of Information and Optimization Sciences, vol. 39, no. 1, pp. 67-81, 2018 (doi:
10.1080/02522667.2017.1372153). )

[8] S.Roy, A. Pal, “A hybrid domain color image watermarking based on DWT-SVD?”, Iranian Journal of Science
and Technology, Transactions of Electrical Engineering, vol. 43, no. 2, pp. 201-217, June 2019 (doi:
10.1007/s40998-018-0109-X).

[91 M. Shanmugam, A. Chokkalingam, “Performance analysis of 2 level DWT-SVD based non blind and blind
video watermarking using range conversion method”, Microsystem Technologies, vol. 24, no. 12, pp. 4757-
4765, 2018 (doi: 10.1007/s00542-018-3870-x).

[10]L. Kuang, Y. Zhang, X. Han, “A Medical image authentication system based on reversible digital waterma-
rking”, Proceeding of the IEEE/ICISE, pp. 1047-1050, Nanjing, China, Dec. 2009 (doi: 10.1109/ICISE.2009-
.60).

[11]G. Bhatnagar, W. Jonathan, “Biometrics inspired watermarking based on a fractional dual tree complex
wavelet transform”, Future Generation Computer Systems, vol. 29, no. 1, pp 182-195, 2013 (doi: 10.1016/-
j-future.2012.05.021).

[12]W. Pan, G. Coatrieux, N. Cuppens-Boulahia, F. Cuppens, C. Roux, “Medical image integrity control comb-
ining digital signature and lossless watermarking”, Data Privacy Management and Autonomous Spontaneous
Security, pp 153-162, 2010 (doi: 10.1007/978-3-642-11207-2_12).

[13] K. Navas, M. Sasikumar, “Survey of medical image watermarking algorithms”, Proceeding of the IEEE/SE-
TIT, pp. 1-6, Tunisia, March. 2007 (doi: 10.1007/s10278-014-9700-5).

[14]S. Mohanty, K. Ramakrishnan, “A dual watermarking technique for images”, Proceedings of the ACM, pp
49-51, Orlando Florida USA, Oct. 1999 (doi: 10.1145/319878.319891).

[15]N. Memon, A. Chaudhry, M. Ahmad, Z. Keerio, “Hybrid watermarking of medical images for ROI
authentication and recovery”, International Journal of Computer Mathematics, vol. 88, no. 10, pp. 2057-2071,
April. 2011 (doi: 10.1080/00207160.2010.543677).

)


https://doi.org/10.1016/S1665-6423(14)70091-4
https://doi.org/10.1016/j.procs.2015.02.104
https://doi.org/10.1080/02522667.2017.1372153

U2 Lo e —aiaiy Lo ) Lo joama [y dass 5 palie (6,500

[16]N. Memon, S. Gilani, “Watermarking of chest CT scan medical images for content authentication”, Internati-
onal Journal of Computer Mathematics, vol. 88, no. 2, pp. 265-280, 2011 (doi: 10.1080/00207161003596690).

[17]A. Cheddad, J. Condell, K. Curran, P. Kevitt, “Digital image steganography: Survey and analysis of current
methods”, Signal Process, vol. 90, no. 3, pp. 727-752, March 2010 (doi: 10.1016/j.sigpro.2009.08.010).
[18] W. Adnan, S. Hitarn, S. Abdul-Karim, M. Tamlis, “A review of image watermarking”, Proceeding of the
IEEE/ SCOReD, pp. 381-384, Putrajaya, Malaysia, Aug. 2003 (doi: 10.1109/SCORED.2003.1459727).

[19]1N. A. Memon, S. A. M. Gilani “NROI watermarking of medical images for content authentication”, Procee-
ding of the IEEE/INMIC, pp. 106-1110, Karachi, Pakistan, Dec. 2008 (doi: 10.1109/INMIC.2008.4777717).

[20] T. Le, K. Nguyen, H. Le, “Literature survey on image watermarking tools, watermark attacks, and benc-
hmarking tools”, Proceeding of the IEEE/MMEGIA, pp. 67-73, Athens, Greece, June 2010 (doi: 10.1109/M-
MEDIA.2010.37).

[21]Z. Wenyin, F. Shih, “Semi-fragile spatial watermarking based on local binary pattern operators”, Optcom
Communications, vol. 284, no. 16-17, pp. 3904-3912, Aug. 2011 (doi: 10.1016/j.0ptcom.2011.04.004).

[22]R.G.V. Schyndel, A. Tirkel, C. Osborne, “A digital watermark, in image processing proceedings”, Proceeding
of the IEEE/ICIP, pp. 8690, Austin, TX, USA, Nov. 1994 (doi: 10.1109/ICIP.1994.413536).

[23]M. S. Goli, A. Naghsh, “A comparative study of image-in-image steganography using three methods of least
significant bit, discrete wavelet transform and singular value decomposition”, Bulletin de la Société Royale
des Sciences de Liege, vol. 85, no. 1, pp. 1465 — 1474, 2016 (doi: 10.25518/0037-9565.6178).

[24]A. Ansari, S. Hong, G. Saavedra, B. Javidi, M. Martinez-Corral, “Ownership protection of plenoptic images
by robust and reversible watermarking”, Optics and Lasers in Engineering, vol. 107, no. 1, pp.325- 334, Aug.
2018 (doi:10.1016/j.optlaseng.2018.03.028).

[25]R.A. Alotaibi, L.A. Elrefaei, “Text-image watermarking based on integer wavelet transform (IWT) and
discrete cosine transform (DCT)”, Applied Computing and Informatics, vol. 15, no. 2, pp. 191-202, July 2019
(doi:10.1016/j.aci.2018.06.003).

Lo gy )

. Least significant bit

. Discrete Fourier transform

. Siscrete-cosine transform

. Iscrete-wavelet transform

. Dual tree complex wavelet transform
. Contourlet

. Singular value decomposition

. Peak-signal-to-noise ratio

. Correlation coefficient

O©oo~NO O WNE

OA)


https://doi.org/10.25518/0037-9565.6178

