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Abstract

Several methods are exploited to watermark digital images as a safety measure for storing information, but an
attacker can destroy the information by cropping a segment of the watermarked image or doing salt and
pepper noise. In recent years, numerous schemes were proposed that reduce the impact of such attacks. A new
method has been proposed to confront cropping attack and salt and pepper noise that is carried out using two
Sudoku tables. In this method, the watermark image is scattered in two Sudoku table layouts with different
solutions and is watermarked in the host image with Least Significant Bit(LSB). Using this method, the
watermark image is repeated 81 times in the host image, and to this effect the watermark image can be
reconstructed using other segments when cropped or salt and pepper noised by the attacker. Both Sudokus
used in this paper are in the classic and using this method, resistance to cropping attacks increases up to 98.8%
and resistance to salt and pepper noise increases up to 80% .

Index Terms: Cropping attack, spatial domain, Sudoku, salt & pepper noise, watermarking.
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Fig. (2): Typical watermarking system framework [7]
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Fig. (1): A schematic view of data embedding in digital image
watermarking [3, 4, 6].

oy bld 5l Jls le)'.’ ‘a)lo Gd.m le-mks&..)m.ma.& s)lijLQ)
. Y LN
055> 3 D5 oo pemd oS g LS g059> g0 4 5,8
LY .. Z. P
s Gla Sy 55 peiis j5 b 4 LS50 Sl IS
@i (2l 5 SISl Gy et 9035 (o0 il e
G aw by 93 LSB is, ;5,5 pb TILSB) Can i yiwanlnS
Ol pa—ad oS Cmanw b g0 o Kol wledlll 3515
Jroes Ui j0 LSS0l oledlbl ¢ o 0js> jo 098 o0 sl



Table (1): Comparing the resistant methods proposed in recent

years
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using the Least Significant Bits method
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Fig. (9): the flowchart of applying Sudoku on the watermark
image in two steps with two different Sudoku solutions
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Fig. (10): The baboon picture after applying the first Sudoku
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Fig. (15): The extracted watermark image before cropping attack
on the watermarked image
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Fig. (13): Embedding one valuable bit of the watermark image in
the host image using the LSB method
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Fig. (14): a) The baboon (watermark) picture, b) the pepper
(host) picture, c) the two-step Sudoku applied on the baboon

picture, d) the watermarked image
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Table (2): Number of watermarked images after applying salt
and pepper noise and watermark image extracted from them in
watermarking method proposed
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Table (3): Comparing the PSNR of the results
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Fig. (16): Cropping attack in different percentages:
a) 36.97%, b) 47.29%, ¢) 67.74%, d) 71.25%, e) 84.05%, f)
95.69%
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Fig. (17): The calculated BER diagram in different cropping
percents

Table (4): Comparing the PSNR, BER and MSE against salt and pepper noise attack with different percents
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10% 40.4533 dB 149980 dB | 9.0089 x 107 0.0316 0
20% 40.4533 dB 12.0199 dB 9.0089 x 10° 0.0628 0
30% 40.4533 dB 10.2506 dB 9.0089 x 10° 0.0944 0
40% 40.4533 dB 9.0154 dB 9.0089 X 107 0.1254 0
50% 40.4533 dB 8.0455 dB 9.0089 x 10° 0.1568 0
60% 40.4533 dB 7.2521 dB 9.0089 x 107 0.1883 0.0091
70% 40.4533 dB 6.5790 dB 9.0089 x 107 0.2198 0.0410
75% 40.4533 dB 6.2879 dB 9.0089 X 107 0.2351 0.0748
80% 40.4533 dB 5.9996 dB 9.0089 X 107 0.2512 0.1332
85% 40.4533 dB 5.7445 dB 9.0089 X 107 0.2664 0.2232
90% 40.4533 dB 5.4953 dB 9.0089 x 107 0.2821 0.3857
95% 40.4533 dB 5.2612 dB 9.0089 X 107 0.2978 0.6330
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Fig. (18): The calculated BER diagram in different salt & pepper noise percents.
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Table (5): Comparing the performance of other watermarking plans with proposal to deal with cropping attacks
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Table (6): Comparing the performance of other watermarking plans with proposal to deal with salt and peppers noise
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16- Discrete Cosine Transform (DCT) 1- Cryptography
17- Singular Calue Decomposition (SVD) 2- Hiding Data
18- Extract 3- Embedding
19- Salt and Pepper Noise 4- Steganography
20- JPEG 5- Watermarking
21- Cropping 6- Watermark Data
22- Non blind 7- Host Data
23- Blind 8- Watermarked Data
24- Cell 9- Digital Watermarking
25- Symbol 10- Digital Image Watermarking
26- Region 11- Spatial Domain
27- Mean Squar Error 12- Transform Domain
28- Peak Signal to Noise Ratio 13- Pixel
29- Bit Error Rate 14- Least Significant Bit

15- Discrete Wavelet Transform (DWT)
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