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1. Introduction

Nowadays, HEMT transistors with ALGaN/GaN semiconductor technology are widely used in the design of
power amplifiers [1]. High breakdown voltage, high-speed, high-power density, and high efficiency are the most
basic advantages of HEMTs, which make them a suitable option for designing high-power amplifiers [2]. Many
studies have been conducted on GaN HEMT MMICs [3].

The X-band is one of the most common frequency bands for transmitting satellite images. Therefore, designing a
transmitter with high power efficiency is very important due to the power consumption limitation. Many papers
have studied GaN-based MMIC power amplifiers [4]. Amplifiers based on this technology have greatly
contributed to reducing the size and complexity of the amplifier module while improving efficiency in space
communication systems [5]. In this paper, a two-stage MMIC class AB power amplifier with an efficiency of 37%
using a 500nm GaN HEMT is designed for the transmitter of a remote sensing satellite to transmit images. The
proposed amplifier has an output power of 49.84 dBm with a gain of 23.9 dB at a center frequency of 10.95 GHz
with a radio bandwidth of 500 MHz.

2. Proposed manufacturing technology

In this article, the manufacturing technology and PDK process specifications manufactured by NRC Canada have
been used, which have a minimum gate length of 500 nm for GaN HEMT. The breakdown voltage for this
technology is about 100 V, and the maximum operating frequency is 60 GHz. Also, the power density of 5 w/mm?2
is achievable according to the substrate structure, and the capacitor used on the chip is MIM with a capacitance
density of 20.19 fF/um2. The resistor on the chip used in this technology is nichrome with a resistivity of 50 Q/sq.
The proposed drain-source bias voltage is 40 V, and the gate-source bias voltage can vary from -8 to +2 V [6].

3. MMIC Amplifier Design

A two-stage class AB power amplifier is designed, which includes a driver and an amplifier stage. The driver
consists of four transistors with dimensions of 8x70 pum, and the amplifier consists of four amplifiers with six
transistors of 8x70 um, which are connected in parallel to improve the drain-source current and high-power output.

Figure I shows the characteristics of the designed power amplifier. Also, the specification is briefly explained in
Table 1.
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Figure I. Characteristics of the designed power amplifier

Table 1. Specification of the power amplifier

Specification Value

Frequency X band (10.95 GHz)

PAE 37% @ Pin=28 dBm
Output power P1dB 49.84 dBm @ Pin=28 dBm
Small signal gain 23.97 dB @ 10.95 GHz
IMD3 -23.5 dBc @ Pin=22 dBm
AM/PM -4.0 deg/dB

AM/AM 1 dB/dB

4. Conclusion

In this paper, a two-stage MMIC power amplifier with an efficiency of 37% using a 500nm GaN HEMT has been
designed for the transmitter of a remote sensing satellite. In the design of the power amplifier, maintaining a
balance between the parameters of output power, gain, and linearity of the amplifier is important and determines
the design path. As the linear output power increases, the efficiency of the amplifier decreases. Comparing the
characteristics of the designed power amplifier with other similar examples shows higher output power and gain,
which is confirmed by the FOM parameter.
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Table 1. Specification of the power amplifier

Specification Value

Frequency X band (10.95 GHz)

PAE 37% @ Pin=28 dBm
Output power P1dB 49.84 dBm @ Pin=28 dBm
Small signal gain 23.97 dB @ 10.95 GHz
IMD3 -23.5 dBc @ Pin=22 dBm
AM/PM -4.0 deg/dB

AM/AM 1 dB/dB
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Table 2. Comparison of several power amplifiers

g‘;‘;‘{g‘f“cy Technology 2;;‘)‘ Vd (V) ((1;]‘;‘;:) l():;'])': FOM Ref.
10GHz GaN MMIC 204 20 40 55 98 [3]
X Band GaN MMIC 14 21 364 57 88 [4]
9.5-10.5 GHz GaN MMIC 8 32 4255 50 88 5]
9.8 GHz GaN MMIC 12 30 34.77 71 85.6 [6]
X Band GaN MMIC 1 30 47 50 95 7]
10.95 GHz GaN MMIC 239 40 49.84 37 110.2 here
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Abstract

In this research, a compact multi-layer microstrip antenna for
Multiple-Input Multiple-Output (MIMO) systems with dual-
band circular polarization capability has been designed,
simulated, and fabricated. The antenna structure employs
separate coupling networks for each frequency band, each
comprising a hairpin resonator, a straight slot, and a U-shaped
groove. This configuration enables the establishment of two
signal paths with the requisite phase difference to feed the patch.
By applying a £90° phase shift, the antenna achieves dual-band
circular polarization operation. The principal innovation of this
work is the implementation of a multi-layer feeding network
that ensures an axial ratio below 3 dB, achieved through the
combined action of the straight slot and U-shaped groove to
excite a circular polarization resonance mode. The antenna
exhibits right-hand and left-hand
characteristics in different frequency bands. Simulation and

circular polarization
experimental results validate the antenna’s performance,
demonstrating impedance bandwidths of 3.0-4.2 GHz and 5.5—
6.6 GHz, with near-complete circular polarization coverage
across the first band. The gain response increases linearly with

frequency, achieving an average value of 5 dB.

Keywords: Antenna, Dual-band, Circular polarization, Multi-Input Multi-Output.

Highlights

e  Enhanced system efficiency across dual frequency bands.
e  Improved axial ratio via novel U-slot/straight-slot hybrid feed.
e  Compact MIMO antenna with dual-band circular polarization.
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1. Introduction
In the era of rapid technological advancement, wireless communication systems have undergone significant

transformation, encompassing applications from satellite systems and local wireless networks to the Internet of
Things (IoT). These developments have underscored the need for antennas with specialized capabilities. Slot-fed
microstrip antennas, renowned for their stable radiation characteristics and wide bandwidth, have emerged as ideal
candidates for supporting a diverse range of wireless communication systems.

Such antennas must not only be compact but also deliver optimal performance in terms of bandwidth and gain,
complying with IEEE standards. A critical feature in contemporary antenna design is the ability to achieve circular
polarization, which offers superior resistance to multipath fading and markedly improves communication quality.
Additional benefits of circular polarization include robustness against adverse weather conditions and reduced
sensitivity to transmitter-receiver orientation.

A major design challenge lies in integrating these characteristics into compact, planar structures that can be
seamlessly combined with active components. Printed antennas employing varied feeding techniques and
configurations are widely regarded as the most promising solution for meeting the demands of high-frequency
systems.

Designing MIMO antennas capable of covering multiple frequency bands with satisfactory radiation performance
presents a considerable challenge in antenna engineering. These antennas must demonstrate adequate impedance
bandwidth, effective axial ratio, desirable gain, and optimal radiation patterns across their operational bands.

2. Innovation and contributions

In this paper, a novel MIMO antenna structure is proposed. The design significantly enhances system efficiency
by optimizing performance across both operational frequency bands. A hybrid feeding structure combining U-slot
and straight-slot elements is introduced to improve the axial ratio, ensuring high-quality circular polarization. The
compact MIMO antenna achieves dual-band circular polarization, making it well-suited for modern wireless
applications that demand miniaturization and multi-band operation.

3. Materials and Methods

The U-shaped groove serves a dual purpose, functioning both as a coupling structure and as a single-mode
resonator, delivering a resonant frequency comparable to that of a circular resonator. For the directly fed patch
antenna, the circle radius is set at 12 mm in accordance with cavity antenna theory, ensuring operation at a single
resonant frequency. In contrast, the U-slot and circular patch design employs a slot-coupled feed to establish
coupling between the ground plane and the radiating patch. This approach not only enhances the radiation
characteristics of the antenna but also introduces additional resonances, resulting in improved bandwidth.
Furthermore, duplexing and filtering capabilities are seamlessly incorporated into the dual-band patch antenna.
The integration of these functions into a single device holds the potential to reduce the size, complexity, and
manufacturing costs of wireless systems, offering a compact and efficient solution for modern communication
applications.

4. Results and Discussion

To validate the antenna’s performance, the multi-layer structure was fabricated and experimentally evaluated at
the Antenna and Microwave Research Center of Islamic Azad University, Urmia Branch. The measured results
demonstrate good agreement with simulations, confirming the correct functionality of the proposed design.
Figure I presents a comparison between the simulated and measured return loss (Si:) of the antenna. Minor
discrepancies observed are primarily attributed to non-ideal connector effects and frequency-dependent substrate
dispersion.

Figure II displays the measured axial ratio performance. The results confirm that circular polarization is
maintained across the impedance bandwidth of 2.8-4.3 GHz, fully covering the first operational band. This
consistent circular polarization across the entire band represents a key achievement of the design.
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The second resonator, configured as a hairpin, U-slot, and patch resonator, establishes a mutually coupled
network. This configuration creates two distinct paths to deliver the input signal to the patch resonator, exciting
two orthogonal modes. A 90-degree phase delay is incorporated to fulfill the theoretical requirements for exciting

orthogonal modes, thereby enabling circular polarization.
Figure III illustrates the variation of antenna gain as a function of frequency. The gain demonstrates a quasi-linear

increasing trend across the operational band.
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5. Conclusion

This paper presents the design, simulation, and fabrication of a compact multi-layer microstrip MIMO antenna
with dual-band circular polarization capability. The antenna structure employs separate coupling networks for
each frequency band, each comprising a hairpin resonator, a straight slot, and a U-shaped groove. This
configuration enables the generation of right-hand and left-hand circular polarization in distinct frequency bands.
Simulation and experimental results validate the antenna’s performance, demonstrating impedance bandwidths of
3.0-4.2 GHz and 5.5-6.6 GHz. Circular polarization is maintained across nearly the entire first band. The antenna
gain exhibits a linearly increasing trend with frequency, achieving an average gain of 5 dB.
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Figure 1. Proposed dual-layer antenna configuration
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Abstract

High-Efficiency Video Coding (HEVC) represents the latest
advancement in video compression standards, offering
significantly improved efficiency by supporting high-definition
(HD) videos with double the compression capability of the
H.264 standard. However, motion estimation within HEVC
remains the most computationally intensive aspect of the
encoding process, accounting for the majority of the required
processing time. Although various methods have been
developed to mitigate this complexity, and many have
demonstrated practical effectiveness, the processing demands
continue to pose challenges for real-time applications. This
research introduces a fast sub-pixel motion estimation algorithm
designed to minimize the number of search points during video
encoding. The proposed approach leverages a mathematical
model grounded in motion physics and image characteristics
across consecutive frames, incorporating statistical insights into
the movement of elements within the video sequence. By
reducing the number of search points, the algorithm lowers
computational complexity while maintaining or even enhancing

relevant video quality metrics.

Keywords: Pixels, Motion estimation, Compression, Video coding, HEVC.

Highlights

e  Reducing the number of search points in video motion estimation.

e  Reducing the complexity of motion estimation calculations.

e  Increasing the speed of motion estimation calculations.

e Increasing the quality of the final image and video: This increases in quality in terms of PSNR-HVS and
PEVQ-MOS made the image better from the point of view of human vision.

Citation: D. Hosseini Avashanagh, M. Nooshyar, S. Barghandan, and M. Ghandchi, “Velocity and Direction-Based Motion Estimation in
Video Compression to Reduce Computation and Increase Video Quality,” Journal of Southern Communication Engineering, vol. 15, no. 57,
pp. 28-44 , 2025, doi:10.30495/jce.2025.1993480.1340 [in Persian].

COPYRIGHTS

https://creativecommons.org/licenses /by /4.0

©2025 by the authors. Published by the Islamic Azad University Bushehr Branch. This article is an open-access article
distributed under the terms and conditions of the Creative Commons Attribution 4.0 International (CC BY 4.0) @ @



https://creativecommons.org/licenses/by/4.0
https://doi.org/10.30495/jce.2025.1993480.1340
https://doi.org/10.30495/jce.2025.1993480.1340
https://doi.org/10.30495/jce.2025.1993480.1340
https://doi.org/10.30495/jce.2025.1993480.1340
https://doi.org/10.30495/jce.2025.1993480.1340
https://doi.org/10.30495/jce.2025.1993480.1340
https://doi.org/10.30495/jce.2025.1993480.1340
https://orcid.org/0009-0009-8634-507X
https://orcid.org/0000-0002-6786-7763
https://orcid.org/0000-0002-5443-0060
https://orcid.org/0000-0002-3308-2781

D. Hosseini Avashanagh, et al.: Velocity and Direction-Based... 29

1. Introduction

High Efficiency Video Coding (HEVC) stands at the forefront of international video compression standards,
delivering nearly double the compression efficiency of its predecessor, H.264/AVC, while supporting high-
definition video formats. Nevertheless, Motion Estimation (ME) remains the most computationally demanding
stage in HEVC encoding, accounting for up to 90% of the total encoding time. Conventional ME algorithms,
including the Three-Step Search (TSS) and its derivatives, aim to reduce the search space but often face challenges
in preserving accuracy, especially in high-motion environments.

To address these limitations, this study introduces the Direction and Velocity-Based Fast Motion Estimation
(DVBFME) algorithm, inspired by principles of human visual perception. The proposed approach predicts
macroblock displacement by leveraging both motion speed and direction, enabling efficient sub-pixel motion
searches with fewer candidate points and lower computational complexity. This method not only accelerates the
encoding process but also maintains competitive video quality, offering a practical solution for real-time
applications.

2. Innovation and Contributions
The key contributions of this research include:
e Novel ME Algorithm: Development of an innovative ME algorithm that utilizes motion direction and
velocity to select predictive search points.
e Efficiency in Search Points: Significant reduction in the number of search points during sub-pixel
refinement without sacrificing accuracy.
e  Human Visual System Integration: Incorporation of motion prediction techniques inspired by the human
visual system to enhance search efficiency.
e Computational Savings: Demonstration of considerable computational savings while either maintaining
or improving the Peak Signal-to-Noise Ratio (PSNR) in reconstructed video.

3. Materials and Methods
The DVBFME algorithm operates through a maximum of four stages, typically converging within three:

e Stage 1: The initial frame of each video sequence is encoded as an intra-frame reference.

e Stage 2: Motion vectors between the second frame and the reference are estimated using a modified
Three-Step Search (TSS) with reduced search points. Stationary macroblocks are identified when the
best match is located at the center of the search window. For these blocks, only minimal neighborhood
searches are conducted in subsequent frames.

e Stage 3: For moving macroblocks, the magnitude (pixels/frame) and direction of displacement are
calculated based on previous motion vectors. The search window for the next frame is centered
accordingly, followed by sub-pixel refinement to improve accuracy.

e Stage 4: If satisfactory matching is not achieved, the algorithm reverts to Stage 2 to ensure robustness.
This approach leverages spatial and temporal motion consistency, particularly in sequences with predictable
motion patterns (e.g., videoconferencing), where multiple macroblocks share similar motion characteristics. By
transmitting group motion vectors instead of individual ones, the algorithm reduces bitrate while maintaining
encoding efficiency.

4. Results and Discussion

The DVBFME algorithm was implemented in MATLAB 2022a and tested on standard 1080p FHD sequences,
including Kimono, Trevor, Caltrain, Coastguard, Missa, and Surfside. All experiments were conducted on a
workstation equipped with an Intel Core 17-3632QM CPU, 8 GB RAM, and Intel HD Graphics 4000 GPU.
Compared to traditional TSS, the proposed method achieved:

PSNR Improvement: An increase in PSNR ranging from 0.2 dB to 1.5 dB across the test sequences.

Bitrate Reduction: More efficient transmission of motion vectors leading to reduced bitrate.

Complexity Reduction: A decrease in computational complexity by up to 35x in certain sequences, nearing real-
time processing capabilities.

The performance improvements are attributed to the predictive search initialization, which reduces redundant
search points while maintaining matching accuracy. The balance between encoder-side complexity and decoder
simplicity makes this method suitable for low-bitrate, bandwidth-constrained applications.

5. Conclusion

This research introduces a motion estimation algorithm inspired by human visual perception that significantly
reduces computational load while maintaining video quality in HEVC encoding. By predicting macroblock
displacement through motion direction and velocity analysis, the Direction and Velocity-Based Fast Motion
Estimation (DVBFME) method achieves notable efficiency in sub-pixel refinement. The approach leverages
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spatial and temporal consistency in motion patterns to minimize redundant searches, optimizing both encoding
speed and resource usage without compromising visual fidelity.
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Table 1. Average estimation time and movement compensation of each sequence and qualitative parameters

Motion Motion
estimation time compensation SSIM MSE PSNR . Sequence
. Algorithm

(second) time (second)

0.048000 0.0282222 0.977 0.000086 39.720 DVBFME Trevor

0.4011935 0.0251258 0.932 0.00038 33.191 TSS

0.0370593 0.05862187 0.946 0.00049 28.936 DVBFME Caltrain

1.2880645 0.05770925 0.902 0.0011 29.539 TSS

0.0167042 0.01873125 0.964 0.000615 31.892 DVBFME Coastguard

0.2711806 0.02314193 0.920 0.00163 26.980 TSS

0.0376906 0.05690312 0.994 0.000893 39.674 DVBFME Missa

0.4939402 0.05845161 0.942 0.000828 32.765 TSS

0.3695011 0.50926801 0.992 0.00000797 48.869 DVBFME Surfside

3.150000 0.54545025 0.882 0.000786 30.700 TSS

ouls (55lwil sl B PSNR 4 SSIM lawgis :Y Jgao
Table 2. Average SSIM and PSNR of reconstructed frames
Sequences
Algorithms
BlowingBuBbles BasketballDrill Racehorses kimono
DVBFME 36.82 38.5 34.94 40.1
TSS 19.9 25.5 18.6 37.1
VTM[20] 34.03 354 34.7 35.8
HM[21] 31.05 33.6 335 353
RLVC[22] 30.69 30.8 31.2 342
M-LVC(C[23] 30.81 30.7 30.8 34.6
PSNR (dB) DVC-PRO[24] 30.89 31.1 31.01 349

DCVCI[25] 31.7 313 31.7 344
CANF-VCJ[26] 33.1 32.7 32.8 35.01
TCMVCI[27] 33.6 329 335 352
HEM[28] 34.25 33.55 343 35.82
[29] 34.65 342 35.1 359
DVBFME 0.994 0.989 0.993 0.998
TSS 0.718 0.749 0.95 0.861
VTM 0.990 0.986 0.988 0.986
HM 0.989 0.983 0.985 0.983
RLVC 0.991 0.982 0.987 0.982

SSIM M-LVC 0.987 0.977 0.98 0.977
DVC-PRO 0.989 0.982 0.986 0.982
DCVC 0.991 0.986 0.988 0.986
CANF-VC 0.988 0.984 0.985 0.984
TCMVC 0.992 0.987 0.989 0.987
HEM 0.992 0.988 0.991 0.988
[29] 0.993 0.989 0.991 0.989

BB e a1, 08 1 e lej o lsie ools 4o onds alxil ol slmls Jlaie 535 wesd b ool a5
Col 00y Jlag! Full HD 1080p g oS & golgiion ni 55l onds 7o cslesl oLl gl ans o als (glanylio
Cesl 03,8 LI Jgam ;5 1, JIgs ol 51 ol o sl |, adly alonil o8 > (ppass oloj Jawsgio b s

1080p S ya (slp <8 > (o oy bawgie ¥ Jgor
Table 3. Average motion estimation time for each 1080p frame

Algorithms Motion Estimation
DVBFME 0.216's
TSS 8.42s
TCMVC[27] 0.81s
HEM][28] 0.75s

[29] 0.94s
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Abstract

This paper presents the design of a broadband miniaturized
microstrip array antenna with circular polarization for anti-
GPS applications, featuring a single-port configuration. The
design process begins with the development of a broadband
antenna element optimized for increased bandwidth, suitable
gain, and circular polarization. A 1-to-4 power divider with 90-
degree phase progression at its outputs is then integrated,
feeding four antenna elements rotated 90 degrees relative to
each other, forming a 2x2 array. The inter-element spacing is
specifically designed to produce radiation pattern nulls at £90°,
enhancing resilience against GPS jammers. Full-wave
simulation results for the complete antenna system are
presented and analyzed. This antenna is particularly suitable
for integration in drones that rely on GPS for positioning,
offering improved anti-jamming capability while maintaining

compact form and circular polarization characteristics.
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e  Circularly polarized microstrip array antenna.
e  The designed antenna is used in anti-GPS systems and has a single port.
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1. Introduction

Microstrip array antennas offer significant advantages for airborne transmitters and receivers due to their
lightweight construction, manufacturing simplicity, and cost-effectiveness. Single-feed circularly polarized
patch arrays are particularly advantageous as they connect to a single feed network, eliminating the need for
additional circuitry that increases overall dimensions in dual-feed configurations—a factor that can compromise
frequency performance through elevated sidelobe levels. Conventional implementations typically suffer from
narrow bandwidth (<1%).

Among prevalent single-feed circular polarization techniques—including slotted patches, truncated-corner
patches, and diagonally-fed square patches—this work employs a square patch with two truncated corners fed
directly via an SMA connector. To enhance bandwidth, the patch height is increased, and electromagnetic
coupling is utilized for SMA feeding. Cost optimization is achieved through FR-4 substrate selection for the
radiating structure.

A custom 1-to-4 feed network, detailed in the design section, interconnects four antenna elements. This network
is fabricated on Rogers 4003 substrate to minimize feed losses. Full-wave simulation via Ansoft HFSS
demonstrates satisfactory antenna performance across an 8-11% bandwidth, meeting typical wireless
communication requirements while maintaining radiation pattern integrity and polarization characteristics.

2. Array design (2*2)

In this section, a circularly polarized single-element antenna is initially designed. Subsequently, a feed network
with appropriate impedance matching and 90-degree phase progression is developed to enable sequential
rotation, achieving an axial ratio below 3 dB. Finally, the integrated system performance is evaluated by
connecting four antenna elements to the output ports of the power divider, with comprehensive results presented
and analyzed.

2-1. Circularly polarized antenna

In this section, the design of a single-element circularly polarized antenna is presented. As illustrated in Figure I,
the antenna is fed directly by an SMA connector. Circular polarization is achieved by truncating two opposite
corners of the patch. To obtain sufficient impedance bandwidth, a substrate height of 42.9 mm is selected. For
cost efficiency, FR-4 material is chosen as the substrate dielectric. Since a 42.9 mm thick substrate is not
commercially available as a standard product, this thickness is realized by stacking six individual FR-4 layers,
each with a thickness of 1.575 mm.

AT
;/ o

—_

»
port

Figure 1. Single patch antenna with circular polarization

Due to the feeding configuration and the strategic placement of corner truncations, this antenna exhibits Right-
Hand Circular Polarization (RHCP). Consequently, the RHCP radiation pattern represents the co-polarization
component, while the Left-Hand Circular Polarization (LHCP) pattern corresponds to cross-polarization. The
gain of the single antenna element measures 2.5 dB, a result of employing a substrate with a relatively high
dielectric constant (g = 4.4) and the resulting compact patch dimensions compared to conventional designs. The
cross-polarization level remains below -20 dB, indicating excellent polarization purity suitable for circularly
polarized antenna applications.

2-2. Feed network 1 to 4
To form an array using the antenna element described in Section 2-1 and enhance overall gain, a 1-to-4 feed
network is implemented, as illustrated in Figure II. To improve the axial ratio (AR) bandwidth, the four antenna
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elements are rotated 90 degrees relative to each other and fed with sequential 90-degree phase shifts—a
technique known as the sequential rotation method.

Given the relatively long feed network path, a low-loss Rogers 4003 substrate (thickness: 1.575 mm) is used to
minimize losses. The input impedance of each single element is 50 ohms. By connecting two elements in
parallel, the resulting impedance becomes 25 ohms. A quarter-wavelength impedance transformer (length Ls) is
then used to match this 25-ohm impedance to 100 ohms. Finally, two parallel 100-ohm branches are combined
into the main 50-ohm feed line.

The length variations within the feed network produce the required 90-degree phase progression for sequential
rotation, thereby enhancing the AR bandwidth of the array.
Input port

o e
<_L3_:_ 180 Ws .
Ant 3 4_8’ —9Q°
> . :
Wy L, 1 Ant2
\'3._Wf )
x\‘ Wioo L, L,
\ v “— 1

4

v
—270° I rL
L= 6

, / X 0°

Ant 4 :L

Ant
Figure 1. 1 to 4 feed network for use in circularly polarized antenna arrays

2-3.2*2 Array Antenna
Figure III illustrates the 2x2 array antenna configuration, demonstrating the 90-degree rotational arrangement

between adjacent elements. A significant advantage of this design is its integrated feed network excitation.

The antenna exhibits a critical performance characteristic: it maintains a sidelobe level below -25 dB against
jamming signals and noise sources originating at the horizon level. This radiation pattern property makes the
proposed design particularly suitable for anti-GPS applications where interference suppression is essential. The
combination of sequential rotation feeding and optimized array spacing creates this desirable pattern
nullification in the horizontal plane.

Input port

ﬁogerss 4003 OND

Figure III. 2*2 array antenna with sequential rotation

3. Conclusions

A circularly polarized patch array antenna has been proposed, exhibiting an axial ratio below 3 dB and a VSWR
under 2 across a 12% bandwidth. A key advantage of this design is its radiation pattern, which achieves a
received power level of less than -25 dB relative to the main lobe at angles beyond £80°. This characteristic
makes the antenna particularly suitable for anti-GPS applications, as it effectively suppresses interference
arriving from near-horizon directions. The antenna performance has been thoroughly validated through full-
wave electromagnetic analysis.
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Table 1. Dimensions of the proposed antenna in figure 1

Parameter Amount Parameter Amount
Wg 50mm We 29mm
Lg 50mm ye 4.8mm
Wp 39mm g 0.61mm
Lp 39mm h 9.42mm
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Figure 1. Single patch antenna with circular polarization
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Table 2. Dimensions of the proposed feed line in figure 5

Parameter Amount Parameter Amount
We Y/fmm L 18.9mm
Wio -/JAfmm L 4mm
L, FA/fmm Ly 12mm
L, vy/omm Ls 26.7mm
Ls YA/6mMm Lg 9.8mm
L, £Elymm
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Abstract

In recent years, modeling uncertainties through natural
language has attracted growing attention, with Z-numbers,
introduced by Zadeh in 2011, being a key concept. A Z-
number consists of two fuzzy components: the first
represents the possibility of an event’s occurrence, while the
second expresses the probability of that occurrence. A major
challenge in applying Z-numbers lies in properly structuring
these two components; inappropriate strategies can lead to
inaccurate results, especially in group decision-making
contexts with large data volumes. To address this, the paper
proposes an optimal clustering approach for structuring the
components of Z-numbers more systematically and
purposefully. This method enhances the accuracy of Z-
number modeling by reducing errors in component
formation. The effectiveness of the proposed approach is
validated through a comparison with conventional fuzzy
methods, demonstrating improved performance in handling
uncertainty.

Keywords: Probability-possibility,
clustering, Z-number, CZ number, Fuzzy.

Unsupervised

Highlights
Using the unsupervised learning method in the optimal selection of expert opinions.
Effectiveness of the proposed method in choosing the optimal opinions of experts in the conditions
of large and complex data sets of expert opinions.

Determining the optimal points to determine the points that make up the intervals of the Z-number.
The use of any method or algorithm for unsupervised clustering of points forming the Z-number.
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1. Introduction
In the face of complex uncertainties, selecting an appropriate solution requires access to valid and reliable
information. Real-world data is often associated with uncertainty, and each type of data demands a specific
approach for analysis. For this purpose, various methods have been developed, including fuzzy set theory,
evidence theory, distance measurement, and Z-numbers, all of which are widely applied in decision-making
problems.
Among these methods, fuzzy modeling has gained popularity due to its ability to employ natural language.
However, its reliance on expert judgment reduces the confidence level in the results. In 2011, Professor Lotfi
Zadeh introduced the Z-number concept, which, by combining probability and possibility of occurrence, offers
higher accuracy in modeling uncertainties. Nevertheless, the main challenge in this method lies in optimally
forming its first and second components.
Previous studies have proposed different solutions to this problem, such as weighting methods, applying evidential
reasoning theory, neural networks, defining discrete fuzzy numbers, and ranking expert opinions. However, these
approaches are mostly applicable to small datasets and have limited efficiency for large-scale data.
In this research, a novel approach based on unsupervised clustering (K-means algorithm) is proposed to optimally
select expert opinions for constructing the initial structure of Z-number components. This approach not only
reduces dependency on a specific algorithm but also enables processing of large-scale datasets with linear
complexity, while maintaining high interpretability. As a result, the proposed method can serve as an effective
solution for improving the modeling of complex uncertainties across various domains.
e  Main Problem: Analyzing data with complex uncertainties and the need for accurate and reliable
methods.
e  Existing Methods: Fuzzy theory, evidence theory, distance measurement, Z-numbers.
e  Advantage of Z-number: Simultaneous integration of probability and possibility, higher accuracy
than probabilistic methods.
e  Current Challenge: Optimal determination of the first and second components of the Z-number.
e  Limitations of Previous Studies: Mostly suitable for small datasets and dependent on specific
methods.
e  Proposed Solution: Using unsupervised clustering (K-means) for optimal selection of expert
opinions.
e  Advantages:
o Reduced dependency on a specific algorithm
o Capability to process large datasets
o Interpretability and visualization of results
e  Application: Improving uncertainty modeling in decision-making and complex data analysis.

2. Innovations and Contributions
e  Using the unsupervised learning method in the optimal selection of expert opinions.
e  Effectiveness of the proposed method in choosing the optimal opinions of experts in the conditions of
large and complex data sets of expert opinions.
e  Determining the optimal points to determine the points that make up the intervals of the Z-number.
e  The use of any method or algorithm for unsupervised clustering of points forming the Z-number.

3. Materials and Methods

In many real-world decision-making scenarios, data often exhibit complex uncertainties that challenge the
reliability of analytical outcomes. To address such challenges, researchers have developed various theoretical
frameworks, among which Z-numbers—introduced by Professor Lotfi Zadeh in 2011—stand out as an effective
method for modeling imprecise information. A Z-number consists of two components: (1) the possibility of an
event, and (2) the probability of its occurrence. This dual-component representation enables more precise and
realistic modeling compared to conventional probabilistic approaches.

Despite their advantages, Z-numbers face a critical limitation: the accurate construction of their initial possibility
and probability components becomes increasingly challenging when working with large-scale and scattered expert
datasets. Existing approaches, such as weighted scoring methods, evidential reasoning, and neural network-based
weight estimation, often perform well only on small datasets or require strong assumptions about data
relationships, which limits their applicability in complex real-world situations.

To overcome these challenges, this study introduces the CZ-number method, an enhanced modeling approach
that integrates unsupervised clustering with the Z-number framework. Specifically, the K-means clustering
algorithm is applied to expert opinions to generate well-defined clusters, from which optimal representative points
are selected for both the possibility and probability components. This process ensures higher accuracy in capturing
expert knowledge, even in the presence of highly dispersed or large-scale datasets.
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The proposed method offers several key advantages:

e Scalability — capable of efficiently handling large datasets with linear time complexity.

e Algorithmic flexibility — can be implemented using any clustering algorithm that meets the required

properties, making it non-dependent on a single technique.

e Unsupervised learning — eliminates the need for predefined input-output relationships, enhancing

adaptability.

e Interpretability — provides clear data visualization and transparent component formation for better

decision support.
The remainder of this paper is organized as follows:

e  Section 2 provides a brief review of the K-means clustering algorithm and the fundamentals of Z-

numbers.

e  Section 3 presents the proposed CZ-number methodology in detail.

e Section 4 demonstrates the method’s effectiveness through a numerical example.

e  Section S concludes the study with final remarks and potential directions for future research.
Through this integration of clustering and Z-number modeling, the proposed approach contributes a robust,
scalable, and interpretable solution for addressing complex uncertainty in practical decision-making
environments.

Z-NUMBERS

MODELING UNCERTAINTIES
IN NATURAL LANGUAGE

CONCEPT
Z-number consists of two

fuzzy components:
l possibility and probability

Inappropriate strategies
in forming components
can lead to inaccurate
results

SOLUTION

Optimal clustering for
more accurate formulation
of Z-numbers

Figure I. The solution process of the proposed model

4. Results and Discussion

The main motivation for selecting PJM market price forecasts is the availability of free, real, and widely used data
in the international electricity market. The PJM website provides real-time (hourly) electricity prices, which many
market participants utilize to set prices and participate in the day-ahead market. In this study, it is assumed that
no local data are available, and the next-hour PJM market prices are predicted using both the conventional Z-
number method and the proposed approach.

Figure I shows the problem-solving process of the proposed method. In order to evaluate the obtained results, the
results were compared with the results obtained by the Z-score method at 100 points [1]. Additionally, the
execution time for each record was measured in MATLAB, considering 4,000 data points for each method on a
Windows 7 system with a 5-core processor and 4 GB of RAM. The results indicate that the proposed method
provides predictions closer to the actual values for each record. Moreover, the standard deviation of expert
opinions in the proposed method is lower than that of the conventional Z-number method, reflecting a more
effective utilization of expert knowledge. Although the proposed method requires slightly more computation time
due to additional steps, the execution time difference is negligible. Therefore, based on the results, the proposed
method produces forecasts that are more accurate and optimized compared to the conventional Z-number
approach.

5. Conclusion
In this paper, a novel approach to Z-numbers is proposed, incorporating unsupervised clustering of expert data.
In previous studies, a Z-number associated with a variable X is typically represented as a pair of fuzzy numbers
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(A, B), where A—the first component—is interpreted as a fuzzy restriction, and B—the second component—is
considered a measure of certainty regarding the first component. From a probabilistic perspective, in our approach,
both the first component A and the second component B are modeled as discrete fuzzy numbers.

The main motivation of this research is to enable straightforward modeling of any type of arithmetic operation
using discrete fuzzy numbers, while providing an optimal method for determining fuzzy intervals that best capture
both event characteristics and probabilities. The term optimal here refers to the preservation of data properties
when clustering probability data, ensuring that fuzzy interval formation benefits from an efficient algorithm. In
other words, these intervals can be easily managed without requiring any probability distribution to be predefined.
The algorithm's outcomes can support experts in final decision-making processes involving discrete fuzzy number
variables. As the Z-number framework in this study is augmented with a clustering algorithm, the computational
load of the proposed method is compared against the conventional Z-number approach. This comparison was
conducted using MATLAB software on a Windows 7 operating system equipped with a 5-core processor and 4
GB of RAM. The results demonstrate that while the proposed method involves additional computational steps and
consequently requires marginally more processing time than the standard Z-number method, the difference in
execution time remains negligible.
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Figure 7. Hourly price of electric energy in PJM market
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Table 2. Numerical results of targeted grouping of CZ-number intervals

First component second component
Low mode 0.5974 1.7408 2.7223 4.6724 0.033 0.0934 0.1548 0.2945
Medium mode 3.6019 5.669 6.5973 8.6256 0.2264 0.3648 0.4346 0.5580
High mode 7.4462 10.0757 11.5223 14.0204 0.4966 0.6238 0.07152 0.8388
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1. Introduction
Reversible logic circuits have emerged as a pivotal area of research in modern computing, particularly due to

their potential to minimize energy dissipation and information loss. These circuits, characterized by a one-to-one
correspondence between inputs and outputs, are fundamentally composed of reversible gates [1]. Unlike
conventional logic gates, reversible gates ensure that the input states can always be uniquely determined from
the output states, making them highly efficient for applications in quantum computing, low-power design, and
nanotechnology [2].

The synthesis of reversible circuits has been extensively studied, with numerous approaches leveraging
knowledge engineering and optimization techniques. Traditional methods often focus on single-objective
optimization, but the complexity of reversible circuits demands a multi-criteria approach to balance factors such
as quantum cost, circuit depth, and the number of ancillary inputs and garbage outputs. Metaheuristic
algorithms, known for their robustness in solving complex optimization problems, have shown promise in
addressing these challenges. Among these, genetic algorithms (GAs) and bat algorithms (BAs) stand out for
their ability to efficiently explore large solution spaces [3].

This paper presents a novel hybrid method combining genetic and bat metaheuristic algorithms to optimize the
synthesis of reversible circuits [4]. The proposed approach aims to improve upon existing techniques by
leveraging the global search capabilities of GA and the local search precision of BA. By modeling the synthesis
problem as a multi-criteria optimization task, our method achieves superior results in terms of quantum cost and
circuit delay, as demonstrated through simulations on benchmark circuits such as the two’s complement and full
adder [5].

The remainder of this paper is organized as follows: Section 2 reviews related work in reversible circuit
synthesis and metaheuristic optimization. Section 3 details the proposed hybrid algorithm, while Section 4
presents the experimental results and comparative analysis. Finally, Section 5 concludes the paper and suggests
directions for future research.

2. Innovation and contributions
This paper introduces a novel hybrid metaheuristic approach, combining genetic and bat algorithms, for the

synthesis of reversible circuits with simultaneous optimization of quantum cost and circuit delay. Key
innovations of the proposed method include:
e An automated population-sharing mechanism between the genetic and bat algorithms to prevent
convergence to local optima and enhance global search capability.
e A unified encoding scheme that enables concurrent optimization of gate selection and circuit layout,
facilitating efficient parallel processing.
e Demonstrated superior performance in benchmark evaluations, achieving a 19% reduction in quantum
cost compared to standalone algorithmic approaches.
This methodology contributes to the development of scalable and energy-efficient circuit design techniques,
with particular relevance for quantum computing and low-power electronic applications. The integrated
optimization framework effectively addresses multiple design constraints while improving overall circuit
performance metrics.

3. Materials and Methods
This study utilizes a hybrid metaheuristic methodology integrating Genetic Algorithm (GA) and Directional Bat

Algorithm (DBA) to optimize reversible circuit synthesis. The system is implemented in Python, representing
circuits as chromosomes in GA and locations in DBA, with a unified four-element encoding scheme per gate.
Benchmark circuits, including two’s complement and full adder configurations, are evaluated based on quantum
cost, delay, and garbage output metrics. A population-sharing mechanism between the two algorithms prevents
stagnation in local optima. Simulations conducted over 250 generations, with population sizes of 80 for GA and
60 for DBA, demonstrate accelerated convergence and superior solution quality compared to standalone
methods.

4. Results and Discussion
The hybrid GA-DBA method demonstrated superior performance in reversible circuit synthesis. For the two's

complement circuit, it achieved a quantum cost of 19 (compared to 25 for GA and 22 for DBA) and a delay of
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12 (compared to 20 and 14, respectively). In the case of the full adder, the quantum cost remained competitive at
98, while the delay was significantly reduced to 112 (versus 166 for GA and 140 for DBA). Although the
method utilized slightly more gates (12 compared to 10—11 for the two's complement circuit), it consistently
minimized garbage outputs (9 compared to 15-18 for the full adder).

These results highlight the effectiveness of population-sharing between algorithms in balancing exploration and
exploitation, enabling the hybrid approach to outperform standalone methods in multi-objective optimization.
The observed trade-off between gate count and other performance metrics suggests that future work could
explore weighted optimization strategies to further enhance circuit efficiency.

5. Conclusion
This paper successfully demonstrates the effectiveness of a hybrid GA-DBA metaheuristic approach for

optimizing reversible circuit synthesis. The proposed method outperforms standalone algorithms by
significantly reducing quantum cost and circuit delay while maintaining competitive gate counts. The innovative
population-sharing mechanism proves crucial in escaping local optima and achieving faster convergence.
Although the approach slightly increases gate numbers in some cases, it excels in multi-criteria optimization—
particularly in minimizing garbage outputs. The results highlight its potential for quantum and low-power
applications, with future work suggested to extend the method to higher-value logic systems and explore
weighted optimization strategies. The study contributes valuable insights into metaheuristic-based circuit design
automation.
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Table 2. Supplemental correctness table-2

2's Complement 1's Complement Binary Input
11 11 00
11 10 01
10 01 10
01 00 11

oM oz plod (uiyd Jou ¥ Jgor
Table 3. The correctness table of the whole adder

Carry (Cout) Sum (S) Cin B A
0 0 0 0 0
0 1 1 0 0
0 1 0 1 0
1 0 1 1 0
0 1 0 0 1
1 0 1 0 1
1 0 0 1 1
1 1 1 1 1
Y
A
B
0 — SUM
C(in) < C(out)

oleidn Py, b odiS gor pled (29,5 diged ¥ JSS
Figure 4. Sample output of all adder with the proposed method

1 Carry
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Table 4. Supplementary results-2
Synthesis method Delay Redundant leed‘ number The nu.mber Quantum
output number of inputs of gits cost
Genetic Algorithm 20 0 0 10 25
Bat Algorithm 14 1 1 11 22
Proposed Method (combined) 12 1 1 12 19
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Table 5. The results of all the adders

Synthesis method Delay Redundant Fixed. number  The nu‘mber Quantum
output number of inputs of gits cost
Genetic Algorithm 166 18 12 23 104
Bat Algorithm 140 15 12 23 98
Proposed Method (combined) 112 9 11 24 98
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Abstract
The advancement of smart cities and the expansion of the

Internet of Things (IoT), along with the need to reduce energy
consumption in green smart cities, signify a revolution in urban
planning and management. Despite social improvements and
increased efficiency, these advancements bring new challenges,
particularly in the realm of security and privacy protection. The
widespread use of sensors and smart devices leads to the
collection and processing of vast amounts of data, which, if
mismanaged, can pose significant threats to data security and
individual privacy. Blockchain, as an emerging technology,
offers new capabilities for enhancing security and privacy. This
study conducts a detailed examination of the impact of existing
policies and laws on security and privacy in smart cities and
analyzes the role of IoT and blockchain technologies in
improving these areas. It also explores the security and privacy
challenges and the integration of these technologies into urban
management. This research aims to optimize the use of modern
technologies while ensuring the security and privacy of citizens
in smart cities, thereby enhancing overall efficiency and public
welfare while safeguarding citizens' privacy rights.

Keywords: Blockchain, Data security, Internet of Things,
Privacy, Smart cities.
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e Analysis of data privacy and security challenges in the context of IoT and blockchain technologies in smart

cities.

e In-depth examination of legal frameworks governing data protection and privacy in urban environments.
e  Proposal of blockchain as a solution for addressing privacy concerns in IoT ecosystems within smart city

infrastructure.

e  Case study focusing on smart city legal and regulatory environments, with a spotlight on Iranian data

protection laws.
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1. Introduction

With the rapid acceleration of urbanization, smart cities have emerged as pivotal factors in transforming urban
spaces. These cities, leveraging advanced technologies such as the Internet of Things (IoT) and big data analytics,
bring significant improvements to the quality of life for citizens. Urban experts and planners are integrating
cutting-edge technologies, including cloud computing and sensors, to redesign urban infrastructures for
comprehensive and multidimensional interaction with smart networks [1].

Recent research highlights that cities such as London, New York, and Paris are increasingly embracing smart
transformations. These developments involve building new infrastructure and enhancing existing assets and
networks [2]. Moreover, the Indian government has launched a plan to develop 100 smart cities aimed at driving
economic growth through technological solutions for citizen engagement. Similarly, China is adopting a
government-driven approach to implementing smart cities, resulting in enhanced economic structures and
increased labor competitiveness [3].

Global spending on smart city projects is estimated to be approximately $81 billion, with projections to rise to
$1.91 trillion by 2030. Key technologies deployed in these cities include cloud computing, 10T, and networks of
sensors. However, the transformation of existing infrastructures and the management of new citizen interactions
present significant challenges for governments and local authorities, particularly in political, regulatory, and
technical domains [4]. As smart cities evolve and loT expands, security and privacy issues have become
increasingly prominent. The use of advanced technologies, such as IoT and big data analytics, necessitates a strong
focus on information security and privacy protection [5].

While existing research emphasizes the development of smart cities, comprehensive analyses of data security
threats and privacy complexities appear to be lacking. The primary objective of this study is to address this gap
by providing an in-depth analysis of the issues and challenges related to privacy and security in smart cities [6].
Data security in the face of cyber threats and unauthorized access is considered one of the most critical and
sensitive challenges [7-9]. This paper aims to cover the existing gap by conducting a thorough examination of the
threats and complexities associated with data security and privacy and addressing essential questions regarding
how these issues should be managed in the digital age [10]. In this context, the present study evaluates the existing
legal and regulatory frameworks and analyzes their effectiveness in coping with emerging technologies and
innovative approaches, aiming to strike a balance between technological advancement and individual rights.

2. Innovation and contributions

The novelty of this research lies in its interdisciplinary approach, bridging the gap between computer science and
legal studies to tackle privacy and security issues in smart cities. First, it provides a critical assessment of how
blockchain technology, when integrated with IoT infrastructures, can mitigate privacy concerns through
decentralized transparent data management. Unlike existing centralized systems, blockchain enhances trust among
stakeholders by enabling secure, immutable data exchanges without a need for third-party intermediaries. Second,
this study introduces a legal-technical framework that evaluates current privacy regulations—such as GDPR,
CCPA, and sector-specific data protection laws—within the context of smart city ecosystems. It assesses whether
these regulations are sufficient to address the complex privacy and security challenges posed by IoT networks and
proposes enhancements that could better align with the rapidly evolving digital environment. Finally, this paper's
contribution extends to a case study on the Iranian legal landscape, offering a unique perspective on how
developing nations are navigating the balance between urban innovation and citizen data protection. By examining
the legal efficacy of Iranian data protection policies, the study highlights the global relevance of these challenges
and offers tailored solutions for emerging smart cities around the world.

3. Materials and Methods

This research employs a combination of legal analysis, case studies, and technical assessments to evaluate the
data privacy implications of IoT and blockchain integration in smart cities. From a legal perspective, the study
conducts a doctrinal analysis of key international and national privacy frameworks, including GDPR, CCPA, and
Iran’s data protection laws. It examines how these regulations govern data collection, storage, and dissemination
in smart city contexts and explores potential gaps in their application, particularly concerning IoT and blockchain
technologies. Furthermore, the study reviews court cases, regulatory enforcement actions, and policy documents
to assess the real-world application of these legal frameworks. Technologically, the paper uses system security
evaluation methodologies to assess blockchain’s ability to enhance data protection in IoT networks. This involves
the examination of cryptographic techniques, data hashing, consensus protocols, and smart contracts that form the
core of blockchain security model. The effectiveness of blockchain in mitigating threats such as unauthorized
access, data breaches, and privacy violations within smart city networks is critically analyzed. The research also
includes a comparative case study on Iran’s smart city initiatives, focusing on legal frameworks and their
interaction with technological innovation. This case study highlights the regional differences in regulatory
approaches and the potential for international harmonization of privacy standards in the context of global urban
development.
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4. Results and Discussion

The results of the legal analysis indicate that existing privacy laws, such as GDPR and CCPA, are insufficient to
fully address the privacy risks posed by IoT devices in smart cities. These frameworks often focus on centralized
systems, which fail to account for the decentralized, distributed nature of IoT networks. For instance, while GDPR
emphasizes data minimization and purpose limitation, IoT systems continuously collect and process vast amounts
of data, making compliance with these principles challenging. From a technological standpoint, blockchain shows
promise in mitigating some of the security challenges associated with IoT data management. The use of
cryptographic protocols ensures that data transmitted within a smart city environment is encrypted and verified,
reducing the risk of data breaches. Moreover, the blockchain decentralized nature aligns with the distributed
architecture of IoT systems, enhancing data integrity and security. However, the study also identifies scalability
and latency as potential limitations of blockchain technology in large-scale urban environments. The Iranian case
study reveals that the country’s current data protection frameworks are underdeveloped in comparison to
international standards. Although recent legislative initiatives, such as the Data Protection and Privacy in
Cyberspace Bill, show progress, significant gaps remain in the enforcement and regulatory oversight of data
privacy in smart cities. The integration of blockchain technologies into Iranian smart city projects offers a pathway
to enhancing citizen trust, but it will require substantial legal reforms to ensure compliance with global privacy
norms.

5. Conclusion

The examination of security and privacy issues in smart cities and the proposal of improvement strategies reveal
that, with the advancement of technology and the expansion of smart cities, data security and the protection of
individual privacy have become critical challenges in these environments. These issues encompass unauthorized
access to data, cyber threats, and privacy violations, which require innovative and effective solutions for
resolution. To enhance security and privacy in smart cities, several measures are essential, including the reform
and improvement of relevant laws and regulations, the development of appropriate technological infrastructure,
education and awareness for citizens, and collaboration between institutions and industries. Moreover, leveraging
modern technologies such as the IoT and blockchain can significantly improve data security and privacy protection
in smart cities. The effective implementation of these solutions, alongside the coordination of various institutions
and industries, can pave the way for building smart cities with a high level of security and privacy. Therefore, a
thorough analysis of these issues and the presentation of improvement solutions will contribute to the progress
and development of smart urban environments, enhancing citizen satisfaction within these cities.
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! Personal Data Protection Law (PDPL)

2 European Union (EU)

3 General Data Protection Regulation (GDPR)

4 California Consumer Privacy Act (CCPA)

5 Consumer Data Protection Act (CDPA)

¢ Personal Information Security Structure (PISS)
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1 Secure Sockets Layer (SSL)
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Table 1. Types of Data and the Importance of Privacy and Data Security Protection in a Smart City

e s bl 9 (yiled dgdi rd bl .
. ) . wed bla Camod| odld ggi
M‘ 9 (P> LQJSJ 92 OleMb!
oolaiwl drosls (5,50, sosos (59 8y Loz &l bosls Judo e St Jaig o glroolo
b il sla JSSg s wols clblas> Cusdge glaosls S8l b, g oeals g Sélys swosls plis)
slealols olbxy| HTTPS o el mle dles (S e oley LialS g ol pleo) ZxBgo o Sodl i
JBg e ogee S fe (so90s
sleailolss 5l oolaxwl Ouiled 4 e puf gy 5 G280 slaosls CortsS Souty 9 b sools
Sl g e Sakal AR VE N ools yuss daosls sl gl sladaxd ol e j oo o) s jlauzxo
slcosgase Jlosl Lol 5 slovo Olezloe Lawgs &y Slogoua slacwlows s g oS
)| oolaiwl ‘(5“’)':""‘> ;J.Ldlu,u ;‘a...?m S (Lm> ‘)"9';
< sl e L
Ot
ol daosly (5,550, slo lasteal s Jlai g e Sgups B ras (6 5ledige Syl gwools
Gl e laass GiAl el glaools 4y jlome 2 Sy 9 B yan 2l s 9 @y By plii)
il o les glaoals ISO L (850 B pan Seals o5l i3l deasy 5o S5 adei 8
laasloles yoine 27001 a Sl loas, ;o slacss sl 5l eolinul [GURVRVReS,
At glaailol JURTRVeT: '
S
JLo.cl ‘4..3)_‘..... 9 J.c.‘> oD uuL..o 9 d)‘f\a.él .IaJJ.u OLO} u....tclf oD 6Lb°¢|a ).Ja;)
(o fd Gaiesgaze  den 2958wl > A S Cetlage Sy Lilys o 255l e g lowm 4 bas yo
e QLSS el gl el e (poga (soges s lhsl (139 G
SleMb| cosl di,o bl  sgec
Owiled cosls
Ceodw 9
slosls (g3lwe >3 sl oyuilgd 5 eolazuls gas 5 ool s 55 Coal 58 ol gosls
go,a| 6L"-"Jﬂ:§-’°° ) @)Ua.; (PFE Sl Q)LE.S LchbooL) (Vj‘)? )'l 6)A.i.\~.:d uwﬁ:lf (PFeE ‘5LQ°¢|,> ),Jw)
slacs;gls 5l oolinal slaslaliad o> K (s pga > (o FOE ol
JAsS deis jmnsis sHedli oLl pogaz (Gpoai wylas
Gwosls 4y oo o
wLm?
eSS, 5l eolatul o5 9l woyar m > pai Sleas CoaS sl )| Sleas g0 GNg p grosly
Coal SS9y i el wals cblas e oladg s Sldl g Ol 330 ¢(g s g olyl plis)
Jleel ¥ Jlast a0y shoee oilsd 3 eolatls gus Gaeils, Olaig s &S Lo ol
‘;Sl.q)z.a LgLanl._.,w )“ Coles (SS9 pds 6L®oé|o QIJ.SL.Q,Z ‘O"‘”‘S)'Q‘:‘
EH W )‘ oolaiwl cosls Lgl.tbob‘.) ‘5L°W|9->)~>

'Health Insurance Portability and Accountability Act (HIPAA)
2 Transport Layer Security (TLS)
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! Distributed Denial of Service (DDoS)
2 Advanced Persistent Threats (APTs)
3 Virtual Private Networks (VPNs)

* Intrusion Detection Systems (IDS)
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! Internet of Things (IoT)

2 Constrained Application Protocol (CoAP)

3 Message Queuing Telemetry Transport (MQTT)

4 Datagram Transport Layer Security (DTLS)

° Pre-Shared Key (PSK)

¢ Lightweight Machine-to-Machine (LwM2M)

7 Routing Protocol for Low-Power and Lossy Networks (RPL)
8 Hypertext Transfer Protocol (HTTP)
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® MQTT: OASIS (Organization for the Advancement of Structured Information Standards)



S setesmeans — (g0l 1ha g - Slis golslas slolas— ool als el Soiel g Bga> axlllas VoY

oolaiwl olSiws (yu Sledbl ( Siboyore 9 (S LSS uendd g Wrosls 5l cblas gl (6K 50, ST 51 oo laskin!
Jolis g wiloass >, 1 151,80 s aSis (la JSG g el Caouid (6l oo ikl o) IEEE 1888.3 (gl jlusliw! s
LSS 5l oolau] s cwyiws S g Cugr sl Slo e S LSS Laas (ledlbl cbli> gl ol Sl
el Gl Ty 5l bolews 5 ol n)5 Caga Sl g (o yiws J50S Gl 2oy, 5 Wesls 5l cbilis 6l 5 K5s,
IRCLIWE SRR Lovi BNy

ools Jlal cubld a5 conl JasgJom 4Y US55, S0 by JEsl S IS5 T obye JWSH Jpus JSgpm #
Slr @la) ol 0 p o0 0t (el Moz 2l 50 Cueglie 5 (b e diz wSle 2o S 59 )Mo | Hemeply ©)yg0n
S Sy 3l Lolliws 5 )5 Cuse 1ol g (pwyiws S5 Gln @baghs) 5 WMo pln 55 pslie 5 ol (2l jene
oly 5l olezel Slyig,a g f&fuo.laa ey Joile aiile segiie ol slo,Sg5ln 09,5 oyl :ro.i.o.la.n Olowlxo 09,5
oly 5l olezel Sluyse,0 g iedae eyl Jgile ) ool amo o al,l Ll iyl sloolKiws il 51 cyladol (g1, @ 590
Ol el sl Sy 5l Sledlbl 4y (g ptws 7S 5 bosls 5l cblax sl ala ) 5 Waoliws Cuel (roodi sl 599
b oS oo SaS laylosl 4y a5 cel @ledbl ol o poe gl (edlopm o lastiw! S AISO/MEC 27001 8 )lastow! s
slo S g daayg, daosl ) dacaslon Jols o lastinl ol oS g5lweols |, Sge FoleMbl sl o pae o S
oS 5l oolaiwl g bayloslu jo aledbl cosl Sgo o i uends Gl SledMbl 5l cbla> g o pae gl p3Y
i 8 laibewl pl gl S 5l el Sledlbl g ool 5l cblas (gl y alibes ool

Lol a5 cosl S| ogas > Ll Aol woz ol Ky e laibisl oyl ISOMEC 29100 o ylusbiw!
9 Gm uLC)Ua‘ 9 osls ‘5\09..4.7' S LYY UM Cew! dosls ‘5\09..4.7' o> w).nba 6|).v ‘5[9..0‘ 9 LD‘SvLo...Q‘)
i 3 laibewl fpl sla Sy 5l Sledbl cogasr m > b b e gl Co pas ¢lp ole oleial,

SlMb| cogas w5 Coel el sl canlie slasllinl 5 b JSSgn Gl wiabion i calisie slaayy o
9 L;aﬁ‘f swosls wile J.:uj‘}v slrosls 6‘)’.‘ (593 LQLQJS-.’.S):‘. 9 Lmo)l..\jt;wl s.:l?r.»..é}.v u*’l—“‘)-.’ .a)lo ‘_gel.;')' KONy
el Sl s 4 ply (s yeals Ul JSSg 0 g sgamme )5 SS9 ol (2la S5y (oagee 4l filug CuaBoe
Iy bosls Jlau! cosal la JSSg,p cpl 0isS Joe o940 aslgs oo« JESI 4Y cosal g ol St JEsl Y cosal Jolis o]
@ ey owyiwd S el 5 el Cledbl I cblis 0 4 wiS oo o2l 3 Cugr jlal g K5, 5l eslaal
\.\.»SGA SoS u.udyo 9 é&‘).s Lgl.moole

3 Sl Coali a4y aSLl caliie glaaY jo bosls el g o e sle Sl &1L1 L TTU-T Y.2060 acogs o picred
5 LOWPANG ol oo Juilinl des 5 pg mhaw deo coaS las Cans jlae glaosls (gl .auS o SeS a0l
G SuSS l oolaiwl g dgame loaSliis glp g b Jdo 4 LOWPANG .aisd #dly duie aslss .o RFC 6550
Gloasly o el ol s slo g, 4511 L RFC 6550 «pozren .0iS oo QML ) G sl goole ool (6,550,
ITU- oy ol o a5 Lo lailewl ol auS oo cdadlns Olagags ol 5o cns jlaors slaools ol 1 e Slgincs 5 OB oS
srosls sogar o, baas g Copde 4 allg g @ oo &l gam i slasll gl ole,Saly a5 T Y.2061
DS S g jlae

! Proactive Green Communication Networks (PGCN)
2 Stream Control Transmission Protocol (SCTP)

3 Trusted Computing Group (TCG)

4 Trusted Platform Module (TPM)
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¢ Information Security Management System (ISMS)
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