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Greedy Algorithm To Initialize The Ants

Input : samples of datasets for two couple class
newData = Change Samples Class to 1 and 2
For i=1 to nAnts do
DT = Decision tree model(newData)
Ants(i,DT.Correct) = 1 and Ants(i,Other Samples) = 0
If (DT.Incorrect == Null)
Break
End If
newData = Remove samples that have been incorrectly
classified of newData
End For
Output : Ants
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Ant Colony Optimization Algorithm For Classification
Input : Samples of datasets with features selected

Place each ant on initial node (Greedy Algorithm)
Set pheromone on the samples to small constant
Calculation of the merits of each ant, (eq. 4)
For i=1 to iteration do
For k=1 to nAnts do
Calculates directions probability of k ant, (eq. 5)
Move ant towards the path with ¢ dimensions
Apply local update pheromone, (eq. 6)
End For
Apply global update pheromone, (eq. 7)
End For
Output : Ant Best
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1 duration 9 urgent 25 serror_rate
3 service 10 hot 26 Srv_serror rate
4 flag 11 | num_failed logins | 33 dst_host srv_count
5 src_bytes 12 logged in 38 dst_host serror rate
6 dst_bytes 15 su_attempted 41 | dst_host srv_rerror rate
7 land 16 num_root - -
8 | wrong fragment | 23 count - -
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Actual Records Number of predicted
Records Type | Dataset | Number | Normal | DOS | U2R | R2L | Probe
Normal Train 67343 67338 0 0 0 5
Test 9710 9705 1 0 0 4
DOS Train 45927 0 45919 0 0 8
Test 7458 28 7430 0 0 0
Train 52 1 1 50 0 0
UZR Test 200 2 0 198 0 0
RIL Train 995 1 1 0 993 0
Test 2754 7 0 0 |2747 0
Probe Train 11656 3 1 0 0 11652
Test 2421 11 0 0 0 2410
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Methods Category | Normal | DOS | U2R | R2L | Probe | All
Fuzzy + ACO (15) | accuracy - - - - - 99.69
ACO + SVM (20) accuracy - - - - - 98.29

accuracy | 97.41 | 99.78 | 93.51 | 99.17 | 74.65 | 98.9
precision | 61.31 | 79.22 | 8.17 | 93.14 | 85.79 -
recall 97.65 | 75.26 | 73.55 | 24.66 | 68.86 -
f-measure | 75.33 | 77.19 | 14.71 | 39.00 | 76.40 -
accuracy | 99.81 | 98.05 | 65.38 | 87.54 | 95.83 | 99.00
FARCHD-OVO (27) | precision | 98.63 | 99.84 | 95.28 | 23.29 | 97.87 -
recall 99.81 | 98.05 | 65.38 | 87.54 | 95.83 -

IDS ACO (11)

SIPSO (17) accuracy - 99.80 | 97.50 | 82.50 | 99.70 -
CSM (9) accuracy - - - - - 99.79

RandomTree (19) | accuracy | 99.85 | 100.0 | 88.45 | 98.00 | 99.70 -

MARS accuracy | 99.71 | 99.97 | 76.00 | 98.75 | 99.85 -

accuracy | 99.81 | 99.74 | 99.39 | 99.76 | 99.68 | 99.79

precision 100 99.61 | 99.00 | 99.74 | 99.54 -
recall 99.62 | 99.86 | 99.79 | 99.79 | 99.81 -

f-measure | 99.81 | 99.74 | 99.29 | 99.76 | 99.68 -

Proposed Method
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Abstract

Intrusion detection systems for security in computer networks have been proposed to be crossed if
the attacker from other security equipment, able to detect it and prevent it from advancing. One of
the challenges of these systems, it is high dimensional data. In this study was to reduce the
dimensions of a simple genetic algorithm with the length of the string variable we use. Then,
according to selected characteristics, a meta-heuristic model for data classification, using ant colony
algorithm offer. Classification model proposed by trying to divide the data into two samples is
Hnjydh and Nahnjydh. The proposed method for evaluating the performance of database intrusion
detection NSL-KDD than other data from the records of more realistic approach is used. The results
of the experiments, the proposed method has better performance compared with other existing
methods show.

Keywords: Feature selection, classification, genetic algorithm, ant colony algorithm, database
NSL-KDD.




