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Abstract

Computer networks play an important and practical role in communication
and data exchange, and they also share resources with complete ease.
Today, various types of computer networks have emerged, one of which is
the Internet of Things. In the Internet of Things, network nodes can be smart
objects, and in this sense, this network has many nodes and there is a lot of
trafficin this network. Like any computer network, it faces its own challenges
and problems, one of which is the issue of network intrusion and disruption.
This dissertation focuses on detecting anomaly-based intrusion into the
Internet of Things using data mining. In this study, after collecting and
preparing data, the improved support vector machine with grasshopper
optimization algorithm is used as a proposed method to detect anomaly-
based intrusion in the Internet of Things. The bagging and k-nearest
neighbor classifiers and Basic SVM are compared based on error types and
standard performance criteria. The simulation results show 97.2% accuracy
in the proposed method and better performance compared to other

methods.
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Highlights
Using the grasshopper optimization algorithm to optimize all support vector machines hyper parameters that

require manual adjustment.

Using Fisher's discriminant analysis algorithm in order to maximize the inter-class distance and minimize the intra-
class distance with the aim of creating higher resolution.
Designing an anomaly-based intrusion detection system in such a way that the parameters are optimally

determined by the algorithm.
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13 Sequential minimal optimization
14 Implicit semantic data augmentation
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16 True Positive=TP

17 False Negative=FN

18 True Negative=TN

19 False Positive=FP

20 Sensitivity=Sn

2L Specificity=Sp

22 positive Predictive Value=PPV
23 Negative Predictive Value=NPV
24 Precision=P
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