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1. Introduction
The Internet of Things (1oT) has undergone remarkable advancements, becoming a cornerstone of modern
technology. Smart devices are now ubiquitous, seamlessly integrated into everyday life, offering unprecedented
convenience and efficiency. The proliferation of 10T devices has revolutionized various sectors, including smart
homes, healthcare, transportation, and energy management, by enabling automation, enhancing productivity, and
optimizing resource utilization [1]. However, this rapid expansion has also introduced significant challenges,
particularly in the realms of security and privacy.
One of the most pressing concerns is the vulnerability of 10T devices to cyberattacks. These devices, often
designed with limited computational resources and security measures, are prime targets for malicious actors.
Among the most prevalent and damaging attacks are Distributed Denial of Service (DDoS) attacks. In such
attacks, a multitude of compromised I0T devices, infected with malware, are harnessed to overwhelm a target
network with excessive traffic, rendering it inaccessible to legitimate users [2]. The consequences of these attacks
can be severe, disrupting critical services and causing substantial financial and reputational damage.
The rise in DDoS attacks has been fueled by the increasing number of 10T devices connected to the internet. These
devices, equipped with sensors and remote communication capabilities, have become integral components of the
IoT ecosystem. However, their widespread adoption has also expanded the attack surface, making them attractive
targets for cybercriminals. The situation is exacerbated by the fact that many IoT devices are deployed with default
configurations and lack robust security mechanisms, making them easy prey for malware such as the Mirai botnet,
which has been responsible for some of the largest DDoS attacks in recent history [3].
To combat these threats, researchers have developed various intrusion detection techniques. Traditional methods
include signature-based detection, which relies on a database of known attack patterns, and anomaly-based
detection, which identifies deviations from normal network behavior [4]. While these approaches have proven
effective to some extent, they are not without limitations. Signature-based methods struggle to detect novel
attacks, while anomaly-based techniques can generate high false-positive rates. Moreover, the centralized nature
of many intrusion detection systems poses scalability challenges, particularly in the context of 10T networks,
which generate vast amounts of data.

In recent years, machine learning and deep learning have emerged as powerful tools for enhancing intrusion

detection capabilities. These techniques can analyze complex, high-dimensional data and identify subtle patterns

indicative of malicious activity [5]. Deep learning, in particular, has shown great promise due to its ability to
model non-linear relationships and capture intricate features in network traffic. However, the effectiveness of
these methods depends on the quality and balance of the training data. Imbalanced datasets, where one class of

data is underrepresented, can lead to biased models with poor detection performance [6].

To address these challenges, this paper proposes a distributed intrusion detection system within a Software-

Defined Networking (SDN) framework. SDN offers a centralized control plane that can dynamically manage

network resources and traffic flows, providing a flexible and scalable platform for implementing security

measures [7]. The proposed system leverages several advanced techniques to enhance detection accuracy and
efficiency:

1. Data Balancing: The Synthetic Minority Over-sampling Technique (SMOTE) is used to balance the dataset,
ensuring that the model is trained on a representative sample of both normal and attack traffic [8]. This step is
crucial for improving the model's ability to detect rare but critical attack events.

2. Feature Selection: The African Vulture Optimization Algorithm (AVOA) is employed for feature selection.
This metaheuristic algorithm, inspired by the foraging behavior of vultures, excels at navigating complex,
high-dimensional search spaces to identify the most relevant features for intrusion detection [9]. By reducing
the dimensionality of the data, AVOA enhances the efficiency of the detection process and improves the
model's performance.

3. Deep Learning: The system incorporates Long Short-Term Memory (LSTM) networks, a type of recurrent
neural network known for its ability to capture temporal dependencies in sequential data. LSTM is particularly
well-suited for analyzing network traffic, which often exhibits time-based patterns. The trained LSTM model,
along with the optimized feature set, is deployed across the SDN switches, enabling distributed detection of
DDosS attacks in real-time.

The primary contribution of this research is the development of an efficient, distributed intrusion detection system

tailored for 10T networks. By integrating data balancing, intelligent feature selection, and deep learning within an

SDN architecture, the proposed system addresses key challenges in 10T security, such as data imbalance,

scalability, and detection accuracy. The system's distributed nature ensures that it can handle the high volume of

traffic generated by 10T devices, while its advanced algorithms enable precise and timely detection of DDoS
attacks.

In summary, this paper presents a comprehensive solution to the growing threat of DDoS attacks in 10T networks.

By leveraging the strengths of SDN, machine learning, and deep learning, the proposed system offers a robust and

scalable approach to enhancing the security of 10T ecosystems [10]. The findings of this research have significant
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implications for the development of future intrusion detection systems, paving the way for more secure and
resilient 10T infrastructures.

2. Innovation and contributions

The proposed method for detecting network attacks employs a distributed architecture within SDN switches. This

method consists of the following steps:

1. Data Balancing with SMOTE: The SDN controller receives network traffic and balances the dataset using
the Synthetic Minority Over-sampling Technique (SMOTE). This technique generates synthetic samples for
minority classes (e.g., attack traffic), addressing data imbalance and preventing overfitting.

2. Feature Selection with AVOA: The controller utilizes the African Vulture Optimization Algorithm (AVOA) to
select the most important features from the network traffic. AVOA excels in identifying optimal features due
to its ability to perform both global and local searches simultaneously. Each feature vector is treated as a
vulture, and the optimal feature vectors are selected using objective functions.

3. Training the LSTM Deep Learning Model: The controller employs an LSTM (Long Short-Term
Memory) neural network to classify network traffic. LSTM is particularly effective for analyzing time-series
data and avoids issues such as the vanishing gradient problem. The trained LSTM model, along with the
optimal feature vector, is distributed to the SDN switches.

4. Intrusion Detection in SDN Switches: Each SDN switch analyzes network traffic using the optimal feature
vector and the LSTM model to detect attacks. The switches can also share information about malicious IP
addresses of attacking nodes and block malicious traffic.

5. Information Sharing Among Switches: SDN switches share information about malicious IP addresses among
themselves, enabling more effective identification and mitigation of DDoS attacks.

Key Innovations of This Paper:

e Data Balancing: The use of SMOTE resolves data imbalance issues, improving model accuracy and
robustness.

o Intelligent Feature Selection: The African Vulture Optimization Algorithm (AVOA) accurately selects
important features, reducing data dimensionality and enhancing detection efficiency.

e Use of LSTM: The LSTM neural network is highly effective for detecting DDoS attacks due to its ability to
process time-series data and capture temporal dependencies.

e Distributed Architecture: Distributing the intrusion detection process across SDN switches increases system
speed, scalability, and efficiency.

This method integrates advanced techniques such as SMOTE, AVOA, and LSTM to create an efficient and

accurate intrusion detection system for SDN networks.

3. Materials and Methods

In the proposed method, the SDN controller utilizes the optimal feature vector calculated by the African Vulture

Optimization Algorithm (AVOA) as the input for the LSTM classifier. The LSTM neural network, a deep learning

model, incorporates input, forget, and output gates, making it highly efficient for classifying network traffic. This

network models hidden states and cell states using specific equations, enabling it to analyze time-series data and

retain critical information in its memory. These characteristics make LSTM particularly effective for detecting

network attacks.

One of the key advantages of the LSTM network is its ability to avoid issues such as vanishing

gradients or exploding gradients, which are common in traditional recurrent neural networks (RNNs).

Additionally, LSTM can process longer sequences of data, overcoming the limitations imposed by activation

functions. By leveraging the AVOA algorithm to select important features, the accuracy and effectiveness of

LSTM in detecting attacks are significantly improved.

The proposed process involves the following steps:

1. Data Balancing: Network traffic enters the SDN controller and is balanced using the SMOTE method.

2. Feature Selection: The AVOA algorithm is applied to select the optimal features, and the feature vectors are
updated.

3. Model Deployment: The trained LSTM model, along with the optimal feature vector, is distributed to the SDN
switches.

4. Attack Detection: The switches use the LSTM model to detect DDoS attacks and block malicious IP addresses.

This method achieves high accuracy in attack detection by intelligently combining feature selection and deep

learning.

4. Results and Discussion

The proposed intrusion detection system is implemented in an SDN architecture using Matlab and evaluated
against similar methods. It utilizes 70% of the data for training and 30% for testing, with data normalized between
0 and 1. The system employs the AVOA for feature selection and LSTM for classification, achieving high
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accuracy, sensitivity, and precision. The NSL-KDD dataset, which includes four main attack types, is used for
evaluation. However, the dataset is highly imbalanced, with normal traffic dominating. To address this, the
SMOTE method is applied to balance the data by generating synthetic samples for minority classes.
Experimental results show that without balancing, the system achieves 96.68% accuracy, 95.52% sensitivity, and
95.44% precision. With SMOTE balancing, these metrics improve to 99.34%, 99.16%, and 98.93%, respectively.
The system outperforms other feature selection algorithms like WOA, HHO, and GEO due to the superior
intelligence and hierarchical mechanism of AVOA. Additionally, it surpasses deep learning methods such as CNN
and CNN+LSTM, as well as hybrid swarm intelligence algorithms like Black Widow and Honey Bee and Grey
Wolf Optimizer, in terms of accuracy. However, it slightly lags behind the majority voting-based method.

In conclusion, the proposed method combines SMOTE, AVOA, and LSTM to create an efficient and accurate
intrusion detection system. Data balancing and intelligent feature selection significantly enhance its performance,
making it highly effective in detecting DDoS and other cyberattacks. This approach demonstrates the importance
of addressing data imbalance and leveraging advanced optimization and deep learning techniques for robust
network security.

5. Conclusion

The Internet of Things connects smart devices to generate and collect vast amounts of data, but it faces significant
challenges from cyberattacks that disrupt services. To address this, the proposed method introduces an efficient
intrusion detection system within a distributed SDN architecture. This system leverages the SMOTE algorithm to
balance imbalanced datasets like NSL-KDD and uses the AVOA for feature selection to reduce network traffic
dimensionality. The selected features are then used to train a LSTM neural network, enabling accurate attack
detection. Evaluations show that the proposed method outperforms deep learning models like CNN and RNN, as
well as feature selection algorithms such as WOA, HHO, and GWO, in terms of accuracy.

A key strength of the proposed method lies in its use of swarm intelligence, which enables parallel searching for
optimal feature vectors. Parameters like population size and iteration count are carefully tuned to balance accuracy
and computational efficiency. Future work could explore integrating majority voting mechanisms for attack
detection in SDN switches and employing advanced neural networks like GRU and CNN to further enhance
detection capabilities. This approach demonstrates the importance of combining data balancing, intelligent feature
selection, and distributed architectures for robust IoT security.
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Figure 1. The mechanism of DDoS attacks against network services [17]
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Network traffic enters the SDN controller, where it undergoes preprocessing and normalization

W

Network traffic is balanced using the SMOTE method, where synthetic samples are added to the minority classes to balance
the dataset.

W

Tuning the parameters of the AVOA algorithm and encoding the feature vector as a vulture.

v

Creating an initial population of feature vectors for attack detection

—
N

Yes

Evaluating feature vectors using the objective function in relation 2, and j=1

f No
jFivl j<=nPop t=t+1 |
Yes
Selecting two optimal feature vectors as the leaders of the two vulture groups and tuning the parameters F, Z and t
Yes /\ No
|F=>1
No
Yes
No Yes No Yes No
P1 > rand;
Updating the features Updating using Updating using Updating using Updating using Updating using
using relation 6 relation 17 relation 9 relation 13 relation 16 relation 17

Reducing the dimensions of network traffic using the optimal feature vector and training the LSTM

v

Sending the trained LSTM model with the optimal feature vector to SDN switches.

Vv

Detecting attacks in SDN switches by blocking malicious IPs.

Al 4y Dax yanseid jo (golpaing g, Olagld A S
Figure 8. Flowchart of the proposed method in detecting network attacks
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Figure 9. Imbalance in the NSL-KDD dataset
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Table 1. Features used in the NSL-KDD dataset
Feature type Features
Duration, src_bytes, dst_bytes, land, wrong_fragment, urgent, hot, num_failed_logins, logged_in,
num_compromised, root_shell, su_attempted, num_root, num_file_creations, num_shells,
num_access_files, num_outbound_cmds, is_host_login, is_guest_login, count, srv_count, serror_rate,
Numerical Srv_serror_rate, rerror_rate, srv_rerror_rate, same_srv_rate, diff_srv_rate, srv_diff_host_rate,
dst_host_count, dst_host_srv_count, dst_host_same_srv_rate, dst_host_diff_srv_rate,
dst_host_same_src_port_rate, dst_host_srv_diff_host_rate, dst_host_serror_rate,
dst_host_srv_serror_rate, dst_host_rerror_rate and dst_host_srv_rerror_rate.

Non-numerical “Protocol type”, “Service”, and “Flag”.
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Figure 10. Imbalance in the NSL-KDD dataset
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Figure 11. The role of data set balancing in increasing the accuracy, sensitivity and accuracy of the proposed model
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Figure 12. Comparison of accuracy, sensitivity and accuracy of attack detection with feature selection methods
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Figure 13. Comparison of attack detection accuracy with learning methods

53k (slobs, b Edler aeieis C3s duglie Y JS5

1 Whale Optimization Algorithm (WOA)
2 Haris Hawks Optimization Algorithm (HHO)
% Golden Eagle Optimizer Optimization Algorithm (GEO)




e ShelMe Lo somom JUSI (el slogdss 19 DDOS odlox Ll MY

s yarly jo golpainn (hg, Y S Jloged 100,100 0529 #5080 l v o sl jo S Conl digy Olgz g0 lawes
[\“Y]wl W) me&;bbjwuéﬁéb u»j)u\-a?ld

mBA+Voting BABC+BWO+CONV+LSTM
Percent 99.81 OGWO+LSTM OPSO-IRF
100 - 98.67 BProposed Method 08.09 99.22
98 - 96.38
9% -
9 |
92
90
8s -
86 -
84 -
82 -
80 . . . . .
'\\Q% %&® %&@ é ‘&05
A° & & & Sl
i QOQ ®$ QQ%"
X ‘0
O N
X
N

Geoe S5k 5 Grdle (6550 b oddinS 5 (29,5 (s sla b b sleiiny by, 8 anylie N SO
Figure 14. Comparing the accuracy of the proposed method with group intelligence methods combined with machine learning and deep
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