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Abstract: Fog computing with cloud computing is useful for real-time processing in the IoT ecosystem. Fog computing
can be used to outsource and lighten the computations of the end nodes because it is closer to the end nodes and has
higher processing and communication power. On the other hand, the privacy and security of users of IOT are
significant.This can be achieved by attribute encryption fine-grained access control schemes like ciphertext-policy
attribute-based encryption (CP-ABE). Along with the improvements of the mentioned schemes, there are challenges such
as attribute revocation and user revocation. In this article, we intend to review the new schemes based on CP-ABE,
examine their extensive capabilities, and find an approach to the challenges each of them tried to solve. Also, clarify the
architectural details of the mentioned designs implemented in the fog computing framework, such as the access policy
model, attribute authority model, and underlying operations. Finally, we examine the weak points of the schemes to
predict future development trends and present open issues.
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Extended Abstract

1- Introduction

To maintain the confidentiality and privacy of users in the
Internet of Things (IoT) network, it is necessary to benefit
from access control schemes. One of the most practical
access control schemes in the IoT ecosystem is based on
attribute-based encryption (ABE). The most important
feature of these designs is granularity and support for one-
to-many public key encryption algorithms. These features
help secure and efficient authentication and authorization
of multiple users with minimal need for key management.
Designs based on ABE are divided into two general
models: CP-ABE and KP-ABE. In general, the framework
of these schemes includes four algorithms: setup, key
generation, encryption, and decryption. In the less-used
KP-ABE model, each data user must decrypt the ciphertext
based on an access structure they define and a secret key
provided by the data owner. The access structure and
secret key are determined based on the attributes of the
data users. This scheme has received less attention due to
the inflexibility of the data owner in defining the access
policy. However, the CP-ABE design, which is designed
in contrast to KP-ABE, has been highly regarded due to its
flexible and fine-grained structure. The data owner defines
and encrypts the plaintext based on an access structure. If
the data user's secret key can satisfy the access structure, it
can decrypt the ciphertext. The main drawback of these
two models is the underlying operation of bilinear pairing,
which has a high computational overhead. Also, the
operation of revoking users and their attributes is not agile.
For this purpose, in many types of research, the authors
outsourced operations with high overhead to the cloud
server to lighten the calculations. However, the cloud
server is not a suitable option due to its centralized
structure and long distance from the end nodes, which
often have limited processing resources. Therefore, in
relatively recent research, designers took advantage of fog
computing architecture with cloud computing. The RNS-
ABE model was introduced as a special case in which the
ABE access control scheme uses the residue number
system (RNS) instead of bilinear pairing.

2- Methodology

This article first introduces basic concepts and definitions
in the field of ABE, such as bilinear pairing, basic CP-
ABE access control scheme, RNS, RNS-based access
structures, access tree and LSSS, IoT for health and
transportation, and proxy re-encryption (PRE) are
discussed. Then, we reviewed and analyzed the latest
articles in the field of ABE that implemented the
infrastructure of fog computing and cloud computing in
their architecture. In the end, the most relevant and newest
articles have all implemented fog calculations from the

perspective of the access structure model, attribute
authority model, attribute and user revocation capabilities,
underlying operations and other plugin capabilities such as
hiding the access structure or blockchain implementation
has been compared to be a basis for researchers in the field
of ABE.

3- Results and discussion

In recent articles, more attention has been paid to the
implementation of blockchain and it has been used in
entities such as multiple attribute authority and fog
computing. In addition, due to the high computational
overhead of bilinear pairing, the focus has been on the
underlying operations such as RNS, so that the
calculations are inherently fast and there is no need to
outsource expensive operations to fog calculations.
Another shortcoming of CP-ABE schemes is the
obviousness of the access structure embedded in the
ciphertext, which some researchers have introduced ideas
to hide from data users. Another challenge of these plans,
which Bettencourt, the creator of the CP-ABE basic plan,
also acknowledges, is the revocation of attributes and
users, which have not been considered in many plans. In
some designs, only one of the two has been given
attention. Of course, all these designs have used PRE,
which imposes a high computational overhead. In one of
the research studies, the concept of user cooperation for
decrypting the ciphertext was discussed, which is a
practical and interesting idea.

4- Conclusion

ABE schemes are one of the most practical access control
schemes that maintain user confidentiality, privacy, and
security of devices and sensors in the IoT. The most
important and flexible model of these designs is CP-ABE.
This model has features such as granularity, the ability to
design an access policy by the data owner, and easier
management of encryption keys due to their one-to-many
nature. But along with its advantages, it also has
challenges and drawbacks. Their underlying operations,
such as bilinear pairing and powering, have a high
computational overhead, and features such as revocation
of attributes, revocation of users, key escrow, non-
confidentiality of the access policy embedded in the
ciphertext, and the use of a single attribute authority,
which will reduce its scalability; It has a challenge. Several
solutions have been used to solve the above issues, such as
fog computing implementation, multiple attribute
authorities, blockchain, and using operations such as RNS
and XOR instead of bilinear pairing. In the future, we
suggest designing revocation algorithms in RNS,
combining blockchain and RNS, and creating additional
features such as hiding and user cooperation in RNS.
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7 Vehicle-to-vehicle (V2V)

8 Road side units (RSU)

° Data Owner (DO)

1%Data user (DU)
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! Proxy re-encryption (PRE)

2 User revocation

3 Attribute revocation

4 Internet of Vehicles

3 Vehicular fog computing (VFC)
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3 Identity-Based Broadcast Encryption (IBBE)
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! Identity-based encryption (IBE)

3Key escrow

3 Matchmaking attribute-based encryption

4 Fuzzy identity-based encryption (FIBE)

3 Conditional Chosen Ciphertext Attack-2 (Conditional CCA-2)
¢ Key Policy-Attribute Based Encryption (KP-ABE)

7 Lightweight Fine-Grained ciphertexts Search (LFGS)

8 Searchable encryption (SE)
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2 Electronic Health Record (EHR)
3 Vehicular social networks (VSN)
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