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Abstract

Background and Purpose: The main purpose of software-defined networks is to separate data from the control. That is,
the elements are obtained through centralized remote controllers, rather than through distributed control protocols. Identifying
a trusted node from an unsafe node is also one of the challenges in this area. By finding and removing malicious nodes from
secure nodes, packets are re-sent and energy is prevented, and network life is increased. On the other hand, the existence of
hostile nodes to collect information or destroy sensitive data, as well as disabling the network and disrupting it in various
ways, has made this area of great importance. In cases where the workspace and environment are secured, the sensor node
may become a selfish node for the rest of its life, refusing to send or receive information. In this way, the data that exists in
the previous path to the destination node will never be collected and without trust management, the validity of the received
information will remain unclear. Therefore, the failure of a sensor node or its death due to lack of energy should not cause
failure or disruption of the entire network, and the existence of various routes to send data using the calculated trust can be
considered as a way to do this. Even so, they are often controlled in a distributed way. However, their potential challenges
are more complex and can theoretically be solved with better network knowledge. In software-defined wireless sensor
networks, security and energy are two critical issues. However, few studies have provided these two aspects simultaneously.
With the widespread deployment and use of sensor networks, security and trust management issues are becoming a major
concern. So far, the main focus of different research has been on building practical and useful sensor networks, with less
emphasis on security.

Methods: This research examines the security challenges in software-defined wireless sensor networks and summarizes the
key issues that need to be addressed to achieve security. In this study, sensors were studied that, to conserve their energy,
became selfish nodes and refused to receive or send data. Trust in such nodes will be discussed through the four criteria of
honesty, intimacy, energy, and humility. In this regard and as the first step, the clustering is taking place by a software-
defined network, to cluster the number of distributed sensors. For this purpose, the combination of two algorithms, which are
k-means and kNN, is done based on the number of sensors used by the software-defined network, and then the optimal
routing, which is based on energy consumption and trust priority is considered.

Results: The proposed model is deployed for three different scenarios, with 50, 100, and 200 sensors with random
distribution. Furthermore, some safe methods for achieving security in wireless sensor networks are described, and finally, a
proposed integrated approach based on trust to ensure the security of sensor networks is presented.

Discussion and Conclusion: The results of this study show that the proposed model has been able to have optimal energy
consumption due to building trust.

Keywords: wireless sensor networks, software-defined networks, trust, security.
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//}rmeans Initiated

Far k-meansFunction (chuster: list) do
AK — AK + cluster &
B+ Bk + cluster B

End for

AK + AK /long (cluster)

BE + BE /long (cluster)

NeN-1

Retum (AK, BE)

/ICluster_Head Selection

Far (j from 1 to long (Cluster))
Do 4 — Clustar. &
B e Cluster B
Distanee = zort (AK - A) # (AR - 4) + (Bk - B) « (Bk—E))
If (distance < distance_minimun)

Then

Distance minimuny=distance
Endif
End for
Retum (distance_mminum)
{1Cluster Selection
Modes number for CH (k)
Do Network chustars
Fandom choice of k nodes based on munber of total nodes
Repeat Apply the k-means method until cover_all
Clusters_Created
i/ Chusters creation with their members
Far each Cluster Head
(Calculate the centroid of I nodes
FEES Y
B=i31B
Chooss the node clozest to centroid with sufficient energy
//Check for Wearest Neighbor
For z+— 1 ton do visit all the nodes ina cluster
Initialize the list path nodes
Vizit node +— True
Check for Current noda
Fari—2ton
Find the minimum Distance between sach node in each row

dinoded, nodes) = \Il(nan‘aﬂ.,{ — nodeB, ) + (noded,* —nodeB,’)
Visit all nodes.
Preserve the K obsarvations from the localizad nodes close to A using fhe
Diztance caleulztion fimetion d zccordimgly
Add each new closest to a & cluster

Retum path

[fthe node vwas a Chuster Head in the th Last propagation,

Then

(Choosa based on Trust & Energy
Select the adequate Cluster Head
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Public class Secure_Trusted_Algo

Public inf counter, slot_duration, delimiter = 0; public DateTime timeStart;
Public String path, pathl;
Public float locatorRadius = 0, sensorRadius = 0;

Public Secure_Trusted Algo (ArrayList asensor, int counter, int slot_duration, String path, String pathl,
float locatorRadius, float sensorRadius, int delimiter, int SensarModel, double initialenergy)

{

set_parameters (locatorRadius, sensorRadius, counter, slot_duration); localize (asensor,
locatorRadius, path, pathl, delimiter, SensorModel, initialenergy);

i

Public void set_parameters (float locatorRading, float sensorRadiug, int counter, and int slot duration)

{
this locatorR adius = locatorR adins;
This sensorRadius = sensorRadins:

This counter = counter;
This slot_duration = slot_duration;
t

/Rezidual Energy Consumption
If (sensorResidualEnergy = 0

i
If (counter = ()

{
String sector ="", sect ="
Sector = path + %elot” + (counter / slot_duration) + " _sectors of semsor” +5+."+ extVtile to store
max point in each of eight sector
String location =write_location ="", samples =", sample ="", sample! ="", pos

Location = path + 'sensor + 5+ "." + ext; //file to store estimated pozition only write location =
path + \slot "+ (counter / slot_duration) + " sensor” +3+" %+

Ext;
Intxg=0,yg=0, score, scorel, ne =0, nsl = ;
Floatsx =10, 5y =0, szl =0, 51=10
Ax=0ay=0;
Intmin_x = 1000, mint = 1000, max_x =0, max_y = 0; double k = {://number of
samples
Double ERth =4 * locatorRadius * locatorRadius, ER. =0;
H
}
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