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Abstract

Introduction: The integration of Internet of Things (l1oT) devices in the healthcare sector has brought significant
advancements in patient care and data management. These technology-driven innovations hold great promise, while
simultaneously raising important security concerns, particularly regarding the protection of medical data against potential
cyber threats.

Method: In the initial phase, we leverage blockchain-based request and transaction encryption to enhance the security of
data transactions, establishing an immutable and transparent framework.

Resultst: is used for attack classification. We compared the performance of the proposed method with three methods:
AIBPSF-1oMT, OMLIDS-PBIoT, and AIMMFIDS. We achieved significant improvements in various metrics: accuracy
(1%), precision (1%), recalling (1%).

Discussion: This study presents an innovative approach to addressing the critical challenge of medical data security in the
Internet of Things landscape. Our method seamlessly integrates blockchain technology and advanced machine learning
techniques, providing a robust framework for enhancing the confidentiality and integrity of sensitive healthcare information.

Keywords: Blockchain. Privacy-Preserving, Health Care, Machine Learning, ray Wolf Optimization
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Figure 1: Framework of the proposed method
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