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Abstract

Introduction: The proliferation of internet applications has led to an interconnected digital landscape where network
security is a paramount concern. Intrusion detection systems (IDS) play a critical role in safeguarding networks by identifying
and mitigating unauthorized access and malicious activities. This research proposes a novel IDS framework that integrates
XGBoost, k-Means clustering, and genetic algorithms to enhance intrusion detection capabilities.

Method: The proposed IDS framework commences with data preprocessing to ensure compatibility with machine learning
algorithms. Subsequently, k-Means clustering is employed to group unlabeled data, generating valuable insights that augment
the dataset. To optimize feature selection, a genetic algorithm is integrated into the framework. This algorithm iteratively
evaluates feature subsets using XGBoost to identify the most informative features for intrusion detection.

Results: The efficacy of the proposed IDS was evaluated using the NSL-KDD dataset. Comparative analysis with
established methods, including decision trees, XGBoost, KNN, and random forests, demonstrated the superior performance
of the proposed approach in terms of precision, recall, and F1-score.

Discussion: The integration of XGBoost, k-Means clustering, and genetic algorithms in the proposed IDS framework offers
significant advantages. k-Means clustering provides valuable insights into unlabeled data, while genetic algorithms enable
efficient feature selection. The empirical results underscore the effectiveness of the proposed approach in accurately detecting
intrusions in computer networks.

Keywords: Intrusion Detection, Computer Networks, XGBoost, Clustering, k-Means, Genetic Algorithm.
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