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Abstract:

The Islamic Republic, over the past four decades, has sought to
transform its desired ideology into a hegemonic ideology within
society and institutionalize it in the public consciousness through
hegemonic tools. However, the advent of new political communi-
cation—or in other words, modern media—has ushered our society
into a new era. Identity transformations, lifestyle changes, and re-
cent protest movements exemplify the impact of new political com-
munication on the sociopolitical system. Accordingly, it appears
that the proliferation of these communication tools will increasing-
ly challenge the continuity of the Islamic Republic’s ideological
hegemony. This article seeks to answer the question: What impact
does the emergence and expansion of new political communication
have on the ideological hegemony of the Islamic Republic? The
hypothesis posits that new political communication disrupts the
government’s media monopoly, creates platforms for marginalized
and dissenting voices, and strengthens opposition currents, there-
by complicating the continuity of the Islamic Republic’s ideolog-
ical hegemony. This survey-based study demonstrates that among
various factors, increased consumption of domestic media—par-
ticularly trust in such media—has a positive and direct effect on
aligning society with the Islamic Republic’s ideological hegemony.
Conversely, greater reliance on foreign modern media and trust in
them, as one factor among others, may contribute to weakening
public belief in the Islamic Republic’s ideological hegemony.
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Extended Abstract

Introduction

Following the victory of the Islamic Revolution and the establishment of the
Islamic Republic, the regime has maintained its ideological hegemony within
the sociopolitical fabric of society for over four decades, albeit with inter-
mittent fluctuations. This ideological hegemony is underpinned by a set of
institutionalized mechanisms and discursive practices that the regime has en-
trenched through its hegemonic institutions and state apparatuses. However,
with the advent of globalization and the expansion of new political commu-
nication technologies and networks, the regime’s monopolistic control over
information flows has been increasingly contested. The significant sociocul-
tural transformations observed within Iranian society reflect the emergent role
of novel political communication channels and their capacity to disrupt and
challenge the regime’s ideological dominance. Accordingly, this study seeks to
address the following research question: What impact does the emergence and
diffusion of new political communication modalities have on the ideological
hegemony of the Islamic Republic

In response, the hypothesis has been posited that new political communication,
by disrupting the state’s media monopoly, providing a platform for diverse
and marginalized voices, and empowering oppositional currents, poses signif-
icant challenges to the ideological hegemony of the Islamic Republic. In this
context, the following subsidiary hypotheses have been formulated for this
research:

1-The greater the consumption of foreign new media, the lower the individu-
als” adherence to the ideological hegemony of the Islamic Republic.
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2-The higher the level of trust in foreign new media, the lower the individuals’
adherence to the ideological hegemony of the Islamic Republic.
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3-The greater the consumption of domestic media, the higher the individuals’
adherence to the ideological hegemony of the Islamic Republic.

4-The higher the level of trust in domestic media, the higher the individuals’
adherence to the ideological hegemony of the Islamic Republic.

Literature Review

In this article, the relevant literature is categorized into three domains: the im-
pact of new media on lifestyle, its influence on culture and political power in
Iran, and related international studies. A selection of works that can be consid-
ered as the antecedents of this research is introduced, revealing that the afore-
mentioned studies have confirmed a direct relationship between the extent of
new media consumption and variables such as lifestyle, religious beliefs, and
political culture. However, the specific impact of these novel communication



tools on the ideological hegemony of the Islamic Republic-which itself falls with-
in the domain of culture and political power-has not been examined as an indepen-
dent subject in any of the reviewed literature.

Foundations of the Ideological Hegemony of the Islamic Republic

The ideological hegemony of the Islamic Republic is grounded in five fundamen-
tal principles:

Maximalist Conception of Religion: This perspective posits that Islam compre-
hensively addresses all human needs and dimensions of life. The maximalist view
of religion is exemplified by Article 4 of the Constitution, which enshrines the
primacy of Islamic law in all spheres of governance and society.

Dominance of Jurisprudential Interpretation of Islam: Within this framework, the
jurist (faqih) holds the legitimate authority to govern, and this authority forms the
basis for establishing a theocratic state grounded in Islamic jurisprudence (figh).

Advocacy for the Oppressed (Mustazafeen): The binary framework of the op-
pressed (mustazafeen) versus the oppressors (mostakberin) constitutes a core se-
mantic structure within the regime’s ideological narrative. This dichotomy op-
erates both at the national level and epistemologically encompasses a universal
mission, reflecting a global emancipatory project.

Anti-Imperialism: The principle of “Neither East nor West” encapsulates the re-
gime’s geopolitical stance, characterized by opposition to the United States, antag-
onism toward Israel, and support for resistance movements. This anti-imperialist
posture is a central pillar of the Islamic Republic’s ideological hegemony, framing
its foreign policy and internal discourse.

Civilizational Ambition: The Islamic Revolution is articulated as a civilizational
project with a rich ideological content aimed at Muslim nations. This claim entails
the revival of Islamic identity, the awakening of Muslim consciousness, and a
return to the principles of the Islamic movement, positioning the revolution as a
catalyst for broader civilizational renewal.

Media as Agents of the Ideological Hegemony of the Islamic Republic

Over the past four decades, media have served as the primary instruments for
shaping and disseminating the dominant ideological discourse within society. The
Islamic Republic has endeavored to exert exclusive control over media channels
through centralized management and regulatory mechanisms. However, events of
the past decade have revealed manifestations of a socio-ideological transforma-
tion, wherein the common denominator across these changes is the pivotal role
played by new media platforms.

Theoretical Framework
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AR The theoretical framework of this study is grounded in Gramsci’s theory of he-

gemony and Deutsch’s theory of political communication. According to Gram-
sci, the foundation of the ruling class’s power lies in the construction of a worl-
dview. Hegemony, in this perspective, is the outcome of a synthesis between
coercion and consent-a consent that is achieved through the collaboration of
civil society and culminates in coercion. The rulers succeed in establishing he-
gemony to the extent that they can impose their worldview on the governed.

Based on this premise, the preservation of the semantic dominance of the Is-
lamic Revolution’s discourse is the sole mechanism capable of sustaining the
regime’s authority. As long as the majority of the populace accepts the meanings
articulated within the revolutionary discourse, the legitimacy and acceptance of
the Islamic Republic will persist, according to Gramsci’s theory. Conversely, if
the masses gravitate toward rival discourses, the regime’s hegemony will face
significant challenges.

In Karl Deutsch’s theory of political communication, the transmission of in-
formation between different segments of the political system and between the
social and political systems occupies a central position. According to this theo-
ry, through communication, “data” are transmitted to the political system, and
policies, as “outputs,” are returned to society for implementation. Subsequently,
the “feedback™ generated within society is communicated back to the political
system. Political power is fundamentally the control over information, and the
persistence of power, authority, and the survival of the political system depend
on the extent of this control. Therefore, there is a direct correlation between the
regime’s control over communication instruments and its hegemonic position
within society. Consequently, given that the expansion of social networks di-
minishes the political system’s control over information flows, it has the poten-
tial to undermine the ideological hegemony of the Islamic Republic.
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New Political Communication and the Ideological Hegemony of the State
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Elite ideology constitutes a form of ideological control over society that serves
to preserve the power and legitimacy of the ruling class by persuading the gov-
erned of its values. In contemporary contexts, media play an indispensable role
in the process of public opinion persuasion and the consolidation of the domi-
nant discourse’s hegemony by emphasizing in-group identity and marginalizing
alternative identities. Simultaneously, through the advancement of new commu-
nication technologies, media also function as instruments of “counter-hegemo-
ny,” challenging the prevailing ideology.

According to Deutsch’s theory, if the political system is able to accurately pro-
cess incoming data and provide responses that align with social demands, it
succeeds in persuading public opinion toward its preferred ideology and consol-
idating the regime’s legitimacy. Conversely, failure to do so leads to increased
public dissatisfaction and ultimately undermines the ideological hegemony of
the regime. In this context, new media can, by operating counter to the dominant
semantic framework and amplifying social demands and grievances, contribute



to the long-term erosion of the regime’s ideological hegemony. It should be noted,
however, that alongside media, other factors also play significant roles, the exam-
ination of which requires further inquiry beyond the scope of this study.

Research Methodology

This study employs a survey research design conducted at the national level with a
statistical sample of one thousand individuals aged 16 and above. The sample was
selected through a random sampling method, and the survey was administered via
telephone in collaboration with the Public Opinion Research Center at Ferdowsi
University of Mashhad. To ensure the validity and reliability of the instrument, the
questionnaire underwent revisions based on expert evaluations and consultations
with academic faculty members. Subsequently, 30 pilot questionnaires were ran-
domly administered to respondents, and their feedback was incorporated into the
finalization of the instrument.

Furthermore, the reliability of the questionnaire was assessed using Cronbach’s
alpha coefficient, calculated through SPSS software. The alpha coefficient for the
dependent variable (ideological hegemony of the Islamic Republic) was obtained
as 0.78, indicating satisfactory internal consistency and reliability of the instru-
ment.

Research Findings

The dependent variable is composed of ten items, while the independent variable
is examined across two dimensions: media trust and media consumption.

The findings of this survey, conducted with respondents averaging 42 years of age
and exhibiting moderate levels of media consumption, indicate a statistically sig-
nificant positive correlation between domestic media consumption and adherence
to the ideological hegemony of the Islamic Republic; however, the strength of this
relationship is relatively weak

This implies that fluctuations in the consumption of these media correspondingly
influence the ideological hegemony of the Islamic Republic. Furthermore, trust in
domestic media exhibits a stronger effect on adherence to the regime’s ideological
hegemony, demonstrating a statistically significant, moderate, and positive cor-
relation. In other words, trust in domestic media serves as a reinforcing factor for
the ideological hegemony of the Islamic Republic.

In contrast, the analysis of the correlation between foreign media consumption
and trust in these media with the ideological hegemony of the Islamic Republic
yielded divergent results, revealing a weak, negative, yet statistically significant
relationship. Accordingly, increased consumption of or trust in foreign media may
partially diminish adherence to the ideological hegemony of the Islamic Republic.
These findings suggest that domestic media play a role in sustaining and reinforc-
ing the regime’s ideological hegemony, although this influence remains limited in
scope.
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sl These findings are consistent with cultural and media hegemony theories that

emphasize the pivotal role of cultural and media institutions in shaping values,
thereby corroborating the central hypothesis of this study.
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Abstract

Amirhoshang Haddadi:  The Western world has put on the agenda a combination of three

Master of Engineering strategies: maximum pressure, activation of the trigger mechanism,
Management and PhD and military strikes, to force Iran to change its behavior and surren-
student in Management, der in various fields, including its nuclear and missile programs and
Lecturer at Birjand Uni- regional activities. Also, the year 1404 is a very important year, con-
versity of Technology sidering that in October, the expiration date of Resolution 2231 will

come, and it is expected that, under the current conditions, European
Email countries will take action to activate the trigger mechanism and re-

store international sanctions against Iran. As a result of activating the
trigger mechanism, seven Security Council resolutions under Chap-

haddadi@birjandut.ac.ir ter VII of the UN Charter will be automatically activated against
Iran, and this issue could create new challenges for Iran in the in-
ORCID ID ternational arena and requires appropriate diplomatic measures. The

sunset clause of October 2025 (Mehr 1404) is the most important,
the sunset clause. Because in addition to the fact that this clause is

0009-0006-4524-4617 related to the end of restrictions on Iran’s nuclear cooperation and
technology; if the trigger mechanism and clauses 11 and 12 of Res-
olution 2231 are not activated by this date, the nuclear restrictions
against Iran will be lifted and by October 2025, Iran will be removed
from all clauses of Chapter VII of the UN Charter. After the end of
10 years, any nuclear sanctions must go to the Security Council, be
approved, and all five permanent members of the Security Council,
including China and Russia, must agree to it.

Keywords: JCPOA, snapback mechanism, sunset clauses, October
2025, sanctions, European troika.
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Extended Abstract

1. Introduction

The year 2025 is becoming increasingly important from this perspective
due to reasons such as more serious military-sanction threats, political-eco-
nomic pressures from the Trump administration, and the approaching
second and most important deadline of the “sunset clause” of the JCPOA
agreement in October, followed by the Europeans’ high-pressure threat
to activate the “snapback mechanism” and restore international sanctions
.against [ran

On July 14, 2015, the Joint Comprehensive Plan of Action (JCPOA)
was finalized after 20 months of negotiations between the Foreign Minis-
ters of the Islamic Republic of Iran, the European Troika (France, Britain,
and Germany), Russia, China, the United States, and the European Union’s
foreign policy chief. Six days after this date, the UN Security Council, by
adopting Resolution 2231, repealed all provisions of the previous 7 Se-
curity Council resolutions on the Iranian nuclear issue (Resolutions 1696,
1737, 1747, 1803, 1835, 1929 and 2224).

In this multilateral political agreement, there were the following three
important implementation principles that are now in the spotlight due to
their heavy operational burden.

A) Main implementation points (implementation days)
Finalization day
Agreement day
Implementation Day
Transition Day

Termination Day

B) Sunset Clauses

The JCPOA agreement contains sunset clauses that, over time, reduce some
of Iran’s nuclear restrictions.

The most important of these dates are:
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2023: End of Iran’s non-nuclear restrictions, particularly on its missile
and weapons programs.

2025: End of Iran’s restrictions on the development of advanced centri-
fuges.

2030: End of Iran’s nuclear restrictions, including on enrichment levels.

.End of TAEA inspections of centrifuge manufacturing facilities :2035

C) Snapback Mechanism

The snapback mechanism is a tool to force Iran to comply with its JCPOA
commitments and is a rapid legal mechanism within the JCPOA that al-
lows members of the agreement to reimpose UN sanctions on Iran with-
out the need for re-approval by the Security Council. This mechanism
ensures that no country, even by using its veto, can prevent the reimposi-
tion of sanctions.

Literature Review .2

Formal negotiations for the JCPOA began in 2013, building on previous
fragmented negotiations, and were concluded in 2015.

:The key dates of the JCPOA can be summarized as follows
July 14, 2015 Finalization Day; Done *

July 20, 2015 Adoption of UN Resolution 2231; Done *
.October 19, 2015 Agreement Day; Done *

* January 16, 2016 Publication of the IAEA report on Iran’s implementa-
tion of its measures; Done.

January 17, 2016 Implementation Day; Done *

* May 8, 2018 Unilateral US withdrawal from the multilateral JCPOA
agreement.

*August 20, 2020 The US request to activate the snapback mechanism
was not accepted.

.October 19, 2023 Transition Day; not fully implemented *

Snapback mechanism activation process



i i i i . . Quarterl
a) Declaration of dissatisfaction by at least one member with the implemen- St iy

tation of the JCPOA
(b) Review by the JCPOA Joint Commission (15 days

(c) Referral to Foreign Ministers (15 days
(d) Referral to the Advisory Board (15 days
(e) Referral to the UN Security Council (30 days

f) Automatic return of sanctions

3. Methodology

This research was conducted in an analytical-descriptive manner using sci-
entific articles, the Internet, news, and published analyses.

4. Discussion

The sunset clause of October 2025 is the most important, the sunset clause.
Because in addition to the fact that this clause is related to the end of re-
strictions on Iran’s nuclear cooperation and technology; if the snapback
mechanism and paragraphs 11 and 12 of Resolution 2231 are not activated
by this date, the nuclear restrictions against Iran will be lifted and by Oc-
tober 2025, Iran will be removed from all the paragraphs of Chapter VII of
the UN Charter.

G70¢ Surids L ONZIOA
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According to this clause, within a ten-year period, Iran’s nuclear file
will return to normal and the life of Resolution 2231 will end. After the end
of 10 years, any nuclear sanctions must go to the Security Council, be ap-
proved, and all five permanent members of the Security Council, including
China and Russia, agree to it.

¥y

The US and three European countries are desperately trying to activate
the snapback mechanism before October 2025, and since the US has with-
drawn from the JCPOA and cannot officially act, the mission has been giv-
en to the UK (although more recent data indicates that this mission has been
assigned to France) to activate the snapback mechanism.

Activating the snapback mechanism means the return of sanctions under
Chapter 7 of the UN Charter, and all sanctions that were imposed on Iran
before the JCPOA will be re-imposed. These sanctions re-introduce Iran
as a threat to international peace and security and pave the way for more
stringent measures, even military intervention.
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5. Conclusion

The current presence and actions of Trump and other legendary capi-
talists of the world at the top of the US executive branch, who strongly
believe in mercantilism (extreme wealth worship), indicate a serious de-
termination to establish a new world order. In this arena, along with the
trade-tariff war, the weakening of multilateral and international alliances
and the preoccupation of Europe with geopolitical developments with
Russia, the Middle East, and Iran has a special and important place.

During his speech in October 2024 at the annual meeting of the United
Nations General Assembly in New York, Netanyahu emphasized the idea
of establishing a new regional order in which the occupying regime of
Jerusalem will be the main and powerful player in the region, and the axis
of resistance and its center, the Islamic Republic of Iran, will be weak-
ened. The bombing of the southern suburbs of Beirut and the martyrdom
of Hassan Nasrollah were carried out under the code name “New Order”,
and the Israeli Prime Minister described Nasrollah’s elimination as a nec-
essary condition for the new world order.

In order to fulfill the necessary condition for the aforementioned new
world order, Iran is at the center of it, which combines the three strategies
of maximum pressure, activation of the snapback mechanism, and mili-
tary attacks. The data shows that this strategy will begin with maximum
pressure by the United States, continue with the activation of the snap-
back mechanism by European countries in the Security Council, and, if
necessary, will end with Israeli military attacks. However, the possibility
of implementing this scenario depends on several factors, including dip-
lomatic and non-diplomatic actions and reactions of Iran and other influ-
ential global actors such as China, Russia, and the Arab countries of the
Persian Gulf. In this puzzle, the snapback mechanism has a special place
due to its greater acceptance by public opinion and international law.

International reactions to the activation of the snapback mechanism
are also very diverse and complex. The US will respond in its own way,
with support for increased sanctions, China and Russia opposing and sup-
porting Iran, and Arab states pressuring Western countries. In the mean-
time, international organizations and human rights institutions may play
a mediating role.

Europe’s activation of the snapback mechanism could have far-reach-
ing consequences for international diplomacy, regional security, and the
global and Iranian economies. For this reason, diplomacy and negotiation
remain the best option for resolving this crisis.
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11. Joint Comprehensive Plan of Action — JCPOA
12. the Milestones for Implementation (Implementation Days)

13. Finalisation Day
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14. Adoption Day

15. Implementation Day
16. Transition Day

17. Termination Day
18. Sunset Clauses
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19. Snapback Mechanism
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20. International Atomic Energy Agency
21. Board of Governors
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Abstract

Understanding the cultural and historical context of the enemy and
examining the ontological roots governing its decision-making
structures enhances the ability to predict its behaviors and plays a
crucial role in designing the necessary measures for counteracting
the adversary. The Israeli regime, as an American project in the
West Asia region, not only has a direct influence on regional and
global dynamics but has consistently demonstrated its hostility
towards the Islamic Republic of Iran in recent years. Understand-
ing the strategic culture of the Israeli regime, as the foundational
framework for its security and intelligence strategies, can provide
new insights into the regime’s intelligence behavior and the de-
velopment of counter-strategies. This paper, aiming to redefine
the concept of absolute superiority within from a cultural per-
spective, seeks to elucidate the impact of its strategic culture on its
intelligence strategies. question is formulated as follows: “What
impact does the strategic culture of the Israeli regime have on its
intelligence strategies?” In this explanatory study, combination
of archival-library research and, while analytical reasoning was
adopted as the research method. Additionally, of strategic culture
was considered as the theoretical framework. The findings of the
study emphasize that the components of the Israeli regime’s stra-
tegic culture, of strategic depth, the sense of being under siege,
and the historical experiences of the Jewish people, have contrib-
uted to the formation of an intelligence strategy based on absolute
superiority. Counteracting this requires not only informational
approaches but also the adoption of cultural and foundationally
disruptive strategies.

Keywords: Culture, Education, Strategy, Discourse, Zionist Re-
gime
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Extended Abstract

Introduction: Knowing the cultural-historical aspects of the enemy and
examining the ontological roots that dominate its decision-making struc-
tures strengthen the ability to predict behavior and have a significant impact
on designing the necessary measures to confront the opponent. The Zionist
regime, as an American project in the West Asian region, in addition to di-
rectly influencing regional and global equations, has always expressed its
hostility towards the Islamic Republic of Iran in recent years. Understand-
ing the strategic culture of the Zionist regime as the main infrastructure for
adopting its information-security strategies and measures can open up new
horizons in the information behavior of that regime and policy-making to
confront it. This article, with the aim of recognizing the strategy of absolute
superiority in the Zionist regime’s information discourse from a cultural
context, tries to explain the impact of the strategic culture of the Zionist
regime on the regime’s information strategies. Therefore, the main research
question is formulated as follows: “What impact does the strategic culture
of the Zionist regime have on its information strategies?” In this explana-
tory research, while utilizing documentary-library study and in-depth inter-
views with experts in the subject to collect data, ijtihad analysis has been
used as a research method; also, the theory of strategic culture has been
considered as a theoretical framework. The research findings emphasize
that the elements constituting the strategic culture of the Zionist regime,
such as: religious and national values and beliefs, lack of strategic depth,
sense of being surrounded and experiences of the Jewish people, etc., have
led to the formation of an information strategy based on absolute superior-
ity, which, in addition to information approaches, requires the adoption of
cultural and foundational strategies. Unlike the theory of realism, which
considers action in the international environment to be focused on the be-
havior of others, other factors are involved in the way states act. The cul-
tural characteristics of societies and their historical identity cause each of
them to have different perceptions of international events and, accordingly,
to exhibit different behaviors. In the theory of strategic culture, behavior
in the international environment is not a reaction to the behavior of others,
but a type of activism based on and influenced by the culture and identity
of that country. In other words, strategic ideas and strategic behaviors are
the product of social construction processes rather than being caused by
external phenomena.

Objective: Some of the decisions and information strategies of the Zionist
regime, including the doctrine of absolute information superiority, are de-
rived from perceptions that have been taken from historical events of the
Jewish people and issues that occurred in those years. Religious teachings,
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beliefs, and values of that society play a significant role in information
strategies. Therefore, in the present study, by recognizing the religious
and cultural components of the Zionist regime, we seek to describe and
explain its behaviors and continue to recognize the cultural roots of con-
structing the strategy of absolute information superiority.

Since its inception as a political system, the Zionist regime has always
resorted to preemptive but temporary attacks by using the weapon of ex-
istential threat and under the pretext of being surrounded, meaning the
concern about the existence of Arab countries as permanent enemies who
always want to destroy the Zionist regime. By adopting security strate-
gies that have been mostly tough and military in nature, it has tried to
preserve its existence and become a regional power, and for this reason
it has used various doctrines, including peripheral alliances, etc. Warning
and threatening enemies, increasing advanced military capabilities for
deterrence, and trying to achieve a decisive victory in war, even under the
pretext of killing civilians, will be the main pillars of the Zionist regime’s
military guidance. (Latifian, 2017: 26) Therefore, the root and origin of
this regime’s decisions and information strategies depend on the semantic
factors and strategic culture of that regime’s society.

Metod: Based on the nature of the data used, the data conform to the
qualitative research approach, based on the logic of the research, the dom-
inant logic is the inductive model, and in terms of purpose, it is an ijtihad
research. The ijtihad method is one of the research methods in which the
researcher takes an understanding approach and based on reliable sources
through the necessary tools and elements to explore and reason the im-
plications, and ultimately arrives at a logical and rational conclusion. The
scientific product and product of this prescriptive research is also cultural
suggestions to create a break in the regime’s information doctrine of ab-
solute superiority.

Findings and Conclusion: The most prominent presence of religion in
the fundamental laws of Israel can be found in the last series of these
laws. For example, in the second paragraph of the first article of the law
“Israel as the Nation-State of the Jewish People” it is stated: “The State
of Israel is the institution of the nation-state of the Jewish people, and the
State of Israel, through this institution, exercises the natural, religious,
and historical right of this people to determine their destiny.” Therefore,
one of the duties of this state is to fulfill the religious aspirations of the
Jewish people. Also, according to the second paragraph of Article 6 of this
law, the State of Israel is obligated to protect the religious heritage of the
Jewish people. The first paragraph of Article 1 of this law also considers



the Land of Israel as the historical homeland of the Jewish people. But per-
haps the most controversial part of this law, which emphasizes and clarifies
more than any other law the unique and unique role of religion in the polit-
ical structure of the State of Israel, is the third paragraph of Article 1 of this
law: “The implementation of the right to national self-determination within
the framework of the State of Israel is exclusive to the Jewish people.”
The tenth paragraph of this law also declares Jewish religious holidays as
official state holidays. Consequently, it would not be an exaggeration to say
that the State of Israel considers the preservation, support, and promotion
of the values and heritage of Judaism to be one of its most important goals
(Falahi, 5/2/1401). In general, several ideas, including the chosen people,
the Holy Land, and the Holy Bible, have constituted the mental structure of
Jewish politicians and the foreign policy discourse of the Zionist regime in
the last half century. As a result,
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Abstract

his article analyzes the impact of US policies on the interna-
tional legal system in the Middle East, with a special focus on
Iran and Iraq. The main objective of this research is to conduct
a comparative study of US policies towards the two countries
and assess their legal consequences on the fundamental prin-
ciples of international law. These principles include national
sovereignty, the prohibition of the use of force, and the prin-
ciples related to sanctions and military interventions. Using
a descriptive-analytical research method, the article analyzes
international documents, UN resolutions, and human rights
reports and evaluates the legal consequences of US policies in
different periods from the perspective of international law. In
this regard, a case study of US policies in Iraq since the mil-
itary invasion in 2003 and economic sanctions against Iran,
especially after the country’s withdrawal from the JCPOA,
constitute the main axes of the research. The results of this
research show that unilateral policies and military interven-
tions of the United States have led to violations of fundamen-
tal legal principles, weakening international institutions, and
increasing distrust in the international legal system. This arti-
cle specifically emphasizes the need to review US policies and
move towards approaches based on multilateral cooperation
.and respect for national sovereignty and human rights

Keywords: National sovereignty, international law, United
States of America, Middle East
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Extended Abstract

Introduction: US policies in the Middle East, especially in relation to Iran
and Iraq, have had significant effects on the political, economic and legal
structures of the region for decades. These effects have led to significant
changes in legal rules and international institutions not only at the regional
level but also at the international level. The Middle East, due to its geo-
political location and huge energy reserves, has always been the focus of
attention of world powers, especially the United States, and this has led
to US policies towards this region taking on complex and multi-layered
dimensions. On the one hand, the claim of supporting global security and
combating terrorism, and on the other hand, the pursuit of strategic and
economic interests within the framework of international competition, has
led US foreign policy towards direct intervention in regional developments.

In the meantime, actions such as the US military intervention in Iraq in
2003, the widespread and escalating economic sanctions against Iran,
and targeted assassinations such as the assassination of General Qassem
Soleimani, commander of the Quds Force of the Islamic Revolutionary
Guard Corps, are prominent examples of unilateral policies that have had
far-reaching legal and political consequences for the global legal order. By
bypassing the legal mechanisms of the United Nations and ignoring the
collective will of international institutions, these actions have created ma-
jor challenges to the fundamental principles of international law, including
the principle of national sovereignty, the prohibition of the use of force, the
principle of non-interference in the internal affairs of States, and respect
for human rights. The developments resulting from these policies have not
only led to chronic instability in many countries in the Middle East, but
have also made it inevitable, at a theoretical level, to redefine key concepts
of international law. In other words, the actions of the United States, by
creating procedures outside the framework of the United Nations Charter,
have led to a kind of delegitimization of traditional rules of international
law, which has raised growing concerns among international law experts,
human rights institutions, and developing countries. In particular, the US
use of concepts such as “preventive self-defense” to justify military inter-
ventions, and “intelligent and targeted sanctions” to exert economic pres-
sure are examples of an attempt to unilaterally redefine legal concepts with
interpretations based on US national interests.
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This study seeks to analyze the impact of US policies on the international
legal system in the Middle East and examine the consequences of these
policies in the context of the two countries of Iran and Iraq. Considering



the special position of Iran and Iraq in US foreign policy and in regional
equations, a comparative analysis of US policies towards these two coun-
tries can provide a basis for a deeper understanding of how US unilateral-
ism affects international principles and institutions. The main goal of this
research is to identify and analyze how these policies affect the violation
of the principles of international law, especially the principles of national
sovereignty and the prohibition of the use of force, as well as to examine
their effects on international institutions, including the UN Security Coun-
cil, the International Court of Justice, and the World Trade Organization.
Since the Middle East, as one of the most challenging geopolitical regions
in the world, is a platform for testing the fundamental principles of interna-
tional law, a critical examination of US unilateralist policies in this region,
especially towards Iran and Iraq, becomes doubly important. In this regard,
the present study aims to provide solutions for advancing the international
system and reviewing US policies through a comparative analysis of US
actions in Iraq and Iran, while explaining their legal consequences. These
solutions could include structural proposals for strengthening international
institutions, enhancing the status of the International Court of Justice in
resolving disputes, and promoting multilateralism instead of unilateralism
in international politics.

The necessity of this study stems from the fact that the legal and political
developments resulting from US policies in the Middle East have creat-
ed serious threats to the structure of international law. The continuation
of such approaches, while weakening the customary and contractual rules
governing international relations, has caused uncertainty in the legitimacy
of the global legal system and raises the fundamental question of whether
international law has the ability to withstand great powers and defend its
principles or not? This article particularly emphasizes the importance of
critically examining these policies and their pathology, not only to high-
light the dangers in the field of international law, but also to provide the
opportunity to reconsider US international policies and provide a basis for
redefining the role of law in regulating international relations.

The main question of this research is how have US unilateral policies in
the Middle East, especially towards Iran and Iraq, violated the principles of
international law and what consequences have they had for the international
structure and institutions?

Objective: To conduct a comparative study of the legal, political, and hu-
manitarian consequences of US policies toward Iran and Iraq and to ana-
lyze how they violate fundamental principles of international law. Focusing
on two key countries in the Middle East, this research attempts to reveal the
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broad and multifaceted dimensions of US unilateral policies in a compar-
ative context; because Iran and Iraq, for various reasons including geopo-
litical location, energy resources, cultural-religious context, and histori-
cal history of tension with the United States, have always been exposed
to the most direct and severe forms of political, economic, and military
interventions. This article attempts to identify the various dimensions
of these policies and assess the feasibility of mutual legal responses by
countries and international institutions to these violations, relying on in-
ternational legal sources and critical theories. Using modern legal analy-
sis, the procedures of the International Court of Justice, the provisions of
the United Nations Charter, and theories related to international justice,
the study allows the study to analyze the policies of the United States and
to accurately assess the level of its adherence to treaty obligations and
customary principles of international law.

In addition, the study seeks to assess the effectiveness of internation-
al institutions in responding to such policies; in particular, to examine
whether the legal mechanisms existing in structures such as the Security
Council, the United Nations, the International Criminal Court, or even
the World Trade Organization are capable of effectively confronting legal
violations resulting from unilateral US policies. The study also examines
the legal capacities and limitations of countries such as Iran and Iraq in
using legal tools to defend their sovereignty and confront political and
economic pressures.

Ultimately, the overarching goal of the research is to provide solutions
to strengthen multilateral approaches, support the rules-based order, and
reconstruct the role of international legal institutions in confronting great
powers; so that perhaps the future path of international relations can be
built on fairer and stronger principles than in the past.

Research Methodology: The research method is descriptive-analytical
with a comparative approach. Data are collected from official UN docu-
ments, Security Council resolutions, International Court of Justice (ICJ)
rulings, reports of human rights institutions, and academic articles. The
analytical framework is based on three dimensions: legal (violation of
the UN Charter, treaties, and procedures), economic-political (secondary
sanctions and military interventions), and cultural-technological (digital
diplomacy, technology-based justice).

Discussion and Conclusion: A comparative study of US policies in the
Middle East, especially towards Iran and Iraq, shows that these policies



have led to profound changes in the legal and political structure of the re-
gion and, beyond that, in the international legal system. Military actions,
economic sanctions, and withdrawal from multilateral commitments by the
United States have widely violated fundamental principles of internation-
al law, including the principle of national sovereignty, non-interference in
the internal affairs of states, and the prohibition of the use of force. These
violations have not only remained at the executive level, but have also dis-
rupted the traditional balance between the national interests of great powers
and binding legal rules at the theoretical and conceptual levels. In Iran,
comprehensive economic sanctions have led to serious violations of the
economic and social rights of the people, especially the right to health and
development, and have had severe negative effects on economic structures,
the health system, and social stability. Documents published by internation-
al organizations such as the Special Rapporteurs on Human Rights confirm
that sanctions have not only been a tool of political pressure, but have also
become a de facto instrument of humanitarian rights violations. Lack of ac-
cess to vital medicines, blocking of humanitarian funding, and restrictions
on banking transactions in the health sector are examples of violations of
the fundamental rights of Iranian citizens.

In Iraq, the military invasion of 2003 without the authorization of the UN
Security Council was not only a direct violation of Article 2(4) of the Char-
ter, but also led to political collapse, a humanitarian crisis, and the spread
of ethnic and religious violence in the region. This military intervention,
despite the claims of the United States that it was necessary to eliminate
weapons of mass destruction, had no valid legal basis, and no evidence of
the existence of such weapons was subsequently discovered. The conse-
quences of this action were not limited to the destruction of Iraq’s infra-
structure and the deaths of thousands of civilians, but also led to the emer-
gence of new terrorist groups, including ISIS, and an escalation of security
crises in the entire region.

The unilateral policies of the United States have also undermined the status
and credibility of international institutions such as the United Nations and
the Security Council. Withdrawal from agreements such as the JCPOA, de-
spite the approval of the Security Council, is a sign of ignoring multilateral
mechanisms and disregarding international obligations. This has not only
discredited international legal and diplomatic institutions, but also made it
difficult to form a global consensus in the face of common challenges (such
as climate change, terrorism, and humanitarian crises). It is obvious that
trust in international institutions will be restored when major powers com-
mit themselves to impartially enforcing the rules, rather than viewing them
as tools to secure their own interests. At the regional level, these approaches
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s have led to the intensification of geopolitical rivalries, selective support for

regional actors, and the spread of instability. Direct intervention in gov-
ernment structures, “regime change” policies, and unilateral support for
certain states or groups have undermined the principles of neutrality and
balance, which are essential to multilateral diplomacy. The continuation
of this situation has led to the development of “mutual de-securitization”
patterns in the region; in such a way that instead of moving towards peace
and cooperation, countries have been pushed towards the militarization of
foreign policy, the creation of closed coalitions, and the intensification of
regional hostilities.

From an economic perspective, extraterritorial sanctions, cutting off coun-
tries’ access to the global banking system, and the use of financial and
technological tools to exert pressure are examples of the weaponization
of the international economy in line with the political goals of the United
States. In addition to harming the target countries, these actions have also
destabilized the global economic order. The emergence of alternative pay-
ment systems, the use of cryptocurrencies, and the formation of regional
economic alliances are signs of countries’ efforts to break free from depen-
dence on the US-dominated financial system. However, these measures
cannot replace a global economic order based on international law unless
they are accompanied by the strengthening of independent and impartial
international institutions.

Ultimately, the consequences of these policies go beyond the regional lev-
el, weakening the legitimacy, effectiveness, and trust in international legal
institutions and transmitting dangerous patterns of arbitrary behavior to
other international actors. Some countries, following the example of the
United States, have gradually turned to the use of unilateral and even mil-
itary measures to pursue their interests; a process that could lead to the
gradual collapse of the rules-based order.
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Accordingly, a return to a multilateral approach, adherence to treaty ob-
ligations, respect for the sovereignty of states, and strengthening interna-
tional institutions are essential prerequisites for rebuilding the legal order
and lasting peace in the Middle East and the global system. Efforts should
also be made to strengthen the supervisory and enforcement capacities of
institutions such as the International Court of Justice, the Human Rights
Council, and other international bodies, so that the rules of international
law do not remain merely at the declaratory level, but are also capable of
being binding and effectively implemented. Only under such conditions
can one hope for a balanced, just, and sustainable future in the international
order.
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Abstract

With the revolution in information technology in the 2 1st cen-
tury and the emergence of new media, the concept of security
has undergone tremendous changes and the effective compo-
nents have also changed, and the power of governments has
also faced a new challenge. The purpose of this research is to
investigate the effects of cyberspace on the national security
of the Islamic Republic of Iran in various fields, especially
the political-security fields.Also, discovering the weaknesses
or shortcomings in the field of cyber security with regard to
the threats in the cyberspace is one of the other goals of the
current research, which wants to answer the basic question of
how cyber threats affect the security of the Islamic Repub-
lic of Iran in an analytical-descriptive method. The findings
of the research indicate that the Islamic Republic of Iran is
one of the most important target countries for cyber attacks
in various fields, and in this regard, acceleration in equipp
ing infrastructures and investing in the field of dealing with
cyber t hreats is one of Iran’s strategic approaches in this re-
gard. It is considered to be an area that is analyzed in more
dimensions in this rese arch
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Extended abstract

Introduction: Cyberspace has been a concern of individuals for many
years, but now it has become a political, security, and economic issue
for everyone. The development of this technology created the impression
that cyber governance is a technical issue, not a political one. However,
the reality is that developments in the international system have trans-
formed the cyber issue from an engineering issue to an issue between dif-
ferent sciences and governmental and state structures, so that cyberspace
is removed from the control of individuals, and actors in this field have
gone beyond the borders of a country and have a direct impact on the
governance space of other states. The expansion of cyberspace has led to
the emergence of virtual borders, and therefore a realistic understanding
of security threats depends on paying attention to software factors that are
actually the intermediary between the security environment of countries
and hardware, and therefore perceptions of the concept of national secu-
rity in this space have been challenged.One of the main security threats
in the era of communication and globalization for countries should be
considered in the cyber domain, a clear example of which is the computer
attack on Iran’s nuclear and electronic facilities by the United States. On
the other hand, cyber threats are a new phenomenon in recent decades
that have emerged and grown with the evolution of information technol-
ogy and the expansion of global communications through the vast Inter-
net network worldwide in the form of various viruses, worms, crimes,
hackers, and Internet attacks, so that today the challenge of cyber threats
seems both important and complex. Cyber threats have unique charac-
teristics. On the one hand, these threats include a wide range of legal,
technical, organizational, and cultural obstacles, and on the other hand,
low cost, tremendous impact, and lack of public transparency in cyber-
space have led many players to enter this field.It seems that the low entry
costs, the anonymity of individuals, the unclear geographical territory of
the threat or threats in this space, the tremendous influence and general
lack of transparency in cyberspace have caused strong and weak actors,
including governments, organized and terrorist groups, and even individ-
uals entering this space, to create threats such as cyberwar, cybercrime,
cyberterrorism, cyberespionage, and the like. This point distinguishes cy-
ber threats from traditional national security threats, which are largely
verbal in nature and whose actors are nation-states that are identifiable in
a specific geographical territory, and has caused national security in its
traditional sense to be challenged and considered ineffective in this space.
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In the present study, considering the capacities of cyberspace, we will ex-
amine and analyze the destructive effects that cyber threats can have on the
country’s national security and what important changes these threats will
bring to national security. Another topic addressed in this study is the inves-
tigation of the most important cyber attacks against Iran. On the other hand,
in this study, we seek to examine the hypothesis that cyber threats, due to
their characteristics such as low cost, anonymity, international responsibili-
ty, and widespread impact on the target country, weaken the security of the
Islamic Republic in various military, political, economic, cultural, and so-
cial dimensions. Also, considering the direct connection between artificial
intelligence and cyberspace, we seek to examine the application of artificial

.antelligence to cybersecurity in this study

Objective: In the present era, cyberspace and the cyber threats present in
it have become an important part of security issues, especially national and
cyber security of countries and organizations, in order to prevent sabotage
and threats caused by it. Therefore, the importance and complexities arising
from the nature of cyber threats and their unique characteristics and mani-
festations have made it necessary and inevitable to recognize and deal with
them in order to prevent adverse and negative effects on various areas such
as national security of countries.In this regard, the nature of this space and
the recognition of the conditions and requirements for countries to become
a safe space against this type of threat are among the first priorities of the
security sector of countries, especially the Islamic Republic of Iran, to con-
front external threats, especially in the sanctions environment and external
interventions and pressures to affect the national security of the Islamic Re-
public of Iran, which is dealt with in a specialized manner in this research
due to its importance and influential position.

Method: The present research, using a descriptive-analytical method and
based on a qualitative study, has examined the consequences of these at-
tacks on Iran’s national security and analyzed the challenges in this area.
The research findings show that weakness in institutional coordination,
dependence on foreign technologies, and a national policy vacuum have
increased the country’s cyber vulnerability.In this regard, developing a
comprehensive cybersecurity strategy, strengthening local infrastructure,
developing international cooperation, and establishing a national cyber-
security coordination center have been proposed as suggested solutions.
Without taking preventive and coordinated measures, cyber threats could
become one of Iran’s most important security challenges in the coming

.years
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SEEeEy Findings and Conclusion: What is certain is that the issue of cyber

threats will never be definitively resolved. Concerns about whether we
can trust the devices, networks, and information contained in them will
continue and need to be managed. Whether from the perspective of offi-
cials or an ordinary user, if we look at cybersecurity problems, we realize
that finding a definitive solution is very difficult.It seems that no field
or profession can solve the problems of cybersecurity. Iran, like other
countries, is perhaps more exposed to numerous cyber threats than they
are. Most cyber attacks against the Islamic Republic of Iran occur from
Western countries, especially the United States and Israel. According to
the results of this study, the attacks have caused damage to the country
in various dimensions. Iran ranks first among those threatened by cy-
ber threats. On the other hand, the increase in the use of cyberspace and
the expansion of technological and telecommunications infrastructures,
and in general, the smartization of many businesses, offices, and govern-
ment and private organizations, and the use of modern systems by users,
have caused Iran to be exposed to threats much more than its neighboring
countries.Therefore, it is necessary that when cyber attacks occur, the
authorities take immediate action to resolve the problem by informing
the community in a timely manner and employing expert experts. In any
case, cyber attacks and threats cannot be prevented, but the severity of
the occurrence, the increase in damages, and the creation of huge costs
can be prevented. This will happen when the authorities can increase the
awareness of citizens and organizations in the use of cyberspace through
timely and up-to-date training and, in the event of attacks, control the
situation and prevent various crises in society. Perhaps the most import-
ant solution to having a safe Internet is to implement a comprehensive
national security plan in the cyber field. A plan that the National Infor-
mation Network can also be a part of.This plan should address the ar-
eas of public education, strengthening defense systems, and the ability
to confront and execute operations at every level against the attacker. It
is also necessary to consider considerations related to passive defense
in all plans related to communication networks and the requirement for
executive agencies to use domestic capacity (to the extent possible). On
the other hand, given the direct connection between cyber issues and arti-
ficial intelligence technology;, it is necessary for the authorities to pay due
and sufficient attention to this category and to make the necessary use of
all the capacities and abilities of experts in this field to strengthen cyber
infrastructure. On the other hand, it seems that strengthening diplomatic
procedures in the form of increasing participation and activity to find
ways to pursue international legal cyber attacks on Iran is an inevitable
necessity.Also, efforts to participate in the management of the global In-
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ternet through participation in effective and relevant forums are measures
that require greater mobility and dynamism on the part of the Ministry of
Foreign Affairs in this regard

Keywords: cyber space, security threats, cyber war, national security,
artificial intelligence
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