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Technological and Legal Challenges in Cyber Control of Drones

Reza Khajeh Nooredini', Mohammad Hadi Tavakolpour?, Batoul Pakzad?®, Babak Pourgahrmani*

Abstract

With the emergence of new technologies and the widespread use of drones in various fields,
the technical and legal challenges of cyber control over these tools have become a critical
issue. This research examines these challenges and their impacts on national security, privacy,
and human rights. One of the main issues in this field is the cyber vulnerabilities stemming
from the dependency of drones on software and communication systems. Breaches into these
systems can lead to loss of control over drones, theft of sensitive information, and even misuse
of these technologies. This is especially concerning when drones are employed in military or
surveillance operations, potentially resulting in irreparable consequences. Besides technical
challenges, the lack of clear and effective legal frameworks to regulate drone usage is another
significant concern. Existing laws often fail to address all the complex aspects of these
technologies, which can lead to violations of human rights and privacy. This research aims to
identify and analyze these challenges and offers practical solutions to address the current
issues.

Keywords: Cyber control challenges, drones, privacy, human rights, new technologies.
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