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State Cyber-attacks, while as easy as pushing a button, can have devastating

and possibly catastrophic consequences such as the destruction,
disabling or malfunctioning of critical infrastructure. Such an inevitable
action certainly has to be timely and appropriately responded by the
affected states. Although the issue of international responsibility of
states, as a broad concept of cyber-attacks, faces many challenges,
assuming that the aggrieved State is able to identify the source of the
cyber-attack and also able to attribute the same to a country, the question
that arises is: what legal solutions exist for the aggrieved government in
order to respond appropriately and realize its right. In this article, which
has employed library studies and analytical and descriptive
methodology, we intend to examine the types of possible responses to
cyber-attacks by the aggrieved governments and the conditions for using
each of the possible responses.
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1v See also UK Government Response to House of Commons Defence Committee’s Sixth Report of Session 2012-13, Para. 10 (22 March 2013).
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