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advances, but it has also hosted many real space disorders. Today, at the
international level, many conflicts have been exploited in this field by using or
exploiting the capacity of this space, one of the most important of which is cyber
attacks and hostilities. Different States have regarded the space as the battlefield and
are in the direction of damages to others who call it their enemy. One of the most
important and influential countries is the United States, which uses its advanced
equipment to take these measures against other States.In this regard, the necessity of
paying attention to cyber attacks that can lead to the responsibility of states is
inevitable because some of these attacks can violate the principle of non-interference
in the internal affairs of the countries-as a Jus Cogens of International Law. The
present article, with the help of a descriptive analytical approach, has come to the
conclusion that some US cyber attacks are due to elements such as informed
invasion, violation of the independence of the states, and the element of coercion
violate the principle of non -intervention And the efforts to fill the gaps have led to
completely different results from the insertion of democratic values to the
unintended strengthening of protectionist tendencies, and so far cyberization has not
had a tangible impact on the principle of non-intervention and its quality.
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3Cyber Defenses Management Authority(CDMA)
* International Law Applicable to Cyber Warfare
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! Tallinn Manual

2 Operations

3 Conflict

4 See:Tallinn Manual 2.0 On The International Law Applicable To Cyber Operation, Perpared by International Group of Experts at the Invitation of the
NATO Cooperative Cyber Defence Center of Excellence,Cambridg university press (2017)
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!See: Rep. of the Group of Governmental Experts on Advancing Responsible State Behaviour in Cyberspace in the Context of International Security,
para. 2 (May 28, 2021) https://front.un-arm.org/wp-content/uploads/2021/06/final-report-2019-2021-gge-1-advance-copy.pdf

2 United States Cyber Command

3 See: https://www.washingtonpost.com/world/national-security/obama-to-be-urged-to-split-cyberwar-command-from-the-nsa/2016/09/12/0ad09a22-
788f-11e6-ac8e-cf8e0dd91dc7_story.html
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