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Abstract

Due to lower cost and greater flexibility, voice over internet protocol (VolP) is widely used in
telecommunications. A variety of VoIP terminals causes them to be vulnerable. A common way to
secure VoIP includes intrusion detection based on machine learning. Due to the diversity of traffics and
lack of class labels for training Intrusion detection systems (IDSs) in many situations, clustering
approaches (unsupervised learning) have been focused on. But individual cluster systems can't cover
the diversities of feature values well, and some traffic samples may be identified as outliers. As an
ensemble approach, the proposed model for solving these problems focuses on using TwoStep clustering
algorithm, and by improving it, tries to improve the clustering-based intrusion detection. Moreover,
regarding the importance of the feature selection process, a combination of Simulated Annealing
algorithm (SA) and Multi-Layer Perceptron (MLP) has been exploited for identifying superior features
used for clustering VoIP packets, as Normal or involving DoS, R2L, U2R either Probe attacks. Based
on evaluation results obtained on the dataset “Network Security Lab-Knwledge Discovery in Databases”
(NSL-KDD) by MATLAB, the proposed feature selection reduced the training and testing times,
averagely by 77% and 80%, respectively, by reducing the features to 10 and 8. Also, compared to
previous works, the proposed IDS shows average improvements in Accuracy, Detection rate, and F-
Measure at 3.34 %, 14.17 %, and 32.87 %, respectively.
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Figure (1): The structure of the proposed approach
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Table (2): Types of features in the dataset “Network Security Lab-Knowledge Discovery in Databases” (NSL-KDD) [38]
[YA] Glools sLoolsly jo (iils s —aSiud ol oBliulojl (saosls acgomo 4o b S99 (V) Jouo

&y b Sho
(&2) oo Protocol_type (2), Service (3), Flag (4)

9998 Land (7), logged_in (12), root_shell (14), su_attempted (15), is_host_login (21), is_guest_login (22)
Duration (1), src_bytes (5), dst_bytes(6), wrong_fragment(8), urgent(9), hot(10), num_failed_logins(11),
num_compromised(13), num_root(16), num_file_creations(17), num_shells(18), num_access_files(19),
num_outbound_cmds(20), count(23) srv_count(24), serror_rate(25), srv_serror_rate(26), rerror_rate(27),

©3de srv_rerror_rate(28), same_srv_rate(29) diff_srv_rate(30), srv_diff_host_rate(31), dst_host_count(32),

dst_host_srv_count(33), dst_host_same_srv_rate(34), dst_host_diff_srv_rate(35), dst_host_same_src_port_rate(36),
dst_host_srv_diff_host_rate(37), dst_host_serror_rate(38), dst_host_srv_serror_rate(39), dst_host_rerror_rate(40),
dst_host_srv_rerror_rate(41)
Table (3): The number of normal and abnormal samples, in the training and testing subsets [38]
[YA] GhalesT 5 Goigel asgormo 1o gole é g sole (slodigas dlasi (F) Jgur
Ldigos J5 Slasi Jb o S| eoely il | adey a8 | Sy
Urgal Acgeze VY OAVY FYYYEY foavy 00 oY V\POF
solejl acgozma YYOFF v YfoA Yvof Y- YEYY

Table (4): Attacks in NSL-KDD discriminated by attack types [38]
[¥A] alos £g5 ST @y glools WolKily 5o il CieS —aSiudh ol oo 3T (oold dcgommo 3o cMlos :(F) Jgao

o> 09 5 Mo

Back, Land, Neptune, Teardrop, Apache2, Processtable, Udpstorm, POD (Ping of Death), Mailbomb,

<l
o) Fraglle, Smurf

Guess_Passwd, Imap, Multihop, phf, Warezmastor, SPY, Warezclient, Named, Xlock, FTP_Write,

3l a8 ot -
252 ¢ St Dictionary, Sendmail, SNMPguess, Imap, Spy, Xsnoop, Httptunnel

oy a8 Buffer_Overflow, Loodmodule, Perl, Rootkit, Fdfornat, Xterm, Sqlattack

S o~ IPsweep, Portsweep, Satan, Nmap, Saint, MScan
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TP+TN

Accuracy =————— QhD)
TP+FP+TN+FN
Detection Rate S L — o)
TP+FP+TN+FN
Recall=———— O\
TP+FN
Precision = TP Ay
TP+FP
(PrecisionxRecall)
F-Measure = 2 x AOA)

Precision+Recall
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Table (5): Comparing clustering before and after feature selection (in terms of Accuracy, Precision, Recall, and F-Measure)
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Figure (3): Diagram for the comparison on clustering training time before and after feature selection

Table (6): A comparison based on test duration, without feature selection, and after it
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Figure (4): Comparison on the mean and standard deviation of the accuracy criterion, for the proposed feature selection algorithm
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Figure (5): Comparison on the mean and standard deviation of training duration for the proposed feature selection algorithm
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Figure (6): Comparison on the mean and standard deviation of test duration for the proposed feature selection algorithm

Table (7): Comparison of optimization algorithms, in terms of feature selection, accuracy and speed
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Table (8): Combination of the SA algorithm with the evaluation algorithms and comparing them
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Figure (7): Comparison of the mean Accuracy criterion (for five classes normal, DoS, R2L, U2R, and Probe) after 100, 200, 500, 1000,
10000, 20000, and 50000 repetitions of the algorithm, for different distributions.

Table (9): Comparing the clustering with classification
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Table (10): Comparing Two-Step clustering with individual clustering
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Figure (8): Comparison of the mean F-Measure criterion (for five classes Normal, DoS, R2L, U2R, and Probe) after 100, 200, 500, 1000,
10000, 20000, and 50000 repetitions of the algorithm, for different distributions
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Table (11): Comparing the Accuracy of the proposed method with other intrusion detection methods
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Table (12): Comparing the Detection Rate of the proposed method with other intrusion detection methods
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Figure (9): The diagram for comparing the proposed method with other intrusion detection methods, in terms of Precision
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Figure (10): The diagram for comparing the proposed method with other intrusion detection methods, in terms of Recall
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Figure (11): The diagram for comparing the proposed method with other intrusion detection methods, in terms of F-Measure
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1. Packet switching

2.Ttransmission control protocol/Internet protocol

3. Voice over IP

4. Gateways

5. Voicemail

6. Fax

7. SoftPhone

8. Denial of Service (DoS)

9. Distributed denial of service

10. Smurf/Smurfing attack

11. Synchronization flood

12. User datagram protocol flood

13. Internet control message protocol flood

14. Dynamic host configuration protocol

15. Flash-crowd attack

16. Pharming

17. Toll fraud

18. Public switched telephone network

19. Monitoring

20. Metaheuristic

21. Ensemble clustering systems

22. Twostep

23. Robust

24. Simulated Annealing algorithm

25. Multi-layer perceptron

26. Exclusive clustring

27. Overlapping clustring

28. Hierarchical clustring

29. K-Means

30. Greedy algorithms

31. Stepwise-optimal

32. Top-down

33. Bottom-up

34. Single-link

35. Complete-link

36. Average-link

37. Akaike information criterion

38. Bayesian information criterion

39. Heuristic

40. Random method

41. Conditional random field

42. Network security lab-knowledge discovery in
databases

43. Anomaly network-based IDS (A-NIDS)

44. Artificial bee colony (ABC)

45. AdaBoost (Adaptive Boost)

46. Detection rate

47. False positive rate

48. Fusion model

49. Multi-convolutional neural network (multi-
CNN)

50. Low efficiency

((g9)

51. False positive rate

52. Krill swarm algorithm

53. Linear nearest neighbor lasso step (LNNLS-
KH)

54. Intelligent city

55. Deep migration learning model

56. K-nearest neighbors (KNN)

57. Wireless sensor network (WSN)

58. F-Measure

59. Lazy learning

60. Bat algorightm

61. Artificial bee colony

62. Particle swarm optimization (PSO)

63. Least square support vector machine

64. Affinity propagation

65. Shell code

66. Random walk

67. Integration

68. Enhanced co-association (ECA)

69. Link-based meta-clustering algorithm (L-
MCLA)

70. Weighted connected-triple (WCT)

71. Link-based cluster ensemble (LCE)

72. Hybrid feature selection

73. Rule-based engine

74. OneClass support vector machine

75. Density based spatial clustering of applications
with noise

76. Expectation-maximization

77. SimRank based similarity

78. Nominal

79. Mean squared error (MSE)

80. Pre-cluster

81. Log-likelihood

82. Normal

83. Remote to local (R2L)

84. User to root (U2R)

85. Probe

86. True positive (TP)

87. True negative (TN)

88. False positive (FP)

89. False negative (FN)

90. Accuracy

91. Detection rate

92. Recall

93. Precision

94. False alarm rate

95. Support vector machines (SVM)

96. Naive bayes

97. Normal probability distribution

98. Polynomial probability distribution

99. Mixture probability distribution
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