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Abstract

Social networks have been introduced as an attractive, low-cost and accessible environment for
communication between users. Analyzing the information collected in these networks, as one of the
main goals, can violate the privacy of users. For this purpose, several algorithms have been presented to
anonymize the graph of social networks, which try to protect the privacy of social network users.
However, no method has been proposed that considers the simultaneous improvement of graph utility
and execution time. In this regard, the current research tries to overcome this problem by combining two
algorithms, time Saving k-degree anonymization method (TSRAM) and NaFa4KDA. The first
algorithm reduces the time of anonymization of the degree sequence by drawing a compact tree from
the degree sequence of the graph, and the second algorithm uses an effective method to reduce the
number of scans of selection edges and also increase the accuracy of the algorithm in selecting the most
suitable edge. for editing, it simultaneously improves the execution time of the algorithm and the
usefulness of the graph. The results of comparing the proposed algorithm with other similar algorithms
show that the proposed combined algorithm has significantly increased and decreased the utility of the
graph and the execution time in the process of anonymization. On average, the evaluation results show
a 34% improvement in execution time and a 10% improvement in graph utility.
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Algorithm (1): Creating a tree structure
533 HS b sl () e 95!

Input: graph G
Output: the tree structure of graph G
DS = degree_sequence (G);
AV= aggregate_vector (DS);
Init_leaves (AV);
While ('root) {
NLC = node_with_lowest_count;
New_node = merge (NLC , NLC_neighbor);

Compute_TD&C (new_node);
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Return the tree structure
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Algorithm (2): Evaluating and deleting graph edges [12]

(VY] G155 sl Bio g axiuw ylie! (V) pis ;95!
Input: negative nodes, sorted remove-vector, mask-vector, weight, graph G
Output: modified graph G'
. Sort edges in remove_vector by their score in ascending order

2. G'=G

3.  TotalMask = 1;

4.  TempMask = 1;

5. For (edge i in remove_vector)

6.  Find the mask; value related to the edge i in mask vector
7. Multiply TempMask by mask;; i.e. TempMask = TotalMask x mask;
8.  If weight % TempMask ==

9. TotalMask = TempMask;

10. Remove the edge from G'

11. End

12. End

13. Return the modified graph G'
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Table (2): Attributes of the Benchmark Data Sets.
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Table (3): Attributes of the benchmark data sets
Wosls acgoxo o S 329 :(Y) Jguar

Wlasivw
(LYY (EY W]
osls ac goxo
[val g5k Joos! Yrsay VAYAYY
[f-] o dl o S N As£- ¥4
[Vf] Coign ALY FYFAAVY

Table (4): Comparison of tSRANK and UMGA with Respect to Runtime.
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Figure (1): Average value of error in the Dolphins dataset for different values of k for criteria, a) APL, b) T, ¢) ACC, d) Modularity
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