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Abstract

In recent years, attention to renewable energy and distributed generation has increased due to
increased energy demand and environmental pollution. To this end, in the new power grid structure,
consumers can also play a producer role. Considering that the number of prosumers in this structure is
much more than traditional power networks, the need for a secure, transparent, fast, scalable platform
for energy exchanges has greatly increased. Blockchain technology can provide such a platform due to
its unique properties. Although there are many blockchain-based platforms in different countries in
enregy field, but in Iran there is no such platform. Therefore, the main purpose of this paper is to
design and implement a local pilot platform for peer-to-peer blockchain-based energy exchange,
taking into account the specific conditions of Iran's electricity grid. The macro platform architecture is
designed based on the concept of Minimum Viable Product (MVP) considering functional and non-
functional requirements in the form of unified modeling language (UML) diagrams. The proposed
platform pilot has been implemented in the form of 4 main elements including smart contract, user
interface, blockchain platform, and blockchain and non-blockchain databases and has been evaluated
and tested using different scenarios. These tests mainly include the unit test and the integrity test,
which were successfully performed on the platform. This platform has been designed and
implemented for the first time in Iran in accordance with the Ethereum protocol and based on
microservice architecture. In addition to the ability to integrate with Ethereum-based systems, this
platform is scalable due to its modular design.
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Figure (1): Restructuring the power grid using blockchain [4]

Vi

55 onst b S5 55,5 5 L Ll o 5 lasaiadhs oo sy i sslunsley 5 o8 ol
2 e sl sl lap ity (o) n g G 4 barye mealie 2 siape 2 oogdle dlie cnl o jshatecnl 4 il
iy iasS] sagtdn Jia 3 2l 01 b il oz ol Gt 45 ol oty (55,5 IS5 5 e
2l 553,30 st ol 4 ol SRl ol 2 40 L (555 252 45 e e ol 55l
5 5o Sk (slaik 5,5 L (MVP) P e M5 Jyame o pptie ol iy bl (OIS (5 one s
Siledae oby 0p) 80 () G lle 5 Rl 3l 5 Jlgs wwdled) (513, slajloges B o (0 Shes s
) Grdsonle 5 GoymS Solill o5 1505 U 4 silene cal el ouds 2k 1505 & jg0a; (UML) Yaz LS,
el ooy @l H9iS o b ol gl golpiinn (slien 4y Lian (65,50 aolis pyaily ¢ (g lere ol [S3 a3 il [l
3 il ool sl a1l 55 (9m19) Ll sty Sl 5 el sl sl ol o)
el 5 a3l 350 5 ool i SSl

P9d AU 50 diedisn 818,15 5 eSO Jold Lo ye medlie » (55950 1305 (o0 W) Djgo cnl 4 Al lagisu plu
Skl e 5 e 350 Jali 1 el 7 s 550 Aol sloily 5 (5ypm o S ] 205 )
5 Sl 5 )18 slojloges ws)lone (3o s 5 63, 8es Slasaialls (oontie Joo Jold soleriny eyl
Sygesl g oad aSls y golpiinn pyaily (gilwosly 05 4 oy JiSu [0 Cewl 0ald &) 8 lea S y0 eols oL
el ool Gl @il i 5o gty (nl (S ez Cale po el oad dill o paily 5 Sles () 2 S 00 ool

bd o pudlio (5590 -Y

N ileds sy 5 j9pe Siedigh sloolo)lE g o Jold Wlie gao9e b e e (Lol pealie Gisu ol jo
ol B 1y abgpe Sla 215 Cud g (B9 8 9 w3 Bl pa diadien olo)l 3 g WS oo el B ) goloiin pyith cS e
R

b yo peplio 9 (xS -V
Sie U L (0295 b (et Jlo (nl )3 i8S ilae (s an parde JLS 50 5 VoA Lo 5o b (sl sl S
o 4 ly iy g0t a5 (ST SlaSsh 5 a4 T 50 45 Wiaged (yme s |y e o5l LAl
Wlio S 50 00l o 5l cpgSan ¥ o Jlo 4o 0] 09 oo eolinal " S anlS 51 g oad oLl Wigd oo Juate
2 e (Jg @ s Sedy 4elS 90 lyiedr (Ssk 002)) (e 4elS g oad GumL Al sl 4 b ekl
Gl Cao o jaliaiise plf S Glyiedr azSL VP Jlo 50 58 Coled po b eaygl (Sl ge slaaS
0590l ged yuxd pobin (g0l SO gleieds a5 Wl e SIS genS Alxe YNV Jlo jo g onds azlil

YY)



6WMQ&—)%)L:..>L&)M/ ..... @yﬁ)&:;lg:&}l.woalﬁjf])b

Sosls ol g i Caw 4 Wil S ,> aig, 45 oyl 4z gad, Jb 50 5 8 xS lapgpian;

ool 35 polin it
el b iS15 g oMl 053 sl B, @Bls 5o 5 058 03l oKl S aniled ((Ssh 0 mmx)) el ool la 4o
daabauly Bis gl agr BB Jewsly ol cnl 45wl Sledbl ss el pas «umSM pogie 1o Sege ol 4S5
3 a5 Wled go ol 1) 55 et 1 00ld oL SO S K0 O jle 4y 051 s D9z gy Coal g lesiel cedlad ol
@ ke 993 a5 Wled a5 wo) 1) la AT Wlgh oo 5 )3 (a2 S poe w3l ) 35 ek 00ls slaell &
8 ol 35 pate i 53,15 slatalin 5| s s Sl (sl (s3I ol (SOl 9 n slael 5 calas
ol asls 1) (AP A 603 )5 cwngiael p slaadal, 5l oo cils 0ilgs oo oDl L aSloads (el (6,550, 32,k
Sl Srie omagitaliy oy o g Lo 2 Lo (ol (sloo S (msgiteliys daly o 23515 pmgitaliy o5 Jults oS
Lol 65, 2 Ol 45 auS e bl | ol A5 jsbay bl Coul a5es o b 2iST5 o clabes )
e 31 b o lS 5 3 a5 S LSy Slo T 6yl LT Ao 0505 (gilusabe |y iline (slos i
DS ) ale ozl s 5330 & lsices el sloeisly (Sladises oo pe alax 5l Sges eolisial cnli
el Lo g Lo by 38 &y 9,8 a0l Sy eSOl bl 4 s lone 5 syl S 51 agm o La1 V pum iyl 5 10 S
g 9wl 358wl )0 (LBSTS e g 0350 (21058 a3 aleeS (o (s )ee slaghilon @i Bkl el S
O OLlS o1 53 o5 28,5 Sl 5o esh s lobrs ) s lsicss |y emDh o gl 5 35 on (e s
glozl slapi o0l e pum oo medlive 5,500 (o [Pl s (S0 b alelas 4 3B iS5 pley 28,5 S 5o
el 2815 L alabes sacasplonl JSSgy b by, oamoplis a5 Cewl el K 5l glaies glox! v o)l i
a6 8 S G Ogle aanil olaiel 5550 Wb b ST g O lalre (pl a5 el e Judo ol @ 0,1 oyl
Jle Glgreds anl ansls Hob o] laebl collb g ol a4 conl SIS Lads g anilas w68l cpl I 0gms 385 Sy
@ a8 ol (Sio T il slas Jems o 6l I8 SLS! el (POW) LIS Ll adles ok oSl S5lel g
Sl AT S Sl SRl 51 (S S Jas aitio Snds sillas 5 ool jsbas b wns e ejlal Ellns 5 La 25T 5
e Sl a5 (5350 &0 Ol 5o gloz] slapie,s Tl Koo 51 el (POS) Pplees SLSI L3815 5 glarl &y oliios
(oM 50 Ssb o sgime 5 ot idu V] 3ges o )Lal (POET) Wous (g oloj oLl 5 (DPOS) Pouds Jyore
Sok sl 4 prtns ue Oj90h s Jobo pled 0 aSoh ol nl 4l (LS Ssh )55, 4 baaye 22
g Sob jo 5 cel iy i g9l Seb o aS il az g b gl co 0l b yie lawgi g 4Bl Wiguy ool ol
g o Bl (ad jsbay gam oSl plas jo (LS slo e (oled a5 8,5 Az ol e 0gd o0 485 e ]
S5 5 005y e gy sloin alaly oo 5l oS sl S s 19 00,5 o S5k (gadly (5 yl s Sl ol ol
ol g s ool zlsial (M 4 was Seb el adlal wul s gl sl anld IAl wes o 1) (Ssb o
Sro 5 03l mbe Wil 5 a8l S)ge Slul @ gl Slles g oo plnil M Sl o g w8
O U P N L P37 W [ WE UL ) PPV ONIRNEE ) U PP
J= 6l 5em sl S egly po gl oo A3 Ls (02 o 5 p90 o Glisar o5 Wlossl sgzsar alepyicly
330555 slsl o Lol B 45 5.5 1y 350 e erio 1o o1 8IS (el 5 0 oloml 35 pato i sl s S
@leaigas T30 5 Mo g0 MinsS Ca¥ (s iay gd ooliiul egzg JWEUI (6l (35 o Alanly g o Cendlyi oo oS
Js ol el 350 ez 595 3 Bl SIS 2 ez pg s (8] st i il 555
st S on 08158 1y b slasls bl el B (sla iS5 plosl ISl 5 03905 (8 pna |y siadizn (slasls
PSS bl aes e ISl ilites slagem Sl @ poes bod i bod ) 5l ailadised TS 5 s SedS o 5
5 b ST alnil (libly Sy e gl ilkiee boayy G i oKl s ol S dolie |, SlodLl 5 anals LLs)|
sa g aldly Cep S 5l 6T sl ol Gl g laY o Sles laige ool 8 1) Lo el S b bLS)

YY)



VEA-VAF NVFY Gl [l g ol o,leds foo g Lo /5 Caiio )0 dialign sl g, 4yl

3 09y jled 4 waz Se5 illely lej jo pey T Gz CMSEe (et 5l AT D9d g0 eSO 0 ,Slas (oLl
Am0 b S |, YT Sl 55 5 aals ] leas o3l 5 oVl olass & Wl ce 45 el ol 2 pgw s <8l
sl leiSs el ol 5o 18] el salie B Vel 5 75 b 5 P ol 5 g3ipe o
ey S ot S al oad ol S 5 cikie glgil 5 il 03,8 i 0l gulio 5l (6l o

A (7SN alises lgil aloz 51 (BAAS) ™ gy Sy gty ez g (sagms yuiS) (S5 5 (2SO

doig o1 ,l,8 -V-Y

@ Male S e 4y Syl Gladsis 5 S50, magianliy Ly VAT Lo o b ol sl aredgn olo18 e
IS o Ll g i | ol Lyl oS el (o ameelS LS5 USGgy Ky dkasdyn ols,] 8" 0l iy e g ol
9 Wgd 4o mgitaliy () 50 G395 4 (el g alidg wiile) ools)]5 bog o g ooty &5 WS o0 Doty i 2 (0
S50 5 (gne slolbs g0 Sl 5 SDlabes (o (o s 4 Sl 45 (6ol i Ll T Jlacl 355 &gt
onds alid 5ol laolEiws 5l S b |, siadgn laols,8 Ciolis Wl e (ot 4 iy ol [V o] wily pals
O P90 Jd 5 5oz (gl e b S (o 1) g ga 2] 5055 &jgma a5 T 5055 g8 slmelKiws aiile
Oemed 5 (e 5,90l8 55y p wedse laolylE waa Coale Jdo 4l Slles 5 wialise slasly )l 3 ol
| aar],b 5 s atedpn (slasls)| B 5,5 sy o (sl cslonds 3ol et s dal] SeigeiSS Sy
JB Lxl Bld 5l aeiiga ols )13 slady, 9 codlad .aias o plxl (davly) b pledl ooy 9 (doedd MlS & jgoa
Lzl BB 5 T oo 5055 Coogas 50 (285 Sl o b LS iy i aiies 12l )0 055 5 cutS BBl (oS
Sag5 el Ll BB g S0g5 38le5 SO aiesgn ol 3" el oo &l [VV] x> o o atagn lo) 3 gl es
D, 0g2g i Hludl awgs ] S g Dledlol 5955 4 Lo (g0,lge Ho andl el aibl) lawgs ol x| cxe 4y o
shol blie ool o]y joss BBy el 57 izl Bojb 5l b sl Slagas 9 Goi> 2l (e 4 39 L2l L
—alaly Bi Gk 51 eys0 e Ll oot [zl 51 liabol alawlyy slazel 5,5 Jams s e aiadsn glasls,|3
SeinrSH 5 Al sl dighse o OMlas ol oy loalaly g s 4 o ploaze 2alS s
ad, by O gods sl 3 A% sae 0l co ol )8 dl Sgugs a4z S j0 g Slelpsl ralS 4 e dielign slaolsl )3
gty slapl; g lopsitly st Y] axiie wietgn lasls )3 Gblze ;Koo 5l Glaind Goi> 55l 5,155
ol L1 (V) Jguzr 5o sl (5o )8 0 5l slmalie a5 wilowd (2yne dredign ols)18 sl (Folite slo S b (so0aie
Cowl 00l (B aiasdrwgs 10 055 oboul 4 o diedign sols |8 wngiael p (0 0,84 pamie sl Il seg ol
&> o 5o odel Cawody ml pizmen g 0dd zldiul la Sy wlely S obwl oje> cul sl ot slal; b
el ggo50 ) S (ntage el diaign slools B ibs (sln Dol sl (il msiady ol VY]
Sl g Wgde eyl sale Slacsge 5 WolSisls el 45 oS sl lglr 5 (oM C amsiaaliy lanls & ol o
—0 P (emgitolin oy ol chnd LU (5 ol 51 (S (el slags iyl el )l LT b g it L]
Vel oss

Ny (e 551 Aol slap yaily -

Lo el Jl )0 g iyl 02l p (G 5581 dsbe slap ity 055> )3 Lis )3 ook sleelgn fol> b o
390 wliite 5 039 970 (2Bl (S ol (58,5 S 0 Lbleogsn cnl sl osee Ve i3 cplje asleads ploxl
il gusy 00l )90 lazl 0258 g e CSlu s Bl 5l o kil 510,50 Yo 5 028)S 18 )

YY)



6WMJL—)%)L:..>L2)M/ ..... @yﬁ)&:;lg:&}uoalﬁjf])b

Table (1): Widely used platforms and programming languages for smart contracts
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Figure (2): The best features of blockchain technology (T5) and renewable energy (D5) [19]
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Figure (3): Conceptual model of the proposed platform ecosystem
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Table (3): Proposed platform users
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Table (4): Summary of capabilities
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Figure (4): Proposed platform architecture
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Table (5): Units with task description
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Figure (5): Proposed platform sub-systems
Table (6): Subsystems of the proposed platform with their responsibilities description
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Figure (6): Distribution network agent use cases
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Figure (8): Classes related to forms, controls, and entities
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Figure (10): Wallet view sequence diagram
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Figure (11): Database tables and the relationship between them
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struct Contract {
address P_Publi
address C_Publi
uint Token;
uint Amount;

uint ServiceCost;
uint ContractlD;
uint Time;

Sning 313 51y3 ol paniin ity y25 0920 :(VF) S
Figure (13): Defining smart contract variables
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function )rder(address payable P_PublicKey, address C PublicKey,
uint Token,uint Amount,uint ServiceCost, uint ContractID) public payable {

Order.P_Public
.C_Public

balance;
uint balanc L { balance;
uint balanceP . ean) * 1 ether);
uint balanceC b *.Token + Order

sit();
.transfer((0Ord

33 e &l :0F) Jso
Figure (14): setOrder function
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Figure (15): Created blockchain profile along with users' public keys in Ganache
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Figure (16): Deploying smart contract in Ganache
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