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Abstract

In the age of health information analysis, the disease diagnostic code is considered as the patient's
privacy. Achieving this code is the most important need for the analysts while anonymizing the code is
necessary for people when publishing health information. Disease diagnostic codes, usually presented
based on international classifications, are displayed in the form of a taxonomy. In real life, patients only
allow the category of the disease diagnostic code to be disclosed, not the original disease diagnostic
code. Conventional privacy-preserving models often distort the category of the disease diagnostic code.
Preserving privacy accompanying the data utility has always been a critical issue in the dissemination
of health information. In this study, a new anonymization method is presented in a way that all attributes
of health information can be published without distortion to maintain the utility of the data. So, the
published information protects the privacy of patients, so that the experts' expectations and the utility of
analysts are desired as expected. The innovative method disseminates health information in a way that
the maximum probability of disclosing the disease diagnostic code is always less than or equal to the
threat threshold defined by the expert, and on the other hand, the membership analysis error is reduced.
The new method is scalable under certain conditions. The results of the practical evaluation of patient
data obtained from one of the hospitals in Isfahan are evidence of the effectiveness of the proposed
method.
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Table (1): The original data of patients
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Figure (1): The taxonomy of cancer diagnostic code
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Table (2): The original data without explicit identifier
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Query C: Select Disease Code From Table 3 Where Age>=20 and Age<=40 and Sex="Male” and Zip Code>=10000 and Zip
Code<=20000"
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Table (3): The generalized Quasi-identifiers
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Table (4): The quasi-identifier attributes
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Query E: Select quasi-identifier From Table 2 Where Disease Code in {C69}

Table (6): The query E
E iy 1(9) Jguar
JU Gl i Sy S

s O oy YO+
v 0 ;Y0
A Yooy Feeen

o e F iy Jolbs s ol [8] e Jgoo 6 5l Slaw (59, » COUNt aiile orezss g (o1l T e Judows 51 pslato
ﬁ‘owcl)p’a..»ll)CGQ M’J..\fk_goo).\?b‘_gl.&vgleE&m)gLg\ﬁ‘Lg|&\Q\9§L§o)lf@.|6|ﬁ.w|v)|¢&olg)g‘)g‘&&26&¢l7d

D)5 il |y Giole bl slass s ) Jgoo
Query F: Select Count (quasi-identifier) From Table 2 Where Disease Code in {C69}

Ol (et wogae Julow sl (i 9 09 0 35 o8 Coguae Jllod p oS cllio (pl 0 e piiie slo Jgia (gaiedgm (b3 Cu
G oy 5865 il L2 ) G sy uplsz (gl ©) 9 (F) Jgor 59 b iS58 03,5 oo (ki i slaodls (gaiadges

el g piae g g0 ) iome WIS 90 10 G iy | Jol> o b e (V) oo
Query G: Select quasi-identifier From Table 4, Table 5 Where Group-ID of Table 4= Group-ID of Table 5
And Disease Code in {C69.1, C69.3, C69.5}

Gl ol Jgoor j Shasiles o5 02000 slaJgizr (55, (B Gy wiile) [y S35l ol 5o 53 (b (i BB V 8
205 g0 (b pime B Sy s 28l Lol Jgaz 59y B sy aile) Ghasy )b BlZe sy

&5 e IV lugae cono Gy poi s 4295 b ipins (V) Jgo 0 A B % (gla bl 5 sl (V) Joo 150 6) (sl bl o Jle (s »
Sges 5 i |y Cuge sl £ g Cugae Sovo

&9y 2 O e gl ) Jol oz 30 piads o b s NI g yino sla b ol NV 51 (Tegie como ) ¥ ity
b el ol MA 65T w095 o0l ()Lizs MA 8las b Cguine Cmo 35 g 0yt (sl Jgo

@Y)



Detuiaass poli —(63,500 (6,00 dosre —(6 3, (oS wles o (i ,50 90y Ceodw Sledbl s

Table (7): The query G
G iy i(¥) Jgir

FU Gawld o s (S dS

\ Y¥ ope ) eee
Y YV ope AT e
v TR P
. U
¥ YA e Yo e T
5 B oy OF e
s B0 oy Y-+
v VRIS
A Ve iy Feens ”
NV
MA = o)
NV+NI

ol MA JLxo Callro s &8lg 33 aS ME JLixo olSST w09 00ld JLis ME olas b g gllas & 55 31T cygae gllas &) ¥ oy ye5

M _1_MA ™)

NV+NI

ME =

b Sl 10 G Gy gl cagas slo 25 5 Cugae oo 25 (1N 5 (1) salolas 5o b Gillas ¢ Jlo (51

MA = 2 =0375, ME = > =0625
) Sz e L VE) e sl 55 6o Lol asjls o i i ot |y i oo olie aS ol pdy o sogill S8
o (sl s Sl o piitie slaJgio (59) bt Lo 0l 1121 Qi gl plad sl g0 0yt (slaosls (garadgw (e
V] sges oslitinl L2 galols b BT W Jaio b g (MAE) Oy giae
Errg,=(MEq,)? ™
MAE = Yyq, Errg, ™
ples sl ErTg semlono b el sty ol Qi iy sl o> Juis Err 5 [(V) slolaal g sllas &5 MEq 5| pgbane
Sl 0 & S35 s [y, MAE o o o SiS5 ooy (g luspliad’ iS5 S 85 2 g5 0 Qi sl

o 3l —F -
Baa b3 sanliians polis quolsiia a5 Cudl (pl 2 (28 PPDP) Y 50 0o b (sogas m o Lai L laosls 15 o3 10 By
el wile) (g Sl sl l3l 5929 b wilgs co Luw do «asl 0391 (6 s b Loy ;o Lol a5 iy o pizmen g Wil o )
J e az 0 Baa b &5 05 dxgle Sl (pogad o Lo p (e 0piiie o (S S 5 L g (sl
! 55 o508 35 (229, B b c2ge sl (rmed 03,5 allae (il (o (et oS (503l g Sl 009 (6 ams (i o
i w29 e «Dldo soLoj u’l@l plie b olyer aaste wellae 3> LAl oS (glros,) aS Bged e Glgs @, Olylows
Sla s (gl 0 piite slaosls (atadgus K3 By 5l g aiiles (B ailo oo (Jlizmesd o (aseis Lol oS Bl 45 ebo tais S

oSy Lo —B-)
sllan (atedgm el g madiiie wsllas cogad o Lais b ceodles SMLI L5 Cga (g leplind s og, G allie ol
2 By S 297l a0 o8 mealy wal 3 ilualie sla sbg, (sl sl (Jgl el sl dil | Codls 039> o Shlos

(oY)



FY-£2 IV Lol folor o leds /00 jum Jlo /5 o [0 diaign slo g, 4 a8

§ RSl gogan oo Ll Gy ) 45 0 o (S epges oS 8 (ol il 500,90 cagigunST 5 g8 (gl ol
ol galandsay Laools (gaiedges (Il Cl g HB jsboas (goloiiion b9, 6 o o JLS oz ol Lpaie J 1S oS
Ll p 55 a0 ) oS 0 o G5 et oS (o0 (2] 9 Amaliie e g L) a0 (g ety 9 o0 Cage b slla>
)l oz gy (0908 605 ez vl S e il (g pdylany Cuols (b (ules Cao Sasi e (6l gl o
29y Rodls (gaiedg L5 3f (g3l (shg, 45 S o il 00 1 (gl stalesl (salanly 4 (b oS oo Jelowi | ] 5 o0 o0

'f“’f»‘s‘““)gs‘ uu’ ] °J~3~.’.] s sl gs’.l"-‘“l) PRESE LIRS ‘r’l?d‘)w S oo Joe e Gllied 4 Cund axgi LB

o igy e o w5 e S S5 g oo el A 33 ) e Cidoo Sl o> 5 Vgeno (5 3luplieS slase,
ol slaosls pouis g iy o5 oxie a5 iols ) 1) [¥] gros a5 ¢ Sad 5 stmgmr VWA Jlos 0 5 ol o S5 B late
5 [A] wogas ke, (00K) grbans i JJfSom 5 Sy 5 [A] paieds gt o i 2, 5 5 96 Y2 08 Jlo 19005 oo
e 5 K5 ¥ eV Lo 5 g oo baools (goedges dpas L2l el il e ol e SIS e s 99 Cnl g2
|y liabol oo (el g, (IfSe 5 Sy o [V -] ojtns 5 gt aitle Wigoae b i s gz |y (K, €) gelans Ao
e g J¥ -V ooy it anliiiacs ol peoss SLSS 2 iwe 39 by 99 cpl il al (W] o wign sale ads g
e g Sy ooV Jlo o0 Sgz (salaz ol b sosi (salaz )b a4y jonie a5 [V Y] sisges sloiian )t 009 o5 b,
Jlo o INYT ingas sloitn 1, (A 1) o (cogas 2 gy S ool Ly o dvools (stodgen 5 sogas > ans s b
Jeo 53 IVF] ssols ) s e sy Jao i (6l |y o so9as o o6 42 g0 0 Jdo S (iSa2 5 ok ¥+ <A
5 el S SlacSil (sl Yaoro (Lolis cogas myp V0] sgai pihao 1) (Joli5 copad mm b, Syp YooY
Dyl oo ool yasiie g Sgdoe (Slo s

ol al | ol Ce wiz (gl glrools pid Cgz 1y G g, (il e g Gl T WY L o slee Clo diz B leie gl g,
Bges ke 6308 e Cao Y B Y Sl (gl g, (i Son 5 of (LS Y010 o 15355 oo ools iy s el a5 [1£]
YU ool b slaosls  Solo e Lai Cagar 1y 5 b ol pod _cagilT ol s (i g, clyom 5 gian,S ¥ 18 Lo o [V
OSe g e TIA Jlo 10 000 so (ialS |y baools (gaiedguw 35 by, oyl &S [VAT wsols wlyl ol Cao wiz Gl 4
[V ] Gl e 5 STg )8 5 [Y+ ] il Ko g JIglS” Lanogs ¥+ VA Lo 0 45" sl g, 50 1V A] wisls )3 aslllas 590 1, (onS 5 DMes
e g gli Vo Ve Jlo joalll ails ulue Cao wiz 6065 ) fpaiz Cud (Saw asels S a5 ol ()l 5 (8,8 w0 5 7 kas
Gawbidiand Slao S (gel (099 9 Ced ol (gar lio (gl Jgl oS Al ooz 90 5 0piiie (slaosls (5, 35 e b
o ores gy e a5 VY] ol a1 (sasam g, ! diblyppass

S Gy g o9l mpant Blate S as d) g o ol Slio (S Bl Gend b iy 8 g (slais) pled cind
fglin w35 ko [V] olocrl (slaaSlot g YoV 519 o ool v S5 L oo g lplie’ (sl (ool Ygons
oga m o i g laodls (Gaiedgu aie | K00 ST A s S (STl 45 33,5 o alamdlo dA) oo @ 425 b oy §
Jocel o2 g 00 5 o0 Dlas blsjf Lass cel po S e Cao gl b s cae ol b oSl cud Jius B g Jolxie
Sgd bla sl el b ol 18 allis fpl jo el elaim gloaSis b jblis gacdl S o 50 )8 Ll 5 so (03l 190) &y (slrools

33,5 agliio (ol (ialinn (5, b 9 935 el Jpoer (sloosls il sl ooz gy 1ol )

(oY)



Detuiaass poli —(63,500 (6,00 dosre —(6 3, (oS wles o (i ,50 90y Ceodw Sledbl s

Table (8): The comparison of four basic techniques
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Figure (2): The new method framework
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Table (9): The Immune data
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Figure (3): The taxonomy having frequency
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Figure (4): The taxonomy having generalization limit
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Query H: Select Disease code From Table 9, Table 10 Where Class Code of Table 9= Class Code of Table 10 And quasi-
identifier in {"Y+ ;& <"}
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Table (12): All questions according to Figure (4)
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Query Select From Where
Q1 Quasi-identifier  Original Table Disease in {C69.1}
Q2 Quasi-identifier ~ Original Table Disease in {C69.3}
Q3 Quasi-identifier ~ Original Table Disease in {C69.5}
Q4 Quasi-identifier ~ Original Table  Disease in {C00.6 }
Q5 Quasi-identifier ~ Original Table Disease in {C00.4}
Q6 Quasi-identifier ~ Original Table Disease in {C00.0}
Q7 Quasi-identifier ~ Original Table Disease in {C00}
Q8 Quasi-identifier ~ Original Table Disease in {C69}
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Query I: Select quasi-identifier From Table 2 Where Disease Code of Table 2 in {"C69.1", "C69.3"," C69.5"}
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Query J: Select quasi-identifier From Table 9 Where Disease Code of Table 9 in {"C69'}
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Query K: Select quasi-identifier From Table 9, Table 10 Where Class Code of Table 9= Class Code of Table 10 And Disease
code in {"C69.1"}
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Figure (5): The membership error rate for queries Q1-Q8
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Figure (6): The job taxonomy

Table (13): The original data having two sensitive attributes
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Query L: Select quasi-identifier From Table 14 Where job in (" I 4&") And disease code in ("C00")

Table (14): The immune data
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Table (15): The complementary data
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Algorithm:
Input: An original table. a taxoromic tree. and an attack threshold
Output: An mmune table and a supplementary table
Begin:
/* Initialization activity (lines 1-3) ypdates the leaves o the taxonomic tree %/
1. For each leaf xe Taxonomicc tree do
2. x[Frequency ]« fregquency of x[disease code] in Original Table;
3. Evd for
/* Extraction activity (lines 4-10) extract the permitted generalzation limit in the taxonomic tree™®’
the lines 4-7 calculate the internal nodes ¥/
4. For each mternal node ye Taxonomic tree do
3. y[Frequency] « summation of Frequency of leaves in subtree y;
Maximum Freguency of leaves in subtree ¥

6. y[Relative frequency ]«

7. End for
/*the lines 8-10 extract the permitted generalzation limit*/
8. For Taxonomic tree do
9. Traverse Taxonomic tree by bottom-up and find m internal nodes y;. € Taxonomic tree as a permitted generalzation limit
where
v[Relative frequency]< attack threshold and Uj—,{leaves in subtree of y;.} = {all leaves of Taxonomic tree}
and {leaves in subtree of y.} N leaves insubtree of y;} = 0.
10. End for
/* Transformation activity (lines 11-17) transfers the taxoromic tree to the supplementary table (ST) */
11 Create STwith three attributes (S, P, F).
12 Foreach x€ Taxonomicc tree do
i3 Irvsert a vew recordt’ i ST.
14 t'[S] «x{5].
i35 t'[F] «x[F].
16 t'[P] «ancestor of x that is in the permitted generalization limit .
17.  Ewdfor

y[Freguen cy]

/* Reduction activity (lines 17-20) reduces sensitivity of the sensitive attribute of Original Table and extracts an immune
table */
18 Foreach the tuple t of Origimal Table do // tuple t€ Origial Table
19 Jfind an internal node t'€ Supplementary Taxonomic Tree

where t[Disease Code]=t'[Disease Code] then t[Disease Code] < t'[Disease Code].

20. End for
21: Return the Original table and the Taxonomic tree.
End

W gy i el (V) S
Figure (7): The new method algorithm
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Table (16): The classification of the cancer codes
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Table (17): The main Queries with the taxonomy in Figure (1)
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Figure (8): The membership error rate for queries A’-O’
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