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Abstract

Intrusion into systems through network infrastructure and the Internet is one of the security challenges
facing the world of information and communication technology and can lead to the destruction of
systems and access to data and information. In this paper, a support vector machine model with weighted
and parameters of SVM kernels are presented to detect the intrusion. Due to the high complexity of this
problem, conventional optimization methods are not able to solve it. Therefore, we propose a Distributed
Self Adaptive Genetic Algorithm (DSAGA). On the other hand, due to the high volume of data in such
issues, Auto encoder has been used to reduce data. The proposed approach is a hybrid method based on
Auto encoder, improved Support Vector Machine and Distributed Self Adaptive Genetic Algorithm
(DSAGA) that it is evaluated by its execution on DARPA data set.
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Table (1): Comparison and analysis of different methods in the field of intrusion detection
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Table (2): Different methods of combining nuclei based on the corresponding weight in chromosome genes
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Figure (2): Process of the proposed hybrid method based on autoconcer and improved support vector machine with Self-Adaptive Island
genetic algorithm to migration rate

w55l 502 Silge Camb Sl ity Sy GeBle 0 Shes S5y jslateds S sl (e (eoleitan ) o
B oS5 53 5 00 g Sne (air ajen o5 355 oo et S5 g (s el plon eoliie | S
So Ol sl sl ol jo 0sd oo BlaaST o a8 (noli8l el Olgx slad iuli8l pogdle ISl asil asils
Ailgs oo BLST & y0d ulidl poodle [I5 b og i oo ool ul alizes slaojlal b coman paiz (318 5 5l Core
4 e sbadse sl ol 3 ) boanaz 5 K3 5 Joiws 5 Comozr 25 0 ln ) Solite lags il il Jlosl Sl
33 Jele (n e dpisesS 5l (255 65K l0 00 a5 1) apjgeg S 5l pegi Al gl oo Sy 3Bl el oS

ol (JolSG Slsle ;o ols> CoaS S5

A s
\
“i’\"m&/7
Sl -->

GOLeiony slo 32 Joo S 1Y) Sl
Figure (2): A proposed island model
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Table (3): Attack categories in the dataset. KDDCUP99[29]
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Table (4): Chromosome display in the proposed method
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Table (5): Standard metrics to assess intrusion detection [5]
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Figure (4): Evaluation of the proposed hybrid method based on support vector autowankodo machine with comparison with the combined
method based on Genetic Algorithm and support vector machine [26]
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Table (6): Evaluation of the proposed hybrid method based on the support vector machine autowanker based on the accuracy of different
intrusion class detection [26]
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Figure (5): Results of self-adaptive island genetic algorithm with simple genetic algorithm
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Table (7): Performance of approaches used based on time consumed
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Figure (6): Evaluation of intrusion detection speed of the first proposed method based on support vector atvankodro machine by comparison
with the method based on genetic algorithm and backup vector machine [26]
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Table (8): Evaluation of the proposed hybrid method based on autowanker and improved support vector machine with Self-Adaptive Genetic

Algorithm and reference method based on the accuracy of different intrusion class detection
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6. Confusion matrix

7. Time-varying chaos particle swarm optimization (TVCPSO)
8. Multiple criteria linear programming (MCLP)
9. Support Vector Machine (SVM)

10. Chaotic

11. Misuse

12. Vote algorithm

13. Information gain

14. Decision tree

15. Feature quantile filter

16. Clique property

17. Receiver operating characteristic (ROC)
18. Auto encoder

19. Supported vector machine (SVM)

20. Multi kernel learning (MKL)

21. Radial basis function (RBF)

22. Sigmoid

23. Island genetic algorithm (IGA)

24. True normal

25. False positive

26. False normal

27. True positive
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