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Abstract

Copy-Move is a technique widely used in digital image tampering, meaning Copy Move Forgery Detection (CMFD) is still
significant research. This paper proposes an optimal keypoint in SIFT (OKSIFT). The OKSIFT method produces images of
different sizes and different sigma’s. Then with the help of the Gaussian difference (DoG) method, the maximum and
minimum keypoints are calculated. When selecting the optimal keypoints, the absolute value of the second sentence will be
used instead of using the Taylor expansion binomial series. First, the keypoints lose their dependence on the blurred regions,
and secondly, more keypoints appear at the main edges. In the localization process of the region, considering the cases of
multiple copies, method g2NN has been used to compare the keypoints. This method reduces the complexity of keypoint
calculations and gives a better answer. Experimental results based on precision, recall, and F1 criteria show that the proposed
method, with good robustness, works better than some advanced methods.
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1. Introduction

With the advancement of recent technology in

image processing, people can easily modify and
manipulate images using image editing software, such
as Photoshop. In the last few years, more fake images b i _
have appeared in the public media and everyday life. P —
The side effects of these fake images have caused a
great deal of concern.
There are several types of image forgery, such as
copy-move / copy-transfer / cloning [1]. The copy-
move type forgery is a challenging model because it is
done by copying part of the image and pasting it into
another part (Fig. 1) [2]. This type of forgery can
destroy some information or increase the number of
objects [3].

Fig. 1.Example of copy-move forgery [2]

To achieve a realistic fake image, the process of
forging a copy by move performs various operations
before pasting different areas, including geometric
operations and post-processing operations. Geometric
operations include rotation and scaling. Post-
processing operations include JPEG compression,
Gaussian noise, color reduction, contract adjustment,
brightness change, and image blur [4].

Many copy-move forgery detection (CMFD) solutions
have been proposed to detect counterfeit areas of copy
motion in an image, which can be classified into two
approaches: keyword-based [1, 5], block-based [6],
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and based on deep learning [7]. Keypoint-based and
block-based algorithms have similar workflows, such
as sequential computational steps, including image
feature extraction, feature matching, false-match
filtering, and additional processing to detect attacks
[5]. Block-based algorithms divide images into
overlapping blocks to extract block properties using
fixed-moment  techniques [6]. Keypoint-based
algorithms search for high entropy regions and extract
extreme pixels for the whole image [5].

All previous detection algorithms [8] have bugs:

1. These algorithms are inefficient in detecting
forgery images with copy-move.

2. These algorithms do not perform well for
detecting copy movement areas with various
geometric attack operations and after
processing.

3. The detection results of these algorithms have
many false positive pixels.

This paper proposes a new CMFD algorithm to
overcome these drawbacks [9, 10].

Various studies have been performed on detecting this
type of image forgery, which is mainly based on
scale-invariant feature transform (SIFT) [9] and
Speeded Up Robust Features (SURF) [10] methods.

* The most important disadvantage of the SIFT
method is its high computational cost, especially in
tissue extraction and adaptation. This method has low
efficiency. On the other hand, this method has a low
ability to detect multiple copies in the image.

» The SURF attribute is efficient but cannot find
symmetric pairs of attribute points.

» Both of these methods are very slow and weak in
detecting motion-copy forgery in compressed images.
» Other methods used in copy-move forgery have
weaker structures than the SURF and SIFT methods.
The proposed algorithm is two-step to detect false
positive keypoints using keypoint density based on
networks and group pairs and significantly reduce the
number of false-positive pixels. In the first step, the
SIFT algorithm has been rewritten to increase the
number of appropriate keypoints and reduce the
number of inappropriate points in the blurred image
points. In the second step, an image matching
algorithm based on the g2NN method is introduced to
examine the calculated keypoints without further
calculation and reduce the complexity of the
calculations. The proposed algorithm for CMFD
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works better than other algorithms. In addition, its
detection speed is faster than block-based algorithms
and other keypoint-based algorithms.

The rest of the article is introduced in Section 2 of
previous studies. Section 3 presents a copy motion
detection algorithm based on the SIFT algorithm.
Section 4 presents the experiments and their results.
Section 5 is a general conclusion of the work and
offers suggestions for further study.

2. Related Work

Detection of features in real or cloud [11]
environments is done in different ways, such as deep
neural networks [12], wavelet transform [13]. In
copy-move image forgery detection, feature detection
methods can be classified into two main categories:
block-based and keypoint-based methods. In
keypoint-based, SIFT detects the scale-invariant
features from a digital image [14]. The detected
features [15] are invariant to image scaling [16],
rotation, and translation.

Four important steps of the SIFT are scale-space
extrema detection, keypoint localization [17],
orientation assignment, and keypoint descriptor. We
can acquire many SIFT keypoints through these four
major steps, each containing orientation and position.
These features are partially invariant to illumination
changes and are robust to local geometric distortion.
Therefore, the proposed scheme adopts SIFT to
acquire significant features of image regions.

There are two main problems with using the SIFT
method. The first problem is the inability of the SIFT
method to withstand the light challenge, and the
second problem is the matching of keypoints. Amerini
et al. [18] utilized the spatial coordinates of the
keypoints to implement agglomerative hierarchical
clustering. Because only the coordinates of the
matched pairs are taken into account, and the
matching constraint between points is ignored. This
method fails when the duplicated region is spatially
close to the original region. The authors eventually
proposed an improved method to overcome this
shortcoming using the J-Linkage algorithm [19].
Because the time complexity of the J-Linkage
algorithm is quadratic on the number of matched
pairs, the clustering time increases significantly as the
number of matched pairs increases [20].
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In a study [21] in 2018, forgery detection was
performed using binary resolution features, and in [4],
image change detection was performed using the
JPEG compression model. These methods are a
combination of common block and keyword-based
methods. The key forged locations are first identified,
and then, using the area extraction technique, the
wrought iron area is localized. Also, image change
has a specific pattern called copy-move forging.

The main problem with JPEG compression is that the
pixels have different values after being transferred to
a different location and stored in JPEG format. Most
existing algorithms [22], such as evolutionary
algorithms [23], are based on matching pairs of
similar patches [24], which causes many errors. A
JPEG-based constraint is used to overcome this
problem that considers each pair of bits of a valid
candidate and proposes an efficient algorithm to
examine this constraint.

Copy-move forgery detection [25] was performed
using local two-way coherence error modification. In
the first step, a coherence-sensitive method is used to
obtain the feature in an image. Then, a local bilateral
coherence error. When a local two-way coherence
error change occurs, the iterative detection process
stops [26]. Finally, with the help of the calculated
features, the areas of motion forgery are easily
identified using a local error.

In a study [27] in 2019, forgery detection was based
on density-based clustering. In this type of forgery, an
image area is copied and pasted elsewhere in the same
image. In this paper, an improved approach to detect
copy-based motion forgery is presented. The proposed
method is based on density-based clustering.

Local fixed symmetry properties to detect image
forgery was proposed in [28]. This paper presents a
new scheme for detecting forgery in copy-move using
local symmetry-based features. DCT is another video
method [29] and image detection. Forgery detection in
[26] trains a neural network to detect objects [30]
based on DCT coefficients in the compressed image.
Recently, there has been an extensive rise in digital
image forensics [23]. Initially, Fridrich et al. [31]
proposed four different methods, viz., exact match,
autocorrelation, exhaustive search, and full match
(based on Discrete Cosine Transform (DCT)) to find
the copy-move forged regions in digital images.
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The robust match method has been proven to be better
than the others because it allows finding the duplicate
regions more accurately. The drawback of this method
is that applying it on large identical texture images
may give many false matches. Popescu and Farid [32]
developed a forgery detection method based on
Principal Component Analysis (PCA). This method
does not perform well for loss compression because of
the dimensionality reduction feature of PCA. Kang
and Wei [33] developed a copy-move forgery
detection method utilizing  Singular  Value
Decomposition (SVD) features of the digital images.
This method can detect forgery even image having
slight noise with low computational complexity.
Zhang et al. [34] applied Discrete Wavelet Transform
(DWT) on a forged image by decomposing it into four
frequency sub-bands and dividing the approximate
sub-band into overlapping blocks. Copy-move regions
were detected using correlation values among
overlapped blocks. This technique's computational
complexity is low compared to the other existing
algorithms.

3. Copy Move Forgery Detection With New Sift
(CMFNS)

Various ways are presented to explore the

problem of CMFD. Most of the introduced algorithms
in the feature extraction for revealing and illustrating
local visual features often demand two procedures:
the first procedure detects the centralized interest
points. In contrast, robust local descriptors are
constructed to be invariant orientation and scaling [21,
25].
The proposed algorithm consists of two steps. The
first step is to discover the keypoints of the image-
based Optimal Keypoint SIFT (OKSIFT) algorithm
and the second step is a method to check the similarity
of the keypoints obtained from the first step. These
steps are described in detail below.

3.1. An Optimal Keypoint SIFT (OKSIFT)

In 1999, Lowe first proposed the Scale Invariant
Feature Transform local feature [26], robust and
highly efficient in rotation, scale change, affine
transform, and viewpoint change. The SIFT algorithm
has good performance in the gray image feature
detection.
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The proposed algorithm in discovering the optimal
keypoints consists of 3 steps. As shown in Fig. 2,
these three steps are Create octaves, Extract keypoints
of the image, and Select the optimal keypoints with a
new method introduced below.

Create Octaves Extract key points of

7
1
! Optimal keypoint Select the optimal key points with
Descriptor new method
—— 1 'l;'{"

Fig. 2. Proposed model based on SIFT algorithm

SIFT algorithm converts image data into local feature
vectors named SIFT descriptors. Those features have
the power to geometric transformations that are
constant to scaling and rotation. This algorithm is
divided into four main stages (Fig. 2).

3.1.1. Create Octaves

In the first step, the image is converted into images
of different scales. Then with the help of a Gaussian
filter [35], the images are completed by applying
different sigma’s. Here, four images with sizes I, 1/ 2,
I /4,and | / 8 are obtained. Applying the Gaussian
filter with four different sigma’s will transform the
main image into 16 different scales and transparency.
The scale-space image is called L (x, y, o), created by
the convolution process between function and image.
In this situation, convolution between Gaussian
function, G (x, y, o), and an image | (X, y) is used
[14]:

L(x.y.0) = G(x.y.0)*I(x.y) 1)
1 () 2
G(x.y.0) = S’ e 202

3.1.2. Extract Keypoint of the Image

Optimizing a computable approximation of
Gaussian Laplacian is used to elicit the keypoints of
the image named Difference of Gaussians (DoG) [9],
where, a DoG Image D is introduced as follows:

D(x.y.0) = L(x.y. ko) — L(x.y.0) 3)

Where L (x, y, k o) is the convolution of the original
image, | (x, y) with the Gaussian Blur G (x, y, k ) at
scale k ©.

3.1.3. Select the Optimal Keypoint With New

Method

To select the main point from image extrema
where the main points are unsettled over image
variation, rejecting the points over image edges and
those characterized by low contrast. The Taylor
expansion of scale-space function D (x, y, o) shifted
such that the sample point is the origin.
Taylor expansion determines the appropriate points in
the initial SIFT model [14]. According to the studies
that have been done, most researchers have used the
first two sentences of Taylor expansion in
determining the appropriate points. In contrast, the
negative values obtained from Taylor expansion
contain points located in the blurred part of the image,
and by removing Those values can be achieved at
fewer points in the blurred areas of the image. If a
threshold is used to remove Taylor's negative values,
this hypothesis will fail. In this case, can achieve the
desired result by deleting the first sentence of Taylor
expansion and the absolute value of the second
sentence. This formula is introduced as follows:

1 02D, 4)

ZTZ 20
0x2

D =D
(x) 0+2

X

The removal of keypoints using the two Taylor
general expansion methods and the proposed method
is shown in Fig. 3.

Fig. 3. The removal of keypoints. a) With Taylor general expansion
method. b) With new Taylor expansion method

As shown in Fig. 3, it is clear that Taylor's expansion
method has not worked well in areas where the
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image's brightness has caused blurred areas. In
addition to removing inappropriate keypoints of the
edge, the proposed method has increased the number
of important keypoints and reduced the number of
keypoints on blurred surfaces.

3.1.4. Keypoint Descriptor Generation

Keypoint Descriptor Generation to ensure that
The SIFT descriptors are constant in scaling and
rotation, a canonical orientation is specified to each
main point. A gradient orientation histogram is
computed in the neighborhood of the keypoint to
specify the descriptor orientation. Particularly, for an
image sample L (x, y, o) at scale s (the scale in which
detect that keypoint), the gradient magnitude m (X, y)
and orientation g (X, y) are computed using Eq. (5)
and (6) [36]:

m(x.y)
= \/(L(x +1y)—L(x— l.y))2 + (L(x.y +1) - Llx.y— 1))2

®)

(6)

0(x.y) = tan-! (L(x.y +1)—Llx.y— 1))

Lix+1.y)—L(x—1.y)

A feature vector with 128 elements is created for each
descriptor. This vector is composed of the values of
orientation histogram in an image plane and scale-
space form with a 4x4 array of histograms and eight
orientation bins in each. The results obtained are
4x4x8 = 128 element feature vector.

3.2. Matching of Keypoints

After obtaining the OKSIFT descriptors, we can
roughly determine whether there are duplicated
regions in the test image via feature matching. In
copy-move forgery, a tampered image generally
contains two or more duplicated regions, and so the
keypoints in these regions have similar descriptor
vectors. We adopt the g2NN matching process
proposed in [18] in the feature matching stage, which
effectively solves the detection problem of multiple
cloned regions.

For the sake of clarity, a matched pair, s, is referred to
as a source keypoint, and s' is called a corresponding
keypoint.
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4. Experimental Results

4.1. Database

Here, will examine a series of data to copy-move
forgery detection.
The first database contains the IMD (Image
Manipulation Dataset) public image data set (Fig. 4)
[37] that has been used to evaluate the proposed
method. The IMD dataset, sometimes known as
CoMoFaoD, includes 48 different simple images,
rotating images, JPEG compression images, and noise
images. The largest image in this dataset is about
3000 x 2300 pixels. In this dataset, about 10% of the
areas of each image are manipulated.

(a1}

(a2)

Fig. 4. Example results of the OKSIFT forgery detection algorithm on
the IMD dataset. (al) and (b1) Original image [31]. (a2) and (b2) Detected
forged region.

The second database is MICC-F600 [18], containing
1440 images (Fig. 5). This data set has been used to
construct test images with more types of area
manipulation. The size of the images in this dataset
varies from 800 x 533 to 3888 x 2592 pixels. This set
includes (1) single copies: forged areas are
reproduced once. (2) Multiple copies: Forgery areas
have been duplicated two or three times.

(a2) (b1) (b2)

Fig. 5. Example results of the OKSIFT forgery detection algorithm on
the MICC-F600 dataset(al) and (b1) Original image. (a2) and (b2)
Detected forged region.

The GRIP database [42] contains 2x80=160 ground
truth images and tampered images which tampered
regions have arbitrary shape, ranging in size from
4000 pixels (less than 1% of the image) to 50000
pixels.



E.Amiri et al / Copy-Move forgery detection with new SIFT method and matching

#  suace
e
D
s e
(b1)
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(a2) (b2)

Fig. 6. Example results of the OKSIFT forgery detection algorithm on
the GRIP dataset(al) and (b1) Original image. (a2) and (b2) Detected
forged region

4.2. Performance Measures

For certain, CMFD aims to promote detection
precision and recall its best to find all the pixels
belonging to the tampered region. Generally, three
commonly used indexes, precision (Eq. 7), recall
(Eq. 8), and F1 (Eq. 9), represent the effect of
different aspects, which are also applied to our
method evaluation. They are calculated as [28]:

o ANB 7
Precision = ———
|A]
|ANB| ®)
Recall = ———
|B|
Precision . Recall (9)

F1=2X%

Precision + Recall

To calculate these parameters, two factors, A and B,
are defined, A as the detected images by the method
and B as the forged images of the data set. At the
image level, precision is computed as the ratio of the
number of correctly detected forged images to the
number of totally detected forged images, as shown in
Eg. (7) and, recall is computed as the ratio of the
number of correctly detected forged images to the
total number of forged images in the dataset, as shown
in Eq. (8). F1 combines both precision and recall as a
weighted average measure. The score is called the F1-
Score because it gives equal weights to both precision
and recall, as shown in Eq. (9).

4.3. Comparison Results and Analysis

The results of quantitative analysis on the images
are taken according to the proposed model, which
includes the detection of forgery with the help of
OKSIFT. The Keypoint method automatically detects
fake images, but the results are incomplete and
accurate. Precision in detecting Copy-Move forgery is
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the possibility of identifying real forgery points, and
recall is the possibility of detecting forged images.

4.3.1. Results on IMD

This section compares the identified results with
some of the advanced CMFD methods. These
methods include: SIFT [18], KAZE (KAZE is a
Japanese word that means wind) [38], LIOP (Local
Intensity Order Pattern) [24], PCET (Polar Complex
Exponential Transform) [39], and MSA (multi-scale
analysis) [40]. In this case, the results are shown in
the simple copy subset in Table 1.

Table 1

Results of IMD dataset

Methods Precision (%) Recall (%) F1 (%)
SIFT [18] 80.77 43.75 56.75
KAZE [38] 71.43 83.33 76.93
LIOP [24] 73.44 75.41 74.42
PCET [39] 73.65 62.77 67.69
MSA [40] 75.48 73.28 74.36
OKSIFT 83.22 84.16 82.76

Table 1 shows that the OKSIFT method has the
highest precision (83.22%), 80.77% in SIFT, and
75.48% in MSA. However, the goal of the CMFD
method is to detect as much as possible of all
manipulated images. It is more important to detect
fake images for a set of images containing real and
image forgery.

4.3.2. Results on MICC-F600

This section compares the identified results with
some advanced CMFD methods on the MICC-F600
dataset. The methods of introduction in this section, as
in the previous section, are: SIFT [18], KAZE [38],
PCET [39], MSA [40], and DAFMT (Discrete
Analytical Fourier-Mellin Transform) [41]. In this
case, the results are shown in the simple copy subset
in Table 2.
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Table 2

Results of MICC-F600 dataset

Methods Precision (%)  Recall (%) F1 (%)
SIFT [18] 77.55 42.21 54.67
KAZE [38] 68.40 51.40 58.70
PCET [39] 71.14 66.34 67.69
MSA [40] 64.58 72.45 68.00
DAFMT [41] 73.86 73.28 74.00
OKSIFT 83.65 83.99 83.71

This table shows that the proposed method is more
accurate than the other methods presented in Table 2.
According to the recall column, it is clear that the
number of image forgery detected by this method is
much higher than other methods. The precision of
other methods is high because they detect images
forgery correctly, but the proposed method detects
more image forgery in addition to increasing the
precision.

4.3.3. Results on GRIP

This section compares the identified results with
some advanced CMFD methods on the GRIP dataset.
The methods of introduction in this section, as in the
previous section, are: SIFT [18], and Clustering SIFT
[42]. In this case, the results are shown in the simple
copy subset in Table 3.

Table 3

Results of GRIP dataset

Methods Precision (%)  Recall (%) F1 (%)
SIFT [18] 90.32 89.18 89.56
Clustering SIFT [42] 99.79 99.67 99.72
OKSIFT 98.18 99.81 98.76

This table shows that the proposed method is more
accurate than the other methods presented. According
to the recall column, it is clear that the number of
image forgery detected by this method is much higher
than other methods. Despite the increased accuracy of
the method [42] compared to the proposed method,
increasing the number of SIFT layers puts a lot of
time load on the system so that a small difference can
be overcome.

5. Conclusion and future work

Copy-move is the most common method of
image manipulation in which image areas are copied
internally. The proposed method focuses on detecting

17

copy-move forgery using the OKSIFT model.
Experimental analysis proved the effectiveness of the
proposed method in detecting forgery and
transmission of forgery. This method offers a higher
detection rate and precision. Results show a
significant improvement in the precision and value of
the F1 Score compared to other algorithms. It has also
shown relatively good results for call rates. The
results show that the proposed method detects copy-
move counterfeiting and achieves a precision of about
83.22% for the IMD dataset and about 83.65% for the
MICC-F600 dataset. Future work will focus on
improving the localization precision of the area and
expanding the method for detecting other types of
image forgery.
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